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IIpenuciaoBue aBTOpa KO 2-My M3JAHUIO

OTa KHUra OCHOBAHA HA 3amlMCKaXx Jekuuit no kypcy “Kpunrorpa-
¢us”, yuTaHHBIX aBTOPOM B OMCKOM TrOCYapCTBEHHOM YHHBEPCHTETE
uM. @ .M. JTocToeBCKOro u psifie APYTUX YHUBEPCUTETOB B T€YEHHE II0-
cnepnux 10-15 net. OHa npeacTaBisieT UMEHHO BBEJEHHE B IPEIMET,
He 3arpy>K€HHO€e U3JIMIIHUMU JeTAISIMU, KOMIAKTHOE U HH(POPMATHB-
Hoe. ABTOp HajeeTcs, 4TO ee Oyayliue YUTATENM HE TOJLKO CMOTYT
OpHMEHTHPOBATbCSI B MUpe Kpunrorpaduu U ee NPUIOKEHUHN, HO TaK-
’Ke, eCJI1 BOSHUKHET COOTBETCTBY IOLLEE XKEJIAHHE UJIM HEOOXOJUMOCTh,
OBICTPO mepeidayT K YTEHHUIO CIIELHAILHONR JIUTEPATYPbI O KPHUIITO-
rpacduu 1 ee IPUIIOKEHHUSIM.

IIpexxae Bcero KHUra OPHEHTUPOBAHA HA CTYJEHTOB, BIIEPBbIE 3HA~
KoMsiuxcst ¢ kpunrorpadueil. Ee MoxxHO paccMaTpuBaTh Kak y4eb-
HUK, TeM DoJjiee, YTO TEKCT CONPOBOXKAAETCS PSJOM IPUMEDPOB, 33134
U ynpaxxHeHuil. HekoTopele 13 33524 IIMPOKO U3BECTHbBI, HO OOJIBIINH-
CTBO SIBJISIIOTCSI OPUTHMHAJIBHBIME. ABTOD TaKXe HaJeeTcsl, YTO KHHUra
OKa KeTcsl MOJIE3HOU 1 IpenojaBpaTeseil Ky pcoB o Kpunrorpaduu u
3anqure uHGopmanuu. CrenuanucTsl B 061aCTH KPUIITOrpaduu Tak-
>K€ CMOr'YyT HaliTH B Hell KOe-4TO UHTEPECHOE.

Knura conepxut 21 JieKuuio u 4 NpusIoxKeHus, B KOTOPbIX Jal0T-
Csl MaTeMaTHYECKHE U TEOPETHKO- MH(POPMALOHHbIE OCHOBBI TEODHH,
[PEACTABJAIOTCS U3BECTHblE KPUNITOrpaduyeckue CUCTEMBI U MPOTO-
KOJIbl, aHAM3UpYyeTcsl ux Kpurrorpaduyeckas croikocts. V3moxe-
HHUe [OTOJIHSETCs 33JadyaMH ¥ ynpakHeHusiMu. Vx 4ucsio mo cpas-
HEHHIO C NpebIAyLIUM H3JaHHEM KHHUrd Bo3pocio. Kpome Toro B Ha-
CTOSILIEM M3AAHNU UCIPABJIEHB! 3aMe4YeHHbIe HETOYHOCTH. ABTOD 6JIa-
rojapeH CTYJEHTaM, [IPHUCJIABIIUM CBOM 3aMedaHHs, B OCODEHHOCTH,
HBany AuTponosy.

ITo cpaBHeHuio ¢ 1-m usgauueM, Boimeauem B 2006 r., kHura Jo-
HOJIHEHA TPEeMsl HOBbIMM pa3jesaMu (nekuuu 5, 13 u npusoxenue 4),



a TaK»Ke PAJOM 33Ja4 U yIpaKHeHuit. VI3MeHeHust 1 1OTIOJTHEHUsT KOC-
HYJIUCh U JPYrux pa3zesoB. McnpaBiieHbl 3aMedeHHbIe HETOYHOCTH U
ornegyaTku. ABTOp OJIaroJapeH YUTATENSIM, OKA3aBIIMM [IOMOIIb B HX
obHapy>xeHuH, ocobeHHo — Apremy [onyOHHYEHKO.

ABTOp Hazeercsi HOMOJHUTHL B camoe Osukaiilllee BpeMsi KHHLY
33Ja4yHUKOM 10 Kpunrorpacguu. Kpome aToro xoresoch 6b1 yaeauThb
6osblllee BHUMaHHE COBPEMEHHBIM HANpaBJIEHUSIM B Kpunrorpaduw,
U3 KOTOPBIX B KHHT€ 33aTPOHYTA TOJBLKO anrebpamdeckasi KpUITOrpa-
¢us1, ocHoBaHHas Ha OECKOHEYHBbIX rpynnax. iMes B BHAY 3TH IpO-
JIOJDKEHUSsI, aBTOP MIPU3BIBAET CBOUX YMTaTeJefl BbICKA3bIBATH 3aMeda-
HUS 110 TEKCTy. ABTOp 3apaHee NpPHU3HATENIeH BCEM, KTO 3aX04YeT 3TO
CHeJIATh.

B.A. PomanbkoB

Omckuit rocynapcrBenbiit yausepcurer uM. @.M. TocToeBckoro

WHcTuTyT MaTeMaTHKU ¥ MHGOPMAIIMOHHBIX TEXHOJIOTHH

romankov@omsu.ru

Omck, 2011 .



Beenenune

1. Ucropus

Kpunmozpadus — nayka o mmdpax. VcTopusi BOSHUKHOBEHHUS] U
pa3BUTHs KpUOTOrpaduu BOCXOAUT K JpeBHedmnM BpemeHam. llep-
Bble CBeJleHHMsl O NpUMeHeHHH HdPOB B BOEHHOM JeJjie CBSI3aHbI C
MMEHEM CIAPTAHCKOro MOJKOBOAIA JIMCaHIpa, HCI0Ib30BABIIETO JJIst
niepenaun coobuenuit wnupp «Cuuranas. M3pecren «wudp Lesaps,
KoTopbIM noJib3oBasicst FOumit [e3ape B cBoeit nepenucke. B JIpesHeit
I'peunn 66141 n300pereH mudp, UMeHyeMblit Kak «kBagpat [lonubus».

OpxHa w3 nepBbIX KHUT 10 M poBKe HanucaHa abbarom Tpuresn-
nueM (1462-1516) u3 [epmanuu. B 1566 r. 3HaMEHUTBI MaTeMaTHK
Kapnano onybsimkoBas merox g poBaHHUsl, M3BECTHBINA KaK « PElIeT-
ka Kapnano». M3eectub! mudps! kopons Ienpuxa [V, kapaqunana Pu-
mesnbe, a Takxke «uudupHas azbyka», aBTopoM KoTtopoit 6bir IleTp
Benukuit. [IludppoBanue Ha Pycu cymecrBoBano u mo Ilerpa, Ha3bl-
BaJIOCh OHO TaWHONUCHIO.

Bonbuioe Biusinue Ha pa3BuTHe KpunTorpadHu okasaiu paboThl
Kunona IllenHoHa, 3aJ10>)KMBLIEr0 OCHOBBI Teopud uHGopmanuu. I1pu-
HSITO CYHUTATh, YTO TeOPHsl MHGOPMalLMK KaK HayKa poausiach B 1948 r.
nocie nybaukauuu 3samenuToi pabors! lllennona «MaTemaruyeckas
Teopusi cBsa3u» (cM. [14]).

B HacTosiiee Bpemsi kpunrorpadusi nepexxuBaer OypHbI pOCT.
HeobxonumocThb 3a1uuThl, HHGOpMaI MU, IEPELABAEMOIl 10 COBPEMEH-
HBIM CEeTSIM, & TaKXe OI'DOMHble BO3MOXXHOCTH €€ B3JIOMa M MCKake-
HUsA, 00yC/IOBJIEHHbIE DAa3BUTHEM KOMIBIOTEPHON TEXHHKH, TpebyroT
COBEpLIEHHO HOBOrO MOAX0Aa K 3amure nHGOPMAIMH, HOBBIX METOLOB
wngpoBanus. 3amMeYaTENbHO, YTO IIPU 3TOM HCIIOJL3YETCS COBPEMEH-
Hasl MaTeMaTHKA.

2. OcHOBHbBIE NOHATHUSI M1 TEPMMHBI

HTugpposarue — npeobpa3oBaHue TEKCTA C LEJbIO CKPbITh €ro Co-
Jlep>KaHue OT HECAaHKIMOHUPOBAHHOTO IMPOYTEHHSI.



Kpunmoezpagus — uCKycCTBO coCTaBJieHUsl KHGPOB U LIndporpo-
TOKOJIOB.

Kpunmoaraaus — HayKa (¥ IPaKTHKA €€ IPUMEHEHUsI) O METOAax
¥ crnocobax BCKPBLITHS IIH@PPOB.

Kpunmoaozusa — HayKa, COCTOSALIAs U3 ABYX BeTBeli: KPHUITOrpa-
¢uu u kpunroaHanuza.

Kpunmocucmemoti (cucmemoti wu@posarus) Ha3bIBAETCS U3BECT-
Hblt criocob mudpoBanus, o61agaoMMil CMEHHBIMU 3JEMEHTAMH —
xarovamu. OOBIYHO PACCMATPHUBAIOT K04 LIM(POBAHUS U KJIOY Je-
wudpoBanus. Ecau ux He0OXOAUMO XPaHUTL B CEKPETE, TO CUCTEMA
Ha3bIBAETCS CUMMEMPUYHOU, UIH CUCTEMOU C CEXPDEMHBIMU KAOUA-
Mmu. Ecmu ko9 mudpoBaHus OTKPHIT, TO €CTh He SIBJISIETCSI CEKPeT-
HbIM, TO TaKH€ KPUITOCUCTEMBI HA3bIBAIOTCS ACUMMEMPUYHBLMY, LT
CUCTNEMAMU C OMKEPBIMBM KAIOUOM.

ITudpyembiit TekcT Mbl 6yneM Ha3bIBATb UCTOOHbBIM MEKCMOM
(TepMuH aHrsmiickoro si3pika — plaintert). Pesyabrar wudposanus
Ha3bIBAETCS wu@pomexcmom (MHOTAA wu@posKol, M10-aHIJIUACKH —
ciphertext).

Cucmema wudposarus BKIOYAET B cedsi B KAYeCTBE OCHOBHOIO
aneMeHTa Pynxyuto wupposarus. @yuknus mudpoBaHus npeobpa-
3yer UCXOAHBIN TeKCT B mndpoBky. OHa 3aBUCUT OT KJro4ya wmudpo-
BaHMUSI.

OcHoBHOe npaBuo WngpPOBAHUS INTACUT: UCXOOHBIH TEKCT J0JI-
>K€eH OOHO3HAYHO BOCCTAHABJIMBATHCHA IO HWINPPOTEKCTY, TO
ecTb GYHKUMSA WHPPOBAHUA NOKHA ObIT 00paTuMoit. CriocobHOCTD
KPHUIITOCUCTEMBI [POU3BOAUTL LIN(MPOBKHU, TPYAHbIE AJisI HECAHKI[H-
OHHUPOBAHHOI'O NPOYTEHHUs (63.40Ma), HA3BIBAETCS €€ KPUNMOCTNOTUKO-
cmoto. CTollK1e CUCTEMbI TAKOBbI, YTO HAXOXKAeHHe 00paTHOMN K BYHK-
uuu wudpoBaHus B obeM ciaydae — TpyaHas 3agada. OJHAKO HpH
3HAHUM COOTBETCTBYIOUIENO CEKpeTa — KJ0Ya JelIUdPOBaHUS — 3TO
HaxoxJeHune 3¢pPeKTUBHO BBITOJIHUMO.

Mp1 npuwm K onpeseneHuio odnocmoponneti pynkyuu y = f(z),
r/ie BHIYUCJIEHHE Y [0 I OCYILIECTBJISIETCS JOCTATOYHO MPOCTO, & Ha-
xoxJeHne (Kakoro-aubo) o y — TpyAHas 3ajada.



Y>Ke HECKOJIBKO pa3 ynorpebJieH TeEPMUH «TpyAHas 3agada. Ilo-
Ka 3TO HehOpMANBHOE MOHSITHE, CBA3AHHOE C BO3MOXXHOCTBIO pelle-
HUs 33244 B PEAILHOE BpeMsl peaJIbHbIMH cpeacTBamu. [loHsTue pe-
QJILHOTO 3aBHUCUT KaK OT Ba>XHOCTH 33Ja4d, TAK U OT BO3MOXXHOCTE
NBITAOUIETOCS €€ PELIUTh.

BceM TakuM NOHATHSIM MOXXHO NPHUAATh POPMAILHBIA CMBICJ, HO
3TO OCTAETCS 32 PAMKaMH MPEAJIaraeMoro Kypca JIeKIHil.

Jnsa wudpoBaHUs HUCHOJB3YIOT 00HOCMOPOHHUE PYHKUUY Yy =
= f(z) ¢ cexpemom. Bo-nepsrix, pyskuus f nomkHa 6b1TH 06paTH-
MOi1, BO-BTOPBIX, 06paTHYIO K Heit dyHkmmo f~! MoxHO HaiiTu 3¢-
¢dEeKTUBHO, 3HAs CEKPET, KaK IPABHJIO, 3TO — KJIOY JAemundpoBaHUs.
Bce 310 HyKHO 1151 TOrO, YTOOBI CAHKI[MOHMPOBAHHbIN [10J1b30BATEND,
KOMY cobcTBeHHO mudpPOBKa U NpeaHa3HAYEHa, MO €€ IPOYUTAT.

ObparuM BHUMaHHE Ha cjexymolnee obcrosTeabCTBO. B coBpeMen-
HOIi Kpunrorpad Uy UCHOAb3yeMast KPUITOCUCTEMA CYUTAETCS] OTKPbI-
TOlt, TO ecTh MeTox WHGpPOBaHUs He sABIsAETCs ceKpeTHbIM. IIpu sToM
€e KpUIITOCTOHKOCTb ONPEEesieTC He TOJIbKO Ka4eCTBOM KPHIITOCH-
CTEMbI, HO M HaJIEKHOCTHIO HCIOJIb3yeMbIX KJtoudel. ['unoreTnyecku
CYMTAETCs, YTO BO3MOXKHBIIi B3JIOMIINK CUCTEMBI HE TOJIBKO YMEH U 06-
pa30BaH, HO u 00J1a1aeT 6OJLIUMH BO3MOXKHOCTAMH (PHUHAHCOBBIMH,
MOILUHON! OPrTEXHUKON U T. n.). HanexxHble KpUNITOCUCTEMBI TOJIXKHBI
obecrieynBaTh 3alUTY OT TAKHUX B3JIOMIIHUKOB.



Jlexyua 1

ITnardopmel mudposauns

A - wepnwli, beanli — E;

H - xpacnwt, ¥ - 3eaenvitl.
O - cunutll; matliny ux
cxaxcy A 8 ceol ueped.

A. Pemb6o. ['nacHbie

1. Andasur

Me1 paccmMaTpuBaeM TeKCThl. TeKCThI 3amuCHIBAIOTCS B BHUAE KO-
HEYHBIX [OCJIEIOBATEILHOCTEN 3HAKOB COOTBETCTBYOLIErO ai¢daBUTA.

Andasur Moxxer uMeTh 0OBIYHBINA cMbicT: 33 OyKBBI OT A g0 ¢
B pyCcCKoM si3bike Wi 26 OykB oT A 0 Z B aHryuiickoM. OJHaKo B
kpunrorpadun nouatue aagasum umeeT 6onee wupokuit cmbica. Tak
Ha3bIBAIOT COBOKYITHOCTb 3HAKOB, CPEAM KOTOPBIX MOTYT BCTPEYAThCS
0bbIyHBIE OYKBBI, UU(MPHI, 3HAKH [PENHHAHNS, CIEIHATbHbIE 3HAKH,
obo3Havaromue npodesbl, U BCEBO3MOXKHbIE APYrue 3HaKH. MOXKHO,
KOHEYHO, Ha3bIBaTb BCE 3TO 3HAK060U CUCTEMOU.

Texcm ecTb KOHEUHBIN yNopsiioueHHBIt Habop 3HaKOB. BoBce He
0bs13aTesIbHO, YTOOB! OH MMeJ cMbIc]. EcTh eme ogqHo nousaTue — edu-
Huya mexcma. B mpocreiilieM ciydyae €JUHHIIAMHM TEKCTA CUHTAIOT
3HAKH, y4YacTBYymoue B ero 3anucd. OQHAaKo B KaYeCTBe eAMHHUIL] TEK-
CTa MOTYT BBICTyHaTh OoJsiee clioxxHble obpa3oBanus. Hanpumep, Mbi
MOXXeM CYHUTATh €JUHULAMM TEKCTa [10CJIeJOBAaTEeIbHbIe Naphl 3HAKOB
— duepagvl, wnw TPOKM — mpuzpadoi, UIM HAOOPBI U3 kK 3HAKOB —
k-epagoi. IIpu 3TOM BO3HUKAET MAaJIeHbKasi HENPUSITHOCTb — [OCJIEA-
Huil k-rpad TekcTa MOXKeT OKa3aTbCs HenoJHbIM. [ns 3Toro cuy-
4yasi HeoOXOZMMO CIeNUANIbHOE corsialleHHe. Hanpumep, MOXHO J0-
HOJIHUTHL nocnennuit k-rpacg 3HakaMu BHIODAHHOIO BHJA.
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Kpome aToro, tekctel yacTo pa3buBaioT Ha OJiokH. Baox — 310
HEKOTOpasl KOHEYHAasl I10CJIELOBATENbHOCTb eauHul] TeKcTa. OOBIYHO
AnrHa 6J10Kka PUKCHPOBAHA.

2. Ouudposka

OpHuM M3 caMBIX IPOCTHIX CIOCO00B NG POBAHUS SABJISIETCS NPO-
cmas 3amena. OnpenesnsieTcss NIPaBUIo, 10 KOTOPOMY Kaxkjaas OyKBa
andaBuTa 3aMeHseTCs HAa HEKOTOpYHo Apyryro Oyksy. lomyckaercs
TaK>Xe 3aMeHa HEKOTOPhIX OYKB Ha camux cebsi. OcHoBHOe TpcboBaline
— pa3Hble 6YKBBI HE JOJIKHBI 3aMEHSAThCH OJMHAKOBBIMH. JTO HEObXO-
JUMO [JIsl TOrO, YTOOBI UCXOAHBIA TEKCT ompenessiyics 1o mudpoBKe
OZHO3HAYHO. 3ATEM TEKCT MEPENNChIBAETCS B HOBLIX OykBax. Takoit
crnocod mudpoBaHus B Halle BpeMsi He cuurTaercss HagexxHbiM. OH
IIOABEPXKEH YaCTOTHOMY aHAJIN3y, B€Ab 4YaCTOTbl UCIIOJIb30BaHUA pa3-
JIMYHBIX OYKB B OCMBICJIEHHBIX TEKCTaX MOTYT O4YeHb CHJIbHO pa3Jjiv-
yaTbcd. Bosiee mogpobHO MBI IOroBOpUM 00 3TOM B CJEAYIOLIUX JIEK-
muax. Jpyras ciabocTh MpocToif 3aMeHbl 3aKJIOYAETCS B TOM, YTO
3Hast XOTs Obl YacTh HUCXOQHOTO TEKCTAa U COOTBETCTBYIOUIYIO 4acCTh
3amudpoBaHHOr0, Mbl IOJy4aeM HHGOPMAIIHIO, [TI03BOJISIOLLYIO OIIpe-
JIeJUTh YaCTh OCTAJILHOTO TEKCTA, BeJb 3aMeHbl OyKB B HEM Te XKe ca-
Mmblie. CoBpeMeHHbIe MeTOAbI MM POBaHUS Pa3pabaThIBAIOTCS TAKUM
obpa3oM, 4TOObI YacTHYHAsA paclIuPOBKA HE BJIMSIA CYLIECTBEHHO
Ha BO3MOXHOCTh pacmndpoBKH Bcero tekcra. JlokoMIbIOTEPHbIE Me-
ToAB! M POBaHUS OOBIYHO OCHOBBIBAIOTCH HA JBYX SJIEMEHTAX: 3aMe-
Hax OyKB Ha apyrue OyKBbI U [epEeCTAHOBKAX OYKB B TeKCTe. AHaIU3
C UCMOJIb30BAHUEM KOMIIBIOTEPOB IIO3BOJISIET JIEFKO pacIndpoBbIBATL
TaKue TeKCThI 6€3 3HaHUs KJ04eil, TO eCTh OCYECTBAATD B3JoM. JlJIst
[IOCTPOEHHsI COBPEMEHHBIX WHGPOB 00bIYHAS 3alNUCh TEKCTa B HEKO-
TopoM aipaBUTE 3aMEHSIETCS HA KOAUPOBAHHYIO 3alUCh B BUZAE 3Ji€-
MEHTa HEKOTOpO# apudpMeTHYECKOH HUJIH aredpandyecKoil CHCTEMBI —
niatdopmel mudposanus. IlepeitaeM K MX ONHCAHUIO.

B kpunrorpaduu, Kak npabusio, paboraroT ¢ ouudpoBaHHBIMU
TeKcTaMHu. EAMHUIBI TEKCTa 3aMEHSIOT Ha 4YMCJIa PA3JIHYHOi IpPUpO-
Jbl. 9TO MOryT ObITH OOBIYHBIE LiEJIbIe YHMCIIA, IJIEMEHTHI KOJel| Bblye-

11



TOB, KOHEYHBIX noJieit u T. 0. Bece 3ro 6onee noapobuo byaer paccMar-
PUBaTHCS B CJIEAYIOLIUX JIEKIHSX.

Ouundposka He siBnsercs wudpoBaHueM. Vcxo Hblll TEKCT B €ro
3aMMCH B JAHHOM ajipaBUTE JOJIKEH JIEFKO M OJHO3HAYHO BOCCTAHAB-
JIMBAThCA 10 CBOEMY OLM(POBAHHOMY BHAY.

IIpuBeneM craHmapTHbE OUHU(PPOBKH 0OBIYHBIX aJIPaBUTOB — pYyC-
CKOIr'0 Y aHIVIMACKOrO:

PYCCKUMN

a(0) 6(1) B(2) r(3) a(4) e(5) (6) x(7) 3(8)
M(13) 1(14) o(15) n(16) p(17) c(18) 1(19) y
4(24) w(25) uy(26) b(27) bl(28) 5(29) 3(30) (31

AHTJIMNCKHUN

a(0) b(1) c(2) d(3) e(4) f(5) g(6) h(7) i(8) j(9) k(10) 1(11) m(12) n(13)
o(14) p(15) q(16) r(17) s(18) t(19) u(20) v(21) w(22) x(23) y(24) 2(25)

TekcT «sACTyaeHTYHHBepCcUTETa» OLU(PPOBLIBAETCH CJIELYOLIUM
obpazom: 32,18,19,20,4,5,14,19,20,14,9,2,5,17,18,9,19,5,19,0.

Tekcr «iamastudent» — 8,0, 12,0, 18,19, 20, 3,4, 13, 19.

Ouudposka 15,13, 18,11 B pycckom aidaBuTe BOCCTAHABJIUBAET-
Cs1 KAK OMCK.

OrcyrcrBue B BhIOpaHHOM asipaBUTe 3arJaBHBIX OYKB U 3HAKOB,
obo3HavalomwKx Mpobesbl, BHIHYX/JAaeT HAC MMHUCATH TEKCThl CIMTHO,
ynotpebJiss ToJbKo cTpouHble 6ykBbl. Ecsin nmpeanonaraercs ucnosib-
30BaThb KaK CTPOYHBIE, TAK U 3arjaBHble 6YKBbI, 3TO JOMKHO OBITH 3a-
¢ukcupoBano B oiucdposke. Bce 3aBucut oT BhiOpaHHOro ajidaBuTa.

BBeneMm pnns ucnonb3oBaHus UCKyccTBeHHBbIN andasut bl, npuse-
51 o POBKY €ro 3HaKOB:

bl

o e
— &
N Q
[SCEEN
-
[S2 3 &)
o~
|
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Mer BuguM, uto B bl nmpeaycmorpen 3Hak npobena «_». Tekct
«a&21_7» ouudposeiBaercs kak 0,1,5,4,7, 3.

Honycrum Tenepb, 4To B ajidaBure bl Mbl B KayecTBE €TUHMI]
TeKCTa BbibepeM aurpadnl — napbl 3HaKOB. CaMblif pocToil crocob
HX Hymepauuu cueaymoowmwuit. Cuuraem, 4TO nape «,2 «— 2,5 oTBe-
yaeT 3anuch uucaa (2,5)g B 8-puuHoil cucreme cuucienusi. To ectb
(2,5)s = 5+ 2 -8 = 21. Beero BoaMoxubix map 82 = 64. Bce onu
HYMEepYIOTCS [By3HAYHBIMHU YUCJAMH B 8-pUYHON CHCTEME CUYHUCIIEHUS
or (0,0)s =0 no (7,7)g =7+7-8 =63.

Eciu mb1 paccmorpum k-rpad (ak—1,@k—2,.--,ap), TO €My MOXHO
COIIOCTABHUTDb YUCIO (Ag—1,Qk—2,---,00)8 = Qo+ a1-8+az- 8 4.+
+ag_y- 871

Ina pycckoro ayidpasura yaoOHO BbIOpATh aHAJIOTHYHYIO HYMepa-
U0 B 33-pU4HOi cucTeMe.

Hanpumep, 3-rpady rog «— 3,15,4 MOXXHO COIMOCTABUThL YHCJIO
(3,15,4)33 = 4+15-33+3-(33)? = 3766. J]151 anrmmiickoro andasura
JKeJIATeJIbHO B3ATb 26-pHYHYIO CHCTEMY H T. II.

CoBpeMeHHasi KOMIIbIOTEPHASI TEXHUKA, YCTPOEHa TaKUM 006pa3oM,
YTO MOYTH BCErAA TEKCTHI 3AMUCHIBAIOTCS B KOAUPOBAHHOM BHJE KaK
6buHapHble (aBoMUYHbIE) nocaenoBaTenbHocTU. Ob6o3nadenue me {0, 1}*
03HAYAET, 4YTO ™M — OGHHAPHAsT 0CJIEA0BATENBHOCTD.

s ucronb3oBaHus OMHAPHBIX MOCJIEN0BATEJbHOCTEH ym00HO,
uTobbl andaBuT comepxkan 2F 3makos. Hanpumep, GMHADHBIMH IIO-
CJIEJIOBATEJILHOCTSIMH JJIMHBI 8 3aIIMChIBAIOTCS OANTHI, YMCJIO KOTOPHIX
28 = 256.

B andasure bl B ToynocTH 23 = 8 6yKB, Kax [0/ U3 KOTOPBIX MbI
COIOCTaBUM JBOMYHBIA HOMep: a «—— 000, & —— 001, a «—— 010,
?7 « 011, 1 «— 100, 2 «— 101, 7 «— 110, _ «— 111. Ecu B
andapure 26 GyKB, TO KaKZOH M3 HHUX COMOCTABISIETCS [1OCJIELO0BA-
TEJILbHOCTh M3 K HYJIeil U eQUHHULI.

3. Ilnardopmel mudpoBanus

Iaram@opmoti Ha3bIBAETCH CHCTEMA, UCIOJb3yeMasi IJIs 3alluCH
TEKCTa. D TO MOXKET ObITH COBOKYITHOCTh GMHAPHBIX 10CJIE0BATEHLHO-
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CTeit, KOJIbIO BbIYETOB, KOHEYHOE I10J1e, SJUTUIITHYECKAs KPUBAS U T. 1.
Bosiee noApobHO BCE 3TO PACCMATPUBAETCS B CJIEIYIOUIUX JIEKIHSX.

Nuoraa niatgopMbl HCXOAHOTO U 3alUIH(POBAHHOTO TEKCTA Pas3-
Hble. DTO MOXXET ObITH CBSI3AHO C HCIIOJHL30BAHHEM Da3HbIX ajiaBH-
TOB, MOXKET OBITh BHI3BAHO PA3/IMYHBIM BHIOOPOM €THHUI] TEKCTOB HJIH
elle KaKUMH-HUOY b NPUYHHAMH.

B mocyiegHue roApl MOJYYHJIO MHTEHCHBHOE Pa3BUTHe HOBOE Ha-
npaBJeHre Kpunrorpaduu — aazebpauveckasa xpunmozpadus. Takxe
HCIIOJIL3YEeTC TEDMUH Kpunmozpadui, 0CHOBAHHAA HA TNEOPUY 2PYNN
(group-based cryptography).

OCHOBHBIM OTJIHYHUTEIbHBLIM [IPU3HAKOM ajiredpandyecKkoil KpHIITO-
rpacuu ABJSETCS HCIOAb30BaHHE B KayecTBe naTdopMs! mudpoBa-
Husa abcTpakTHO# rpynnel. Kak npaBuiio, rpynmna 6epercsa 6eckoHeu-
Hast. MOXHO 3aMeTHTb, UTO M KJacCHYecKasi Kpurrorpadgpus dacro
UCIIOJIb3yeT B KaYeCTBe IUIAT(OPMBI TPYIIY. ITO MOXKET BbITH MYJib-
TUILJIMKATUBHAS TPYNNA KOHEYHOTO I0JIs1, TPY A OOPATUMBIX 3JIEMEH-
TOB KOJIbLIA BbIYETOB, 'PYINA TOYEK JLIMIOTHYECKOH KDUBOM Hag KO-
HEYHBIM MHOJIEM. MBI BHAMM, YTO BCE NEPEYHUCJIEHHBbIE TPYIIBI KOM-
MYTATHBHbl U KOHeuHbl. [IpeANpHHUMAINCHL U JPYTHe IMONBITKH HC-
[0JIb30BAHUS KOHEYHBIX M MATPHYHBIX IPynn JJist mu¢pOBAHUA, HO
CHCTEMATHYeCKOe IOCTPOeHHe anrebpandeckoil kpunrorpagun Hava-
JIOCH COBCEM HEeJaBHO. DToit obsactu OyaeT nocesieHa Jekuus 21.
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4. X3m-@pyHKuun

Kpunrorpaguueckaa zow-gynkyus h — 370 QyHKUUS, IEPEBO-
JI1asl POU3BOJIbHYIO KOHEUHYI0O ODMHAPHYIO MOCJIeJOBATENIHLHOCTh B
[I0CJIE;/I0OBATENbHOCTD OlpeJesieHHoi JnuHbl. Tpebyercs, uTobbl X31I-
¢yHkU U ObLTa 0qHOCTOPOHHEN. Mcnonb3yoTest TakxKe X3-QyHKIIUH
CO 3HAYEHUAMH B KOHEUHBIX IOJIAX, KOJbLAX BLIYETOB HJIM TPYIIAX
JUTHITUYECKUX KPHUBBIX.

B kpunrtorpacdun xsm-¢@yHKIHANA UCIONL3YIOTCA AJs Pa3JIHMYHbIX
ueseit: 06pa3oBaHus TaK Ha3bIBAEMbIX AailgxkectoB h(m) aus coob-
uIeHHi m, CO3AaHusl 00Pa30B HEKOTOPBIX AAHHBIX JJis1 UX Ge30macHo-
ro xpaHeHusi u T. . CylecTByIOT MHOIOYUC/IEHHBIE CTAHAAPTHI X3II-
¢yukumit. B 1anHOM Kypce Mbl HEOZHOKDPATHO Oy €M yIIOMHUHATD X3II-
¢byHKUMH, HO CIEUUATILHON JIEKI[UN UM He OTBOJHUM.



3agauyu ¥ ynpa>kHeHHus

3apaua 1.1. BoccraHoBuTe nepByI0 CTPOKY OAHOI u3 Haubosee
HU3BECTHBbIX IMHU(MPOBOK HA PYCCKOM SI3BIKE:

«...
Ero Mbl 04eHb CMHDHBIM 3HAJIH,

I'posa ABEHAUATOrO roja,
Ho 6or moMor — cTaj ponoT HHXKeE...»

3apaya 1.2. BoccraHoBuTE HAYaso OAHOIO M3 CaMbIX U3BECTHBIX
MOHOJIOrOB Ha aHINIMHACKOM S3bIKe, 3alIndpoBaHHOE IPOCTOM 3aMeHO

OyKB Ha 4uCJIa:

11,17 _3,7_17,10_0,17,11_11,17_3,7_

11,21,23,11_6,8_11,21,7_20,5,7,8,11,6,17,0

Yro nomoraer npu pacingpoBke? CKOJBKO B aHMIHACKOM s3bl-
ke cjoB u3 ofHoit 6ykBe? I3 aByx 6ykB? OObsicHuTe, modeMy 3a-
mr¢ppoBaHHBIN TEKCT JIyd4llle 3alUChIBaTh 6e3 npobesioB 1 6e3 3HaKOB

[pEeNUHAHUS.

3agaua 1.3. Ucnanckuit andasur cocroutr u3 29 6yks. Hmke
nJaercs onudpoBKa Hadasla OJHOI'O U3 U3BECTHEMIINX CTUXOTBOPEHUIA

HCIIAHCKOH MO033UH:

5,14,18,9,28,0 512 13,0,15,22,17
_4,5_12,0_7,23,9,22,0,20,20,0
_21,5_20,17,14,18,5,15_12,0,21_2,17,18,0,21_

_4,5_12,0_14,0,4,20,23,7,0,4,0
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MO>KHO JIErKO BOCCTAHOBUTDb TEKCT [0 UCIAHCKOMY aJjipasuTy. 3a-
METHUM TOJIbKO, YTO Y HEro €CTh BAPUAHTHI.

Crneaywomas crpoda — nepeBoj, 3TOr0 TEKCTA HA PYyCCKHUiA A3BIK,
npunHajuiexauit M. Ilseraepoit:

10 4 6 11 4 4

B neit yka3zaHo TOJIBKO KosmyecTBO OykB B cjoBax. IIpuBeaute 3TH
3HAMEHUTHIE CTPOKH!

3anaya 1.4. HmMeercss A0CTaTOYHO JJIMHHBIA JIMTEPATYyPHbIH
TEKCT aHIIMHACKOrO fA3biKa. TekcT 3ammngpoBan METOAOM MPOCTOH 3a-
MeHbl. B3/ioMIMKy paspemaeTcs y3HATh KOJUPOBKY JIt060ii 6YKBBI 110
ero Beibopy. Kak oH MoxeT y3HaTh KOAUpPOBKHM cpa3y AByx O0ykB? Ka-
Kue 310 6ykBbI? MOXHO Ji ¢ 60sbIION JOJielt BEpOSITHOCTH Y3HATH
TpHU OYKBBI, €CJIN Pa3pELIAETCs BBISCHUTH 3aMEHbI TOJIKO JBYX OyKB?

3amada 1.5. Bo Bpems 2-it MUpOBO#t BOitHBI HEKOTOpPbIE U3 aMe-
PHMKaHCKMX COJIZAT, YTOOBI yKa3aTh MECTO CBoero npebbiBaHus (OT-
KPBITO MMUCATH OBIJIO HEJB35T — MUChbMA MPOCMATPHBAJINCD), MEHSIIIM Ha
KOHBEPTE BTOPOil U3 HHULMAJIOB aJJpecaTa, HalpuMep, UCAJId BMECTO
“A.B. Smith” - “A.T. Smith”. Byksa “T” o3nayana nepByio 6ykBy Me-
CTa JUCJIOKaluu. 3aTeM B CJIeyIouuxX nucbMax nosasasiocs “U; N, I,
S”. B utore poAHble JOJKHBI OBLIM BCE 3TO 3aMETHUTb U NPOYUTATH
"TUNIS". O6bsicunTe, moyeMy BCe-TAKH YaCTO 3TO HE CPabATHIBAJIO,
XOTSI POJHBIE U TIOHUMAJIU UJIEI0.
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Jlexuusa 2

MopynsapHas apudMeTuka

1. KoJsblo 1eabIx yuce

MuoxectBo pensix uucen Z = {0, £1,+2,...,+k,...} BmecTe ¢
OOBIYHBIMM OIEPALMSIMH CJIOXKEHHUSI «+» U YMHOXEHHS «'» 0bpasdyer
KOMMYTATHBHOE aCCOLMATHBHOE KOybLO ¢ 1. Tak rosopsat, moToMy yrto
HapsAy C aKCMOMaMH, 331a0MUMH ajaredbpandyeckuit 06bEKT, Ha3bIBa-
€MbIA KOJIbIIOM:

1) (@+b) +c=a+ (b+c) (accoyuamusnocmo caoorcenus,),

2) cywectsyer aaemeHT 0 (Hysb), 4JIs1 KOTOPOrO BEPHO TOXAECTBO

a+0=04+a=a (cywecmeosanue nyrs),

3) mns 11060r0 3JMEMEHTA @ CYLIECTBYET IPOTHUBONOJIOXKHBIN 3Jie-
MeHT, 0603HaYaeMblil (—a), Takoii, 4To

a+ (—a) = (—a) + a = 0 (cywecmsosarue NPOMUBONOAOIHCHOZ0
anemenma,),

4) a+b=b+a (Kommymamuerocmov crodcerus),

5)a-(b+c)=a-b+a-c (npasas ducmpubymuenocms),

6) (a+b)-c=a-c+b-c (resan ducmpubymusrocms),

TaK>KE BEPHBI JOMOJHUTEIbHbIE AKCUOMBI:

7 (a-b)-c=a-(b-c) (accoyuamusrnocmvd ymmoorcenus),

8) cymecTByer 3semenT 1 (eauHMIA) TAKOM, YTO BEPHO TOXKIAECTBO

a-1=1-a=a (cywecmsosarue eduruyst),

9) a-b="b-a (xoMMYMaMUBHOCTND YMHONCEHUR).

Eciu Mbl onmepupyeM c 3sieMeHTaMH KoJbla Z, UCIOJIB3ysl Ome-
PalUM CIIOXKEHHUS] ¥ YMHOXEHHUs, TO 3TO O3HAYAET, YTO MBI OIEPUPY-
eM B 0ObIYHOU apudMeTHKe LebIX YUcesl. B Helt MOXHO onpeaenuThb
OTepaluI0 BLIYUTAHUA «—», nosarasa @ — b = a + (—b). B neit Mox-
HO NPOW3BOAUTH JEJIEHHE «:», MOJiarasi @ : b = ¢ B TOM M TOJBKO
TOM cJiydyae, eciu @ = b - ¢ (B gasbHelmeM Mbl OyJem AJsl POCTO-
Thl YOMPATh 3HAK YMHOXEHMS «-», 3AIIUChIBAsl, HAPUMEP, M0CIeAHee
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PaBeHCTBO Kak a = bc). ObpamaeM BHUMAHUE HA TO, YTO JEJIeHHE HE
Bceraa onpezaesiedo. Mbl He MoxeM JenuTh Ha 0, Mbl HE MOXeM IH-
caTb 5: 7 = %, [IOCKOJIbKY ONEepUPYEM TOJIBKO C LIEIbIMU YHCJIAMHU.

Msi mumenm ab (@ senurcs Ha b) nin paBHocuabHO bla (b genur a),
€CJIM TaKoe JieJIeHre BO3MOXHO, TO €CTh CYLIECTBYET 3JIEMEHT ¢ TaKOH,
4yT0 a = be.

B kosbue uensix yucen Z Bcerfa BHIMOTHSETCS Je/I€HUE C OCTaT-
KOM Ha HEHyJIeBOH 3JjieMeHT (Ha HyJIb HeJlb3si JeJIUTh JaXke C OCTaT-
KoM). A uMeHHO: nasi moboit mapel yucen a,b, rae b # 0, nanigerca
eJMHCTBEHHOE 4YMCJI0 T (OCTaTOK) TAaKOe, 4YTO, BO-NEPBLIX, a = bc + r
ans Hekotoporo ¢ € Z, Bo-Bropeix, 0 < 7 < |b|. Kak Bcerma, |b|
o3Ha4aeT abCOIIOTHYIO BEJIMYHHY 4ucaa b.

Hampumep: 12=5-2+2, -14=9-(-2)+4,15=8-1+7.

Ecnn, vanpumep, b = 19, To BO3MO>XKHbIE OCTATKU BHINISAAAT TaK:
0,1,2,...,18.

Oxka3sbiBaeTCs1, 4TO [Jis1 JIIO6Oro MOJIOXKHUTENHHOrO LEJIOr0 4YHUCIa,
n > 2 (MOAyssl) MOXKHO ONpENeNUTh apU(PMETHKY OCTATKOB Ha MHO-
)KECTBE BBIYETOB IO MOAYJIIO 7, KOTOpoe 0603Ha4yaeTcst Kak Z,. JTa
apudmeTrka (I8 KaXIOro n CBOSI) HAXOAMT LIMPOKOE MPUMEHEHHe
B Kpunrorpacduu.

2. Kosbua BbiueToB

Urak, MHOXKECTBO Zp A1 JIOOOro MOJIOXKUTEIBHOTO 11€JI0ro 1 >
2 coctouT u3 3jaemenToB 0,1,2,...,n — 1, Ha3bIBAEMBIX 8LIYEMAMU.
Onepauuu onpenensiorcs cieayomuM obpa3om:

1) 4T06bl BBIYUCIUTD CYMMY JBYX BBIYETOB @ + b, HY>KHO BBbIYHC-
JUTb cyMMy a + b B KoJibiie Z, a 3aTeM B Ka4eCTBE PE3yJIbTATa B3AThb
OCTATOK 3TOI CyMMBbI IIDU JEJIEHUH ee Ha 7,

2) aHAJIOrMYHO PE3YJILTATOM MPOU3BEJEHHUs ab JBYX BHIYETOB CUM-
TAETCs OCTATOK NPHU JAeJeHNH OObIYHOrO MPOU3BELEHHS LEJbIX YHCesT
ab Ha n.

Ipumep 1. 5+ 7 = 4(mod8),13 + 11 = 0(mod24),2 - 8 = 1(mod
5),4- 21 = 6(mod26),3 - 6 = 0(mod18).
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OmnpegennM, 49TO O3HAYaeT cpasHnenue no modyaro. Ilonaraem

a = b( mod n), ecu pasHocTb a— b genuTca na n B Kosbue Z : a—bin.
Jpyrumu cioBamu, a = b(modn) B TOM u TOJILKO TOM CiIyyae, €CJiM
CYIIECTBYET L[eJI0oe YUCJIO Kk TaKoe, YTO BBHINOJIHEHO DaBEHCTBO @ =
= b+ nk. YKa3aHHOe CpaBHEHHE MO3BOJISIET UCIIOJIL30BATh JJIf BblUe-
ToB pa3Hbie umena. Hanpumep, cpaBaenne 5 = 25(mod10) o3nauaer,
YTO BBIYET 5 MOXET ObITh 3amUCaH NOA ApYyruM umenem: 25. Mol 6y-
ZeM Ha3biBaTb 0003HayeHus BbiueToB 0,1,...,n — 1 cmandapmusimu
UMEHAMY IJIEMEHTOB KOJbLA Z,,.

[TpuMepsb! MOKa3BIBAIOT, YTO B MOAYJIAAPHOIT apudMeTHKe npou3se-
JI€HMe HEHYJIEBBIX 3JIEMEHTOB MOXXET OKa3aThCs HYJIEM, IPOU3BEJCHHE
3/eMeHTa, OoTJu4YHoro or 1 u (—1), Ha gpyro#t asiemenT KoJbua Z,
MOXKET OKa3aTbCA PaBHbIM 1.

Eciu ab = 0O(modn), B To Bpemst Kak @ # 0 u b # 0, To ro-
BODAT, 4TO a,b deaumeau nyaz. Eciu ed = 1(modn), To rosopsr,
4To ¢ U d 63aumMHO obpamuwe u obo3navar d = c~!(modn) wn
¢ = d~!(modn).

Eciu B konbue Z, (Win B KakoM-HHOYIb APYroM) HeT JesiHTesieit
HYJ151, TO FOBOPAT, 4T0 Z, — obaacmo yeaocmuocmu. Ecnn s kakoro-
HHOYIb 3jieMeHTa a € Z, CyleCTByeT ale Z,, TO rOBODHAT, 4YTO a
obpamum B Z,. OueBHIHO, 4TO OOpaTrHMa eJUHHUA U He oOpaTuM
HYJb.

Crnenyrouiee yTBep»KIeHHE OYEHb BaXXHO A1 Kpunrorpadum.

IIpennoxxenne 2. aemenm 0 # a € Z,, obpamum mozda u MoALKO
moeda, xo2da nod(a,n) = 1.

Aoxazameavcmeo. Ilycts a obparum. ITO 03HAYAET, YTO Cylile-
CTBYET Takoil BbIYET b, YTO BHINONHEHO paBeHCTBO ab = 1(modn), To
€CTh CYUIECTBYET TaKoe YHCIO0 k, ans Kotoporo ab = 1+ nk. Ecau 661
a,n neiMch Ha Yucio d > 1 (obwuii JesuTesns), Mbl HOMY4HIIH Obl

NpPOTHBOpEYNe B NPUBEJEHHOM paBeHcTse: ab:d,nk:d, u3 4ero cneny-

er, uyto 1:d. Takum 06pa3oM, B3auMHas POCTOTA YUCEN @, T SIBJISIETCS
HeobXoUMBbIM ycsioBHeM obpaTumoctd a(modn).
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IlokaxxeM, 4TO 3TO ycnoBHE Tak>Ke moctaro4yHo. nst 3roro Boc-
noJib3yeMcsi 0600LIEHHBIM AJITOPUTMOM IJBKJIHZa. MBI JaauM omuca-
HHe aaroputma 0e3 J0Ka3aTeNbCTB.

[Iycrs Tpebyercs: Haiitu d = non(k,n). Jns sroro HadynHaem Je-
JIEHUE C OCTATKOM IO T€X IOP, IOK3 3TOT OCTATOK HE CTAHET HYyJIEM:

n=k-t +ry,

k=r-ta+ 19,
Ty =10 -t3+ 13,
ey (2.1)
Te—1 =Ts - tet1 + Tst1,
Ts = Te41 - tsy2 + 0.

3HayuT, d = rg41. OOpaTuTe BHUMaHHE, YTO HA KAXKJOM CJIELYIOLIEM
mare Mbl J€JIUM MPEAbIAYIIHA JeMTENb Ha MMOJIy4YEeHHBI OCTaTOK.
Urak, Mbl noka3ann, Kak Boruucisiercs d = Hoz(k, n).
ITokaxxem Tenepb, Kak HaliTH LeJble YHCTA [, TaKMe, YTO BBINOJI-
HsleTCsl PAaBEHCTBO
kil +nt = d. (2.2)

JobaByieHue 3Toift MpoLEeAYPbl K AJIFOPUTMY JBKJIHAA AAET TAK Ha3bl-
BaeMblit 0606wennmii anzopumm Jexauda. B popmysie (2.1) apurkem-
csi B OGPaTHOM HANMpPaBJIEHHM, HAYMHAS C NPEANOCIEAHEr0 PaBEHCTBA,
KOTOpO€ MBI NMepenuueM Kak

d=1,1— Tslsi1,

NOACTABJIsSAs 3HaYEHUs MPEABIAYLIHUX OCTATKOB M BbINOJIHAsST popMasb-
Hble npeobpa3oBaHus:

d=1rs_1— (rs-2 - rs—lts)ts+1 = rs——l(l + tsts+1) —Ts—2ls41=-..,
[IOKa He IOJIyYHM DPaBEHCTBO BHAA

d=...=kl + nt,
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4TO U TpeboBasiock. Ecau d = 1, To 310 0O3HAUAET, YTO
kl = 1(modn). (2.3)
[Ipensioxxenune noka3aHo.

Ipumep 3. Bwuucaum 17-1(mod125).

125 = 17-7 4+ 6,

17=6-2+5,

6=5-1+1,

5=1-5+0,
danee:

1=6-5-1=6-(17-6-2)-1=6-3-17-1=

=(125-17-7)-3-17-1=125-3 —17-22.
3mo o3navaem, wmo

17 - (-22) = 1(mod125).

Hatidem cmandapmnoe ums ewvema (—22), mo ecmo evvema, xo-
mopwuti 8 cymme ¢ 22 daem nyav. Jleexo eudems, vmo amo 103. 3na-
wum, 103 = 1771(mod125). Yumameav mooicem camocmosmeavo
nposepumsv, wmo npoussedenue 17 - 103 daem npu deaenuu na 125
ocmamox 1.

3azaauM Tenepb BOMPOC: CKOJIBKO BCEr0 CyIIECTBYeT 06paTHMbIX
BbI4eTOB modn? ITO YKUCJIO 3aBUCHT OT 7 M BBIPAXKAETCS U3BECTHOM
B Teopuu uMces gynxyuet iqepa o (n).

Jlerko nepeyucanTh HENOCPEACTBEHHO BCe 0OPATHMBIE BBIYETHI OT-
HOCHTEBHO Hebosbux MoayJei. Hanpumep, mod 15 o6patumst 1, 2,
4,7,8,11,13,14. fcno, uto 1 = 17 !(mod15), HO Takxke SCHO, YTO
14 = 147!(mod15). Heiticteutensro, 14 = (—1)(mod15), a (-1)% =
= 1. Ecrb u gpyrue kBaapaTsl, paBHbie 1: 42 = 1fnodl5),
112 = 1(mod15). Jpyrue oGpaTHUMble BbIYETHI COCTABAT MAPbI:
2.8 =1(mod15),7 - 13 = 1(mod15). O6paTum BHUMaHHE HA TO, 4TO
B Kouble Z)5 ypaBHeHue T2 = 1(mod15) uMeeT B TOYHOCTH 9YETHI-
pe pemeHusi. B onHo#l M3 cieayomux JieKIUA Mbl K 3TOMY (uucay
pelenuit ypasHenusi z2 = 1(modn))eme BepHeMcs.
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Mbi uauM, 4To ¢(15) = 8 fcHo, uto ©(2) = 1, ¢(3) = 2,
©(4) = 2,9(5) = 4,p(6) = 2,0(7) = 6,.... O6paTuM BHHMaHuUe
Ha TOT (PaKT, YTO AJs J060ro NpocToro yucia p umeeM ¢(p) = p—1.
HeiicTBuTENIBHO, YUCIIO D HE UMEET APYTHUX AenuTesieit, kpome 1 u ca-
moro cebs. Ecin 0 < k£ < p, To k He MOXeT JeUThCA HA p, 3HAYMT,
nog(k,p) = 1. Kak 6b1/10 0Ka3aHO B NPEAJTIOXKEHHH 2, 9TO O3HAYAET
o6patumoctb k. Obparumer Bce HeHyneBble BbrdeThl modp. Kommy-
TaTHBHOe ACCOLMATHBHOE KOJIBLO C 1, B KOTOPOM 06paTHMbI BCe HEHY-
JIeBble 3J/eMeHThI, Ha3biBaeTcst nosem. [Tossim (B OCHOBHOM KOHEUHBIM)
6yaeT nocBsilieHa JieKLus 8.

B nanpHeitmeM (a5 noctpoenust cucrembl RSA B neknuu 10) Ham
norpebyercst TO4UHOE 3HaveHue pyHkuuu Jilnepa p(n) 4as ciydas,
KOrJa m = pq €CTb MPOU3BE/IEHHEe ABYX PA3JIMYHBIX MPOCTBIX YHUCEJ:

p(n) = (p-1)(g—1). (2.4)
Briuuciienue NPOU3BOIUM CJIEAYIONIMM 0Opa3oM:
1) BLIIMCBHIBAEM BCE 4ucaa ot 1 go n — 1;
2) oTMedaeM BCE YACJA, JeNAIMecs Ha p :

p, 217, ceey (q - l)p;

X B TOYHOCTH q — 1;
3) oTmedaeM BCE YMCIIa, AESIIAeCs Ha g :

¢2q,...,(p— 1)g,

X B TOYHOCTH D — 1;
4) 3aMedaeM, 4TO Cpelu OTMEYEHHBIX B 2), 3) uucen HET oau-

HAaKOBBIX M BC€ HE€ B3aMMHO IIPOCThIE C M YHCJA (MeHbHIHe, 4yeM n)

oTMeueHbl yKa3aHHBIM crocobom;
5) moACYMTAEM, CKOJIBKO OCTAJIOCh YHCeJI, B3aMMHO MPOCTHIX C 7

Pg-1)-(g-1)-(p-1)=(p-1)(g-1),
YTO yCTAHABJIMBAET PABEHCTBO (2.4).
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3. Kuraiickas Teopema 06 ocraTkax!

Teopema 4. IIpednoaostcum, wmo yeavie “UCAG My, MN2, ..., Mg > 2
NONApHO 63GUMHO NPOCMBL, MO €CMb 0af AM0OUT T # § nod(ni,nj) =
= 1. Tozda cucmema cpasneruli
z = bi(modn,),
z = be(modny), (3.1)
. ’
z = bi(modnyg)

6cez0a umeem peweHue, MO eCMb CYULECNBYEM UEAOE HUCAO I,
ydosaemeoparouee cucmeme (3.1). Boaee mozo, pewenuem A6AR-
emca moboe yeaoe wucro y, cpashumoe ¢ r: y = z(modN), 2de
N =niny...ng, u dpyeuz pewenuti cucmema (3.1) ne umeem.

Hoxazameavcmeo. [lonaraem gisa kaxgoro i = 1,2,...,k

N,‘ =ning...My_1Mi41 ... Mg =N/n,-. (32)
B cuiy nonapHoit B3aMMHOM MPOCTOTHI MOAYJIEH 1y, Mo, ... ,M g YUCIO
N; oka3sbiBaeTcsi B3auMHO npocThiM ¢ n;(i = 1,..., k). Kak ycranos-

JIEHO B NMpeIJIOKEHUHU 2, B 3TOM ciay4dae N; obpatumo modn;, TO ecThb
cyuecTByer Takoe uuciao M; € Z, ansi koroporo N; M; = 1(modn;).
Mpb1 yTBEpXKAaEM, YTO YUCIIO

T=biMIN1 + boMyNy + ... + b M. Ny (33)
siBJIsieTCs pewienueM cucremst (3.1). JleficTBUTEILHO, IPOU3BEEM Bbi-

yucaenuss modn;. B aroM cinyuyae Bce yucna by MyN;ansa |l # i ynosne-

TBOPAIOT cpaBHeHusMm byM;N; = 0(modn;), noromy uto Toraa Ny:n;.
B To xe Bpemss mno HameMy BbIOOPY BBIIOJIHAETCS CpPABHEHHE
M;N; = 1(modn;), a Bmecre ¢ Hum u cpaBHenne b;M;N; = b;(mod

!Cunraercs, yro Kuraiickas Teopema 06 ocTaTkax Gmisa BepBhie chopMyIn-
poBaHa ¥ AOKa3aHa KuTaiickuM matemaTtukoM Cynb-I[3e B 100 r. ao H. 3.
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n;). 3Ha4ut, T = b;(modn;) ana mwoboro i =1,2,...,k, uto u Tpebo-
BaJIOCh.

Eciu y = z(modN), To y = = + ¢N pgna nHekoroporo q € Z.
[Mockomeky N = O(modn;), nosydaem cpasHenue y = x = bj(mod
n;), 94TO BEPHO [J1s1 Jitoboro ¢ = 1,2,. .., k. 3HauuT, y TakXKe ABJIAETCA
pewienueM (3.1).

[Iycts Teneps z,y — ABa pewenust cucremsl (3.1). Tak kak = =

=y = b;(modn;), 4TO PAaBHOCKJILHO AETUMOCTH T — Y:n; AJIs J060ro

i, MBI TIOTy4aeM JeJuMocTb T — y:N, NocKoabKy N — Mpou3BeJeHue
MONapHO B3aMMHO MPOCTHIX 4YUCENT 7Mj,...,NMk, @ 3TO O3HAYAET, YTO
z = y(mod N ), 4T0 3aBeplIaeT AOKA3ATEIBLCTBO TEOPEMBL.

U3 nokasaTesbCTBa TEOPEMBI JIETKO BHIBECTH AJIFOPUTM HAXOXKIE-
HUsl Bcex perueHuit cucremsl (3.1).

IIpumep 5. ITycmov dana cucmema

z = 5(modll),
z 4(mod13),
T 3(mod24).

B obosnavenuszr u3 doxasameavcmaa meopemv. 4 umeem by = 5,
b2 = 4,b3 = 3,n1 = 11,712 = 13,n3 = 24.

anee swnucasem: N = ninang = 3432, N = nong = 312,
Ny = ning = 264, N3 = ning = 143. Yucaa My, M, M3 emwnuc-
AUM, UCTOAB3YA 0606wennwti arzopumm Jexauda.

312 =11-28 +4,
| 11=4.2+3,
4=3-1+1

Hanee:
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T1=4—3-1=4—(11—4-2)-1=4-3—11-1=
=(312—11-28)-3—11-1=312-3—11-85,
caedosameavho, 312 - 3 = 1(mod11), 3127 ! = 3(mod11), M; = 3;

| 264=13-20+4,
13=4-3+1,

noamomy
11=13-4-3=13—(264—13-20)-3=—264-3+ 1361,

caedosameavro, 264 - 10 = 1(mod13), 26471 = 10(mod13), M, =
= 10;
| 143 = 24 - 5 + 23,
24 =23-1+41,

omxyda
11=24-23-1=24-(143-24-5)-1=24-6-143-1,

caedosamenvno, 143 - 23 = 1(mod24), 1437! = 23(mod24), M3 =
= 23.
Pewenuem paccmampusaemoti Cucmems, CpaeHeHUl A8AREMCR,

Hanpumep,

T=2"5-312-3+4-264-10+3- 143 - 23 = 4680 + 10560 + 9867 = 25107.
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3azauyu U ynpa>kHeHUs

3agaya 2.1. Ucnonb3ys 06001IEHHBIH aJIrOPUTM D BKJIKA, HANTH
197!(mod26), 1317 (mod834).

3agaua 2.2. Ucnons3ys nulb KAJIbKYJSTOP, HAUTH YHUCIO ,
YIOBJIETBOPSIIOLIEE Y PABHEHUIO

3% = 5(modp),

rnep—1=2-3-101-103- 1072
YnpoweHubi#t BapuadT: p— 1 = 2 -3 - 101, uau eme npomwe: p — 1 =
=2-3-11.

3agaya 2.3. ITo Kuraiickoit Teopeme 06 ocTaTKax BBIYUCIUTL I
(naiiTi oOliee peuieHue) IJisA CaeAYOWENR CUCTEMbI CPABHEHUIA:

z = 5(mod7),
z = 3(modll),
z = 10(mod13).

3agauya 2.4. Ucnons3ys Kuralickyro TeopeMy 06 ocTaTKax, Bbi-
yucsuth T (HailTu obuiee pelieHue) AJisl CIEAYIOLEH CHCTEMbI CPaB-
HEHMUIi:

Il
W W

8 8 8 8

CywecTByer i pellleHue, eciM BMeCTO 19 B3ATh B Ka4ecTse Io-
ciaeaHero moayss 187

3agaua 2.5. CKOJIBKO CYLIECTBYET OOPATUMBIX MATDPHI| MOPSAKa
2 x 2 Hag KonbuoM Zg? Hag konbuoMm Zg?
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Jexyua 3

SaemeHThl INppPOBaAHUS

LImupauy docmas u3 KxHudiCH020 wxagda

momux Monmena, nepeeea yudpwm 6 caoea u

COOMHEC MU CA0BA € KOOOM, CKPHMBIM Cpedu MYydpWT ucmun
6EAUK020 U CTIOKOTHO020 PPAHUYICKO20 MBCAUMNEAR.

FO. Cemenos. CeMHaquaTh MrHOBEHHIi BeCHbI

1. OcHOBHbBIE NOHATUA

Kpunmozpagus ecTb U3ydeHre METOI0B IIEPEIAYU TEKCTOB B CKPbI-
TOM BHIE TaKMM 00Opa30M, YTO MOHSATH COLEPXKAHME TEKCTA MOXKET
TOJIBKO TOT [OJIy4aTeJib, KOTOPOMY 3TOT TEKCT IPeJHa3HaYEH.

IIpexx[ie Bcero Mul JOMXKHBI YKa3aTh, KaK 3aIMCHIBAIOTCA TEKCTHI,
TO €CTb BbIOpPATh COOTBETCTBYIOILYIO Mar¢opMmy. dTomy Obuia mo-
CBsLIEHA JIeKUUA 1, rae ObLIM BBEIEHbl MOHATUSA asidaBUTa, OYKBBI,
eQMHUIBI TEKCTa, 6J0Ka. Bruto oTMedeHo, 4To nydiie Bcero paborarthb
¢ oun¢ppoOBaHHBIMM TEKCTAMH, KOTAA €IUHULBI TEKCTA 3aMEHSIOTCA Ha
3JIEMEHTHI HEKOTOPOI 4ucyioBoit cucteMbl. Hanpumep, BMecTo 06bIu-
Horo aHmuiickoro andasura u3 26 6yKB MOXKHO PACCMOTPETDH BbIYEThI
mod 26. BMecTo «cake» Mbl 3anuiuem B 3TOM ciydae 2,0, 10,4. B pyc-
CKOM BapHaHTe BMECTO «II03T» 3amuueM 16,15,30,19 u T. m.

Kpome BO3MOXKHOCTH 3aIUCHIBATH TEKCTbI, HAM HEOOXOAMMO BBI-
6paTh crnocob nepepaboOTKH TEKCTa B 3alN(POBAHHBIA TEKCT. DTOT
crnocob MOXET ObITh NPEJCTABIEH KaK (PyHKUUA wWu@dpPosanus, UJIn
aazopumm wudposanus. PaccmoTpum ero 6osiee noapobxo.

2. Asropnt™ (pyHkuus) mndpoBaHus

IIycTb m — MCXOAHBIA TeKCT. BO3MOXKHO TaK»Ke, 4TO M — €IUHHUIIA
TekcTa wiu ero 6/10Kk. Pyukuus mmdposanus E nepepabaTeiBaeT m
B wugpoBaHHbIil TeKCT (eauHMIy TEKCTa, 6J10K) ¢ = E(m).
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OcHoBHOE npaBWJIO KpUNTOrpadUu IJIACHT: UCXOJHBIA TEKCT JOJI-
’KEeH OJIHO3HAYHO BOCCTAHABJIUBATLCA MO IINGPPOBAHHOMY TEKCTY.

3uaunr, ¢pyukuus F gomxkHa 6b1Th o6parumoit. [Ipu sTom obpa-
THUTh €€ MOXKET TOJIbKO TOT, KOMY 3TO [103BOJIEHO, — JIETUTUMHBII [10JIb-
30BaTeIb. 3HAYUT, JOJKEH ObITh KAKON-TO CEKpPEeT, 3HaHHE KOTOPOro
no3BoJisier obpamark F u y3HaTh KOTOPHIA Heserko. O6b19HO ¢ yHK-
uus E Bbibupaercs u3 mMHOXKecTBa (yHkuumit mudpoBanus, onpene-
JsieMoro BbibpaHHO# cuctemoit mmndpoBanus. YTobbl MOJYyYUTH KOH-
KpeTHbiil wudp, Hy>KHO BHIOPATh katow wudposanus e (OT CioBa
encryption — mwudposanue). [Ipu 3TOM JOMKEH CyECTBOBATH K.A10%
dewugposarnus d (ot ciosa decryption — nemudposanue).

Ecnu KTo-TO nbITaeTCs BOCCTAHOBUTD UCXOHBIA TEKCT, HE UMEs Ha
3TO0 npaB (OH He 3HaeT KJIH4Ya d), TO ero IMONbITKY HA3bIBAIOTCS G340-
MOM, WIIH PACKAABEAHUEM TEKCTA. B3JIOMIIUK MOXET NBbITATHLCS B3/IO-
MaThb BCIO CHUCTEMY, Y3HAThb BCE CEKPETHbIE JAHHBIE — 3TO 6340M CU-
cmemvt. Kpunmocmotixocmvio cucteMb! indpoBaHUsl Ha3bIBAETCS ee
3aLMUIEHHOCTh OT BO3MOXXHOro B3jioMa. KpHUOTOCTOMKOCTHL 3aBHCHUT
KaK OT IPaBUJILHOCTH BblbOpa cnocoba mudpoBaHus, TaK U OT Ipa-
BUJIBHOCTH BLIOOPa HEOOXOAUMBIX apAMETPOB, B YACTHOCTH KJIIOUYEil.

Oyukuus E, ucnonb3yemast aJis mudpoBaHus, J0JXKHA ObLIT 00-
nocmoponneti. [Tocnenuee o3navaer, yto Beiyucienue c=FE(m) monx-
HO ObITb JOCTATOYHO NPOCTON omepauueil, a HaAXOXKIAEHHUE M IO C —
TPYAHbIM JenoM. OJHako HEoOXOOUMOCTh Jemn(POBKH [JIsl I10JIb-
30BaTesisl, KOTOpoMy wwKGPOBKa NpeJHa3Ha4YeHa, NPUBOAUT K GoJiee
CJIOXKHOMY IOHSITHIO 00HOCmoponneti ynxyuu ¢ cexpemom. ITO 03-
Ha4aer, 4YTo B obuieM ciyyae obpatuth pyHkuuoo E (HayduThCs Bbl-
qucasTh m no ¢ = E(m)) Tpyano, HoO Npu 3HAHMK COOTBETCTBYIOIIEro
cexpema (ky04a gemudposanus d ) JIETKO.

Yro B Kpunrorpaduu 03HAYAET «JIEFTKO» U YTO «TPYOHO»? «Jler-
KO» O3HA4aeT, YTO COOTBETCTBYIOULYIO ONEPAIUI0 KOMIILIOTEDP BHINOJI-
HSIET 33 Pa3yMHOE BpeMs, & «TPYAHO» — YTO OH HE MOXET €€ BBIIOJI-
HUTb 32 «peaJjibHoe» Bpems. Pa3yMHOCTb M PEaJIbHOCTh, B CBOIO OdYe-
pelb, 3aBUCAT OT BaXXHOCTH 3aJla4H, MOIIHOCTH HMCIIOJIb3YEMBIX IPO-
1IeCCOPOB U T. II. 9 TH [OHATHS CO BPEMEHEM MEHSIFOTCS.
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IlepeitneM k nmpuMepam, B KOTOPBIX HCIOJb3YIOTCS OLU(DPOBKH
PYCCKOro M aHriuiickoro ayngaBuUTOB U3 JieKuuu 1.

3. IlIndp 3amMeHbI

ITo cyTu mena, B Halle BpeMst 3TO He WIK(DP B OJIHOM CMBICJIE CJIO-
Ba, 2 UIMEHHO 3JIeMeHT K¢ POBaHUs, BKJIIOYAEMbI B CUCTEMBI ING-
POBaHU4.

[Iycte A - Hekoropwlii andaBuT, cocTosuMit U3 71 OYyKB,
E, : A — A - B3auMHO-0gHO3Ha4YHas (YyHKIUHUS 3aMEHbI, OIpele-
JisieMasi MoJACTaHOBKOM

“=(U?O) a'(nn_—ll) )

3aecb 0(0),0(1),...,0(n—1) - nepecranoska yucen 0,1,...,n—1.
To ectb pyHkuusa E, 3aMeHsieT B TekcTe OYKBY C HOMEPOM i Ha OYKBY
¢ HoMepoM o (3).

Hanpumep, nogcranoBka Buza o(i) = i + 13(mod26) 3anaer s
TEKCTOB, 3allUCAHHBIX C MIOMOUIbIO CTAHJAPTHON HyMepaluuu aHrIui-
ckoro ajgaBuTa, WKU@P cABUra. ITOT WKUPP NEPEBOJUT CJIOBO algo-
rithm «— 0,11,6,14,17,8,19,7,12 B cnoso 13,24,19,1,4,21,6, 20,
25 «— nytbevguz.

B obmem ciyyae mudp capura 3agaercs dyHkuuei g poBaHuUs.

¢ =i+ e(modn),

rae e — HeKoTopasi KoHcraHTa (k04 mudposanus). Jdemudposka
onpeaenserca ¢ yHkuue

i = ¢+ d(modn),
rned=n—e.
B o6wem ciydae mudp 3aMens! (4aCTO roBOpsT «1H¢p NpocToi

3a1v1ebe»), COOTBETCTBYIOULIH [TOACTAHOBKE 0, 3ajaeTcst GyHKIHe

c=o0(i),
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newngpoBka ocyuiectBasiercst QyHKIHel
i=0"1(c),

rae o~ ! — obpaTHas K 0 IOACTAHOBKA.

ITudp npocToit 3amMeHb! BeCbMa NPOCT U JIETKO NOAAAETCS B3JIOMY
METOJIOM CTATHCTHYECKOrO aHaJIN3a, O KOTOPOM I'OBOPHUTCS B JIEKLIMH
4.

Jpyryio BO3MOXKHOCTbH HCIOJIb30BAaTh B KAYeCTBE KJIOYA LIUG PO-
BaHUS [IOACTAHOBKY IPEIOCTABIsIeT UMD NePEeCTAHOBKH, U3MEHSIO-
U He 3HAKH, & MECTa, Ha KOTODBbIX OHU DACIIOJIOKEHBI.

4. IlIndp nepecraHOBKHN

9710 6;109HbIN WKdp. Ucxoaubiii TekeT pasbuBaeTcs: Ha 6JIOKH OU-
HaKOBOM AyiuHbl . Beibupaercs ciaydaiiHasi NOACTAHOBKA

7= < 7(11) 7(22) N Téz) )

Ona geficTByeT Ha KaXXIblit 6JIOK JJIMHBI |, IepecTaBJisis ero CUM-

1 2 3 4
BoJIbl (He u3mensist ux ). Hanpumep, noncranoska 7 = 9 4 1 3

npejcTaBJisieT TeKCT abed Kak cadb.
KpunrocroitkocTs mudpa nepecTaHOBKH HEBEHKA.

5. [IIndpp Bepnama u raMmmupoBaHue

[IIudp Beprnama (Vernam) pabotaer ¢ UCXOAHBIM TEKCTOM, NPEAC-
TaBJIEHHBIM B BuJe OMHAPHON! [0C/IeJ0BATEILHOCTH T = MMy . . . MYy.
B kayecTse kJto4a mudpOBaHUS UCIOJIL3YETCs] GHHApDHAS MOCJIEHO-
BaTeJLHOCTL k = kjkg ...k, To# xe camoit (wim GoJiblue#) AJIMHBL
[IIudpoBaHHbI# TEKCT NMPEACTABISETCS B BuAe GuHAapHON HOCJIE0Ba-
TEJILHOCTH C = C]C3 ... C] TOR e caMoll JJIMHBI, rae mpoiecc mudpo-
BaHHSA ONpefessieTcs: onepanuelt nobuTHOro cioXkeHuss mod 2:

c=m;®k,i=12,...,L (51)
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Sta onepanust HaswiBaercss XOR.

Bonee o0buwuM sBisercs mudpoBaHHEe METOIOM TIaMMHPOBAHUS
modn. O6b14HO 7 — MOIIHOCTH ayipaBUTa, O6YKBbBI KOTOPOro 3aHyMe-
poBaubl Beiyeramu 0,...,n — 1. Ucxoaublit Teker m = mymy...my
npexacrasied Beiueramu m;(modn), i = 1,...,1. Kmou takxe npea-
cTaBJstleT CODON MOC/IENO0BATENBHOCT BbIYETOB modn TOi ke (uin
6onblueit ) guunsl: k = kyko ... k;. llludpposanue, pe3yabTaToM KOTO-
pOro siBJIsieTcsl MOCJIeJOBATENbHOCTh € = C1C2...C; BbIYeTOB modn,
OCYUIECTBJISIETCS [0 TPABHILY

ci =m; + ki(modn),i =1,...,L (5.2)

@opmyna (5.1) ecth yacTHbif caydait dopmyns (5.2) g n = 2.
HAcuo, yTo mewndpoBanne mKUpPOBAHHOrO TEKCTA € OCYIIECTBIIS-
ercs o popmyJie

m; = ¢; — ki(modn),i =1,2,...,1, (5.3)
npuyeMm B ciiydae n = 2 nosyuaercs ¢opmyna

m; =¢ ®ki,i=12,..,L (5.4)

Ecnun kniou k npencraBnsier cobolt ciydaliHyro MocjeqoBaTelb-
HOCTb M MCIIOJIb3yeTCsl OOMH pPa3, TO IOBOPAT O WKM(POBAHMH Me-
modom odnopa306020 b6aoxnoma. Takoe mucgpoBanue saBnsercsa abco-
JIIOTHO HaJeXHbIM. TakuM 006pa3oM, U3 TEKCTA M MOXKHO IIOJIyY UTh
noAxoAsiuM BbiGopoM KJiroua s11060#(!) TekeT Toit ke caMoit JIMHBI.
JIro6ast yacTuyHast JemndpoBKa TEKCTa (ONPEIeIeHNe YaCTH KIIK0Ya)
HUCKOJIbKO He IIOMOraeT npu pacuugpoBKe 0CTAILHOrO TEKCTa (ompe-
JleJIeHMI0 ocTaTKa Kimoya). OCHOBHOM HEJOCTATOK JAaHHOrO METOoJa
K poBaHUsI — €ro rPOMO3AKOCTb, HEOOXOAUMOCTD IPEBAPUTEJBLHO-
ro CEeKpPETHOro pa3fieIeHUsl KJII04Ya, HAJEXKHOro ero XpaHeHus, HEBO3-
MOX>KHOCTb MCIIOJIb30BaHUsA B MacCCOBBIX CHCTEMAX, OJHOPA30BOCTb.

TI'ammuposanuem Ha3bIBaeTC METOZ IMPOBAHUSI, KOTOPBIil BHELI-
He coBnajaer ¢ ¢popmynoit (5.2), HO IpU 3TOM KJIOY k FEeHEPUDYETCsl.
Koy k HaswiBaerca 2ammoti. [JocKoIbKY reHepupoBaHHE SIBJISIETCS
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HCKYCCTBEHHBIM IPOLIECCOM M OCYUIECTBJISIETCS HEKOTOPBHIM aJICOPHUT-
MOM, K HEMY I peabsBJsAeTC psig TpeOOBaHU: BBITYCKHAS [10CJIE 0B~
TEJIbHOCTDb, UrPAOIIas POJib KJO4Ya k, JOJKHA OBITH ICEBIOCTY4aii-
HOM, 06132 Th XOPOLIUMHU CTATUCTHYECKMMH CBOUCTBAMH, B CIydae ee
[EPUOAUYHOCTH — UMETh 00Ol nepuos u T.I. O HEKOTOPBIX METO-
Jax reHEpUPOBAHUs IICEBJOCTYYaMHbIX I10CJIEI0BATELHOCTENR pas3ro-
BOp moigeT B Jekuusx 13 u 14.

6. YeTbIpe BO3MOXKHBIX Pe>XMMa UCIOJIb30BaHUA BJ104-
HbIX NP POB

Muorue coBpeMeHHble cHUCTEMbI WHGPOBAHUS [1PEJOCTABISIOT
6s10unble mndpel. IIpn aTroM Bo3HHMKaeT Bompoc 06 HMX MpPaBHJILHOM
ucrnosb3oBanuu. JlaBHO 3amedeHo, 4TO 6JIOKH HEOOXOAUMO KaKHUM-TO
06pa3oM «CHEMIATL». IJTa HIAEs MOXKET ObITh peasiM30BaHa CaMbIMU
pa3HbiMu criocobamu. HekoTopble U3 HuX O6yAyT [peACTaBJIEHbI HUXKE.

[Tpou3BosibHbIA 6104HbI UG P MOXKET OLITH UCIIONL30BAaH B Pa3-
auuHbix pexkumax. B CIIIA 61 BBeneH ¢eaepaibHBIN CTaHIAAPT,
[PeIMCHIBAIOIUIA UCIIO/Ib30BaHKeE cTaHAapTa wHdposanus DES (cm.
npusoxenne 1) B ogHoM u3 cieayrowux pexxumos: ECB, CBC, OFB,
CFB. IlogobHble pexXuMbl IPUMEHMUMBI TAKXKe AJIsi APYTUX OJIOYHBIX
mud poB. PaccMorpum ux moapobuee.

Pesrcum ECB (Electronic Code Book)

Ipocreitmuit cpean Bcex pexxumoB. Mcxoaublit TeKCT m jaenurcs
Ha 6J0KM My, m2, ...,mq. [Ipn HeobxomuMocTH mocienHuit u3 6.0-
KOB Ty JOMOJHSAETCSA JO MOJIHOrO 0JIOKa OMHUM U3 00YCJIOBJICHHBIX B
KA KIOM KOHKDETHOM cJiy4ae criocoboB. [lanee k kaxkaomy 6JioKy my
[OCJIEZIOBATEJILHO MpUMEHsieTcsl MMU(pOBaHUe C 33JaHHBIM KJIIOYOM
k: ¢; = Ex(m;). PesynpraTom siBasiercst pa3bursiit Ha 6s10ku wngpo-
TEKCT '

C=C1C2€C3...Cq.

Pexxum ECB umeer psif He jocTaTKOB. Bo-epBhIX, 3J10yMBbIIILIEH-
HUK MOXET YOAIUTh WIH J00aBUTH KaKOH-HUOYAbL OJIOK Cc; WM mepe-
CTaBUTL JIBa TakuxX OJioKa.
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MoryT nosiBUTBCSI ABa OAMHAKOBBIX Gi0Ka cj, ¢j (i < J), cooTBer-
CTBYIOLIMX OJMHAKOBBIM OJIOKAM 7, TMj HCXOAHOTO TEKCTA.
Heobxonumo npeaycMOTpeTh 3alUTY OT MOAOOHBIX aTaK.

Peotcum CBC (Cipher Block Chaining)

IIpu TakoM pexxuMe B UCXOAHBIM TEKCT, pa3bUThIi Ha OJIOKHM M =
= mymy ... Mg, AONOJHAETCA (PUKTUBHBIA OJIOK ™M1, U WUdpoBaHue
OCYUIECTBJISIETCS CJIEAYIOIIMM 06pa3oM:

¢y = Ex(my & my), cog = Ex(ma® 1), ..., Cqg = Ek(mq @Cq_l).

ITpu TakoM Meroze wngpPoOBaHHUs OMWIMOKA, JOMYyLIEHHas B 6JoKe
C HOMEPOM j, paclpOCTpaHsieTCsl He TOJBKO Ha 3TOT OJIOK, HO M Ha
Bce nocJie gytomue. O AnHaKoBbIE 6JI0KH UCXOJHOrO TeKCTa MIng pyloT-
Csl [10-pa3HOMY.

Peotcum OFB (Output Feedback)

OcHoBHast 337ja4a 3TOr0 peUMa — aJANTUPOBATH JAHHBIA 6/104-
HBI IHUDP K €ro NOTOYHOMY HCIIOJb30BaHuUI0. JI 151 3TOro npu pa3me-
pe oaHoro 6sioka n BeiGupaercs nepemendas j (1 < j < n). C nomo-
b0 6;109HOr0 WKdpa co3aaeTcs: MOTOK KJIIOYEH, j 6UT 3a 0JUH pas.
Kak u npexpe, Mbl pa30uBaeM HCXOJHBI TEKCT M = mimya... Mg,
HO Ha 3TOT pa3 6si0ku cocTodaT u3 j 6ur. BHayane nepemeHHON I
NPUCBAMBAETCsl 3HA4YEHME 711, a 3aTeM BeluMcasiercs y; = FEi(z),
Yo = Ek(.’L‘z), ...; JaJiee moJyiaraeTcs ¢; = m; @ e;, rae e; — j KpaHuUX
cneBa OUT AaA Y;, OPUYEM Tiy] = Y;.

Peotcum CFB (Cipher Feedback)

STOT pexxKuM MOXO0X Ha MpeAbIAYLIMH ¥ OCYLIECTBAAETCS MO CJie-
Aymolieil cxeme:

Yo = mi, 2 = Ex(yi—1), ei = j kpaituux cneBa 6ur 6J0Ka z;,
Yi=m; D e;.
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3azauu U ynpa>kHeHusd

3apgaua 3.1. IIycre andaBuT cocTout u3 26 ByKB aHMIHIACKOTO
si3bika. [IIudpoBaHHe OCYLIECTBISETCS MPU MOMOUIM MOJCTAHOBKH

s = (p’ h7u7q’l’f1e”r’mlg)y7z1v7s’n’i’ b705ji c1w’t)(a7 kid)(z).

31ech MoACTAHOBKA OMPEJAEJISIeTCsl LUKJIOM, B KOTOPOM OYKBBI mepe-
XOJSIT B CJIEAYIOUIHME 110 HAMKUCAHHUIO, a NOCIeqHssI OYKBa NMEepexoJuT B
nepsyro (UMKJ 3aMbiKaercs1). BykBa z ocraerca na mecre.

[Tpumep: ucxoxublit Texct — I am fine = iamfine (Mbl HE yYUTHIBA-
eM 1npobeJsibl U pa3HULly MEXAY CTPOYHBIMH M NPONUCHBIMH OyKBaMH,
a TaK)Ke 3HAKU MpPEeNuHaHusd), Iu¢poBaHHbIi TeKCT bkgebir.

1) 3amudpoBaTh TEKCT:

Some people say a man is made out of mud A poor mans made
out of muscle and blood Muscle and blood and skin and bone A mind
thats weak and the back thats strong Sicteen tons.

2) Pacuiudposarb TekcT:
btkiarmpumjqyurkwuwukmprmranpmrrpirdmtur
mrpurwukmprmrap ukgrnajrnefjtkgkmdbirsrmzek
wrbgrrpgkmdnjetrkdrirnngkmdngjetjrofkdrfjiaji.

Bagaya 3.2. Andasur pycckuit (33 O6ykBb1). Mcxonubiit TekcT
pa3but Ha 6s10kH BenuuuHbl N = 8. BykBBI BIYTpPH KaxKI0ro 6J0Ka
MEHSIIOTCSI MECTAMH T1€PECTAHOBKOM

s=(1,827)(4,6,5,3).

1) 3amudpoBaTh TEKCT:

Cxyuno na amom ceeme 2ocnoda [02040.

2) Pacuiudposarsb Tekct:
ampnomyesuudxodybvyunusvneamaxmuwnybzasnsaonunulicexnce.

3agaua 3.3. 3amudpoBaTh TEKCT C MNOMOLIbIO raMMHPOBAaHHS,
MepeBo s Bce ero 6yKBbl B OHHAPHbBIE M10CJIEI0BATEIBHOCTH IJIUHBI 5:
hidden number is a key = 7883 3 4 13 ....
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BribpaTh B KayecTBe KJI04a CBOH HHAMBUAYyaJbHBII HOMEp, 3a-
MUCAHHBIA B ABOMYHOM UCYUCJIeHUH. HAMBUAyabHBIN HOMED PaBeH
cymMe 3HadeHU it 6ykB paMuuu (PyCCKUil sI3bIK, 33 6yKBbI, CTAaHAAPT-
Has HyMepalus).

3anaya 3.4. HazoseM wmug p 3aMeHbl, 0OTBEYAIONIUI TI0ACTAHOBKE
0 €S, 20MOMOPHHBIM, €CTTH OH YIOBJIETBOPSIET TOXJECTBY
Vi,j € Zp o(i + j) = o(i) + o(j)(modn).

CKoJIbKO CyuiecTByeT roMoMopgHbIX mWHdpOB 3aMeHbl npu (HUK-
cupoBaHHoM n? Kak onn ycrpoenni?
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Jexuua 4

SDJIeMEHTHI KPHUIITOAHAJIN3A

1. OcHOBHBIE MMOHATUHA

Kpunmoanaau3 — 370 HayKa O HAAEXKHOCTH CHUCTEM LN POBAHUA.
B kpunroananuse UCCIEAYIOTCS PA3JIHYHble BOSMOXXHOCTH MOTYYEHUS
ckpbITOit HHPopMauuu. M3yuaroTcs BO3MOXHBIE CIOCOOBI HECAHKIIM-
OHHUPOBAHHOT'O BOCCTAHOBJIEHHS] MCXOJHOT'O TEKCTA MO ero MugpOBKE,
HAXOXKJEHUS] TEM MJIM HHBIM CIIOCODOM CEKPETHBIX APAMETPOB KDHII-
TOCHCTEMbI, BLIYHMCJIEHHE CEKPETHOrO KJII04Ya U T. I. B kpunroaHanuse
TaK>Xe PACCMATPUBAIOTCS BOMPOCH! BO3MOXKHOCTH MOAJIOra, NMOAMEHHDI,
noaAesnkd U T. M. lleHHOCTH mpeacTaBJisieT Jtobasi, Jake YaCTUYHASA
WJIM BEPOSITHOCTHAs MHGOpMaLUs.

[TonpiTKM B3/I0MA HJIM MOJYyYeHUs] KAKOH-1MO0O CKpbITON MHGOD-
Mal[M{ Ha3bIBAIOTCH aMaxamy. YCIEUIHble ATAKU BCEra OCHOBAHbI Ha
npeaBaputesbHOM 3HaHUM. OOGBIYHO MPEAMONAraercs, YTO CaMa CH-
crema mwn¢poBaHUs U3BeCTHA. Hen3BeCTHBI TOJBKO €6 CEKpPETHbIE Ma-
paMeTphl U KJIIOYH.

Bbl,[leJIHM HEKOTOpbl€ THUIIbI aTaK, OCHOBEIBAsACh Ha BO3MO>KHOCTH
B3JIOMILMKA A0OBIBATH NPEABAPUTENBHYI0 MH(POPMALHIO:

1. VI3BeCTHBI COOTBETCTBYIOIIME APYT APYTY UCXOAHBIA TEKCT M M
g poBanHslii TekeT ¢: E(m) = c. Heobxoaumo HaiiTi K04 mud-
POBaHUs € UM KoY aemngpoBanus d.

ToBopaT, 4T0 3TO aHANMM3 ¢ noanot undopmayue.

2. N3Becten Tonbko mudgpoBaHHbI TeKCT ¢. Tpebyercss mpouu-
TATb M, HAWTH K04 WH(POBaHUS e UIu Koy aemudpoBanus d.

Takast aTaka Ha3bIBAETCS NACCUBHOTU.

3. BasnoMiuk HMeeT BO3MOXKHOCTDL MOCHUIAThH MWHGPOBAHHBIE TEK-
CTHI U MOJIy4YaTb HA HUX OTBeTHl. [I0 3TUM JaHHBIM OH MBITAETCST BOC-
CTAHOBHUTh CEKPETHbIE MapaMeTph! mudpa.
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910 — axmusHai amaxa.

Creayromuii METOJ, ABJISIETCA KOHEYHO YHUBEPCAJILHBIM, HO IPH-
MEHSIETCS] TOCTATOYHO PEAKO. ITO OOBSICHAETCS TEM, YTO XOPOIIHE
WK PBI HE MO3BOJIAIOT MPOU3BOJUTh €r0 3a PealibHOe BPEMs.

2. IToauslit nepebGop

PaccMoTpuM HEKOTOpBIE BO3MOXHOCTH B3JOMUIMKa. JlonycTuM, o
3HAET UCXOAHBIA TeKCT m u mudpoBaHHbiit TekeT ¢ = E.(m). [Ipen-
[IOJIOXKHMM, YTO CYUIECTBYET €JUHCTBEHHBIN KJIOY K POBAHUS €, AJIS
KOTOPOrO BBINOJIHEHO paBeHCTBO ¢ = E.(m). Banommuk moxer uc-
[0JIb30BaTh AJTOPUTM IOJIHOro nepebopa KJodeil e. YIOpsiA0YUB Bee
KJIIOYM KakuM-Jubo crocoboMm: ej,es,...,e;, OH nepebupaer B Kaue-
CTBE € IO0CJIEN0BATEILHO €],€3,...,€ A0 TEX [OP MOKA HEe MOMYy4UT
paBeHCTBO ¢ = Eg (m). 9To o3Havaer, 4TO HaiifeH K04 mwudpoBa-
HUS € = ep.

ITycTh B3/1OMIIMKY M3BECTEH TOJIbKO wH¢poBaHHbIA TeKCcT c¢. OH
MOKeT MbITATbCS HAWTH KJII0Y gemndpoBanus d, nepedbupasi Bce BO3-
MOXKHOCTH di,...,d,, 1O TEX MOp MOKa He MOJIyYUTCS TAKON TEKCT
m = Eg4,(c), KOTOpBI#, BO-NIEPBBIX, MMEET CMBIC], & BO-BTOPBIX, O
3TOMY CMBICJIY CTAHOBUTCS SICHO, YTO 3TO KaK pa3 UCKOMBIH TEKCT.
MBI y>xe BHAENH, YTO B CJIy4yae NPUMEHEHHUs] aJITOPUTMA OAHOPA30BO-
ro GJIOKHOTa TakKasi aTaka HE UMEET LIAHCOB Ha, yCIIeX.

HenocraTok nogobHbIX aJiIrOPUTMOB MOJIHOrO repebopa COCTOUT B
TOM, YTO NPU NPABUJIBLHOM WIKU(POBaHMM TaKoi nepebop 3aHUMAET
CJIMIIKOM MHOrO BpeMeHH (ceifyac Mbl, KOHEYHO, TOBOPMM O KOMIIbIO-
TEPHOM BPEMEHH) WJIM XK€ CTOUT CJIMIIKOM JA0poro. B coBpemenHoil
Kpuntorpaduu peub UIET O NPeAeIbHbIX BOBMOXKHOCTAX. BpIBaloT Ha-
CTOJIbKO Ba’KHblE 33Ja4Hd, YTO Jake MapasejibHasi pabora JecsTKOB
TBICAY MOLIHBLIX IPOLIECCOPOB B T€YEHHE HECKOJBKHX MECSLEB MOXKET
CYUTATBCA PeajIbHOM.

3. HYacrorublilt aHaIN3

OauuM u3 3¢hpeKTUBHBIX METOAOB KPUIITOAHAIM3A SIBISIETCS CMa-
mucmuseckuti memoo uccyieoBanusi. Bo3M0O)XKHOCTb NPUMEHEHUsT Ta-
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KOr0 METOJa CHMUTAETCS CJIABOCTHIO HCIOJb3yeMOR KPHIITOCHCTEMBI.
Hanpumep, onucanublil B m. 3 nekuud 3 MeTox 3aMeHbl COXPaHAET
YaCTOThl OYKB HMCIHOJIb3YyeMOro ayiaBUTa. ITH YACTOTHI JJIs Pa3HbIX
O6ykB angaBuTa MOTYT CYLIECTBEHHO OT/IMYaThcA. [IpuBeseM craH-
JapTHbIE YACTOTHI, C KOTOPbIMH OYKBBI DYCCKOTO M aHIVIMICKOrO aJl-
¢aBUTOB MCNOIBL3YIOTCSA B AOCTATOYHO JJIUHHBIX JIMTEPATYPHBIX TEKC-
Tax. B KayecTBe 3TasiOHA JJIs AHTJIMHACKOTO s3bIKa OOBIYHO Gepercs
KJIaccuuecKoe mnpou3BeneHne MesBuina «Mobu Huk». Pasuble wuc-
CJIeIOBaTEMM YACTOT U3yYasd pa3/IM4YHble UCTOYHHUKH, IO3TOMY CO-
OTBETCTBYIOLIYE JAHHble MOT'YT OTJIMYAThCS, HO B ODLIEM CIydae STH
OTJIMYMSA HEe3HAYNTENbHBL. Jlajiee OTHOCUTENbHbIE YACTOTHl YKa3aHbl B
[POLIEHTAX:

PYCCKHN2
a(7,96) 6(1,67) B(4,71) r(1,87) x(3,07) e(8,90) &(0,11) x(1,18)
3(1,74) u(6,38) i(0,98) k(3,25) n(4,64) m(3,13) u(6,70) o(11,26)
n(2,71) p(3,90) c(5,32) T(6,31) y(2,63) $(0,18) x(0,73) 1(0,29)
4(1,91) w(0,82) my(0,29) -(0,03) »1(1,73) b(2,25) 3(0,36) (0, 60)
(2, 39).
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k(O 8) 1(4, ) (2, 4) n(6,7) o(7, 5) p(1,9) q(0,1) r(6,0) s(6,3) t
u(2,8) v(1,0) w(2,4) x(0,1) y(2,0) z(0,1).

Ecmu B anrnuiickom mugpoBaHHOM TEKCTe wyallle BCErO BCTpeya-
eTcs1 6YKBa j, XOTsl M3BECTHO, YTO H(POBAHUE IPOU3BEIEHO C COXPa-
HEHHEM YacTOT (HampuMmep, C MOMOLILIO 3aMeHbl), TO, CKOpee BCero,
IOJ J CKDHIBAETCA €, @, i, t, BOSMOXXHO, OYKBa C ele MeHbIIel OTHO-
CHUTEJIbHOM YacTOTOH, HO HMKAK He 2, ¢ ¥ T. 1. [Ipu aHanu3e crexyer

23TH YaCTOTHI BHIYHCIIEHBI CTYAEHTAMH MaTeMaTH4eckoro dakymbrera OMI'Y
Anronom Po3sesesbim u Hatanseit Madaposoit. Ananusuposancsa poman ©.M. Ho-
croesckoro «Manor» CymMbl 4aCTOT, IPUBEJEHHbIE B PsiJie OTE€YECTBEHHBIX KHUT
Mo Kpunrorpaguu, nouyemy-to He pasubl 100.
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obpaluaTe BHUMaHUE NpEXJe BCEro Ha HauboJiee U ga AMEHEe YacThle
OyKBBI ¥ NBITATHCS MOACTABJISATH OYKBLI C MMOX0XKHMy CTAHAAPTHBIMU
YaCTOTAMH.

Ecnn B TekcTax ucnosb3yercst 3HaK npobena, to @0H MOXET OKa-
3aTbcs Haubosiee YaCTHIM, NPHYEM PA3HULA C HYacpor-Od NOSIBIEHUS
CJIEYIOUIEr0 3HAKA MOXKET OKa3aThCsl 3HauuTesbHoj. 1lo 3Toit mpu-
YHHE TEeKCThl 4acTO NUIIyT 6e3 npobenos. MoxHO ycr/1b30BaTh pa3-
Hble 3HaKM JU1s1 0603HaueHus1 npobena, ecTh u ApYThe rgpHeMbl. OaHa-
KO B XOPOLIMX COBPeMEHHBbIX MmHdpax Bce ycTpO€ho rOPa3fo Jydlle
U npobJieMbl TAKOrO POJA y>K€ He BO3HUKAIOT.

CraTucTHYecKuii aHAJIM3 COBpPeMeHHbIX mudpop ropa3no 6osee
ToHKHUH. Kak npaBu/io, OH He MO3BOJIAET cpa3y MoMyyaTh MOJHYH HH-
¢opManuo 0 cucTeMe.

IIpumep 6. Jonycmum, umo y Hac umeemcs WugppoeKra, nosyveH-
nan wudpom npocmol 3amenvt 68 ardasume pYccrozP A3bvika u3 32
6yxs (e ne omaunaemca om €):

ATwbroPoiezkenaiewITsTyYbob Y yHEAK2URK
PEHKAYK OO WOIAI WY AKIO26A6HK, HONKDI0DO A
SWYKbLAIUS
veKkuPKDPRKODUWWOYKAKZKZMHKEAU gk PRrWOHY UL
Yyroexwobyuvwysxcuyuoyrxaskemhxpoosrordrwbd
zozazprooybuduumrccrbuymndygpeymnupa
kKoxkmbazwbyunboabsowbyunovwyoswauro @b
ePpuydbranwonwrmbezwoumnby,pnduwyduy
vrwowIAPIproue

Texcm codeporcum 251 3nax. Bunuwem me 6yxgp, Komopvie no-
6MOPAIMNCA HOUE BCE20:
k-31,6-23, w-17, ¢ -13, 2 -13, v - 12, w - 11, 0 - 7
U CpasHuUM UL ¢ Hauboaee wacmuimu Oyxeamu PYCcxol0 A3VKA: O, €,
a, u, H, m, C.

Paccmompes neckoavko eapuanmos (noagzad, wanpPuMep, & < o,
6o e wea douy ..., a3amem npoussods nepecMaHosKEy 6pode
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Ko a, 6 0, u & e ...), 0bHapysiCUaEM, YO NPU COOMEEMCNEUL
berc, 6o 0, W e v u P HeE caedyrouem mexcme:

---0-HU---G-U-M------ 0-0
e--a-a--mana-am-ac
c-0-m-ema-0-0mo-a

cHo-ac-om-e-acm---c-a-
Hanacee--a-a-a---am-
-aHa-0------- a-o0--
--a-ee--a-a-a---a
€--aHa-0---M----- o-

He--a-coe-uMrHeEH-E€

-ocmo---0--uC-- -
-€---HO-HEe-HOCMU
--u-a4-0---€--0C-Uu

-eH-€C-€-MH-----

NOABAAEMCA KYCOK € 0 € (Mm)un e 1 (e) e, wmo no3zeoasem 6occmano-
sumb coomeemcmeue m «— 0, € < b. Taxorce mv HATOOUM KYCOK H €
(u) 1 0 ¢ m u, umo no3goasem onpedeaums, ¥NO Y COOMEEMCMEYEM
6yxee orc. Caoso e d (1) a daem 1 — 6.

Lanee nempydno yorce npowumamv cA08a U COMEMAHUA ¢3a2a00K»,
cee 24030 Kax 06a» U NOCMENEHHO B0CCTNAHOBUMD OMPHEOK U3 3HA-
menumozo crmuzomeopenus H. 3aboaoyxozo:

To. nomuuwd, Kax u3 momv 6vir020,
Edesa 3axymana 6 amaac,
C nopmpema Poxomosa ctosa
Cmompeaa Cmpytickas na nac?
Ee 21a3a - xax dsa mymana,
Hoayyavibxa, noaynaax,
Ee 2aa3a — xax dea obmana,
Hoxpwmuz mzaot0 neydav.
Coedunenve deyx 3azadox,
IToaysocmope, noayucnye,
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Besymnoti neorcnocmu npunadox,
IIpedsocruusernbe CMEPMHBIT MYK.

KoneuHo, stor npumep He 0cob0 Mmoka3aTeseH, TaK KaK TEKCT JI0-
BOJILHO KOpOTKHit. YacToTHbI aHAN3 Haubosee 3¢ eKTUBEH HMEH-
HO JJ1s1 PacIIMPOBKH JJIMHHBIX TEKCTOB, KOIJ[a OTKJIOHEHUS] 4aCTOT
NOsIBJIeHUs1 OYKB OT CTaHAAPTHBIX YACTOT OYeHb HeBeauku. Paciuud-
POBBLIBATh YKa3aHHBIM CII0CODOM KOPOTKHE TEKCThI IrOpa3jio TPyAHee.

CyluecTBYIOT CaMble pa3Hble METOAbl KpuUnToaHaiu3a. [Ipusenem
JIMIIL KPATKHil 0030p HEKOTOPBIX U3 HUX.

4. Pa3HOCTHBI# KpUIITOAHAIN3

AtoT Metox npeoxen B 1990 r. 3. Buxsmom (E. Biham) u A. I1la-
mupoM (A. Shamir). OcHOBHBIM 06BEKTOM NMPUMEHEHMS METOAa fiB-
nsiercs crangapr wudposanusa DES (cm. npunoxenue 1). ITosnoro
ycnexa Merop He poctur. O6niunblit DES okazascs HENPUCTYMHBIM.
OpHako omnpejeseHHbIE YCIIEXH B IPUMEHEHHH METOAa OblIM Mmosyde-
HBI [IpM aHaJM3€e HEeKOTOpbIX ynpoueHHbix cxeM DES. Kpome Toro,
6bIH npoBeneHbl 3¢ eKTUBHbIE aTaKU Ha Psif APYTHX KPHUITOAI-
roputMmoB (Lucifer, FEAL, LOKI, Khufu), uro no3soJssier rooputs
0 JOCTATOYHO LIMPOKO NPMMEHMMOCTH METOJa. B Hacrosiuiee Bpe-
Msl M3BECTHO HECKOJIbKO MOAM(UKALUN PA3HOCTHOrO KPHIITOAHAIU-
33 AUHEUHO-PA3HOCTIHbU AHAAU3, AHAAU3 C UCTOAD308aHUEM OAu3-
KuT Karoveti, Pa3HOCMHLY aHaAU3 ¢ owubrxamuy.

B HacTosieM Kypce Mbl HE IIPUBOJUM OMHCAHUST METOJa PA3HOCT-
Horo kpunrtoaHanu3a. Caenath 3TO HaM He MO3BOJISIET €ro rPOMO3/I-
KOCTb ¥ HEOOXOAMMOCThL MPHUBEJCHUS PsAJA BAXKHBIX MMOHSATHIA U pe-
3yJIbTATOB M3 TEOPUH BEPOSTHOCTEN. Y Ka3aHHOMY METOAY OCBSIILEHA
cnenuanbHas Jurepatypa. CM. no sTomy nosoay [24].

5. JInHeiinblil KpUNTOaHAIN3

Sror Merox BBeneH B obpauienne B 1993 r. SNOHCKHUM KPHUITOJIO-
rom M. Marcyu (M. Matsui). IlepponadanbHo OH 10406HO Pa3HOCTHO-
My KpunroaHanu3y Obln opueHTupoBaH Ha DES. Meron npenycmar-
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pPHMBaeT BO3MOXKHOCTD JUJIsl B3JIOMIUIHKA M€HEPUPOBATD CJ1y4YailHble TeK-
CTHl ¥ MOJIYy4YaTh UX IWH(POBKH, YTO COOTBETCTBYET aKTHBHON aTaKe.
Usnoxenne MeToaa 3aHsI0 Obl CAMIIKOM MHOCO MECTA, IO3TOMY, KaK
M B NPEJBIAYUIEM MYHKTE, Mbl OTCHUJIAEM YHMTATENsS K CIeHAJIbHOM
JINTEpPATYPeE.

W3BecTHbI ycnielHbie aTaku, MPOBEJEHHbIE JAHHBIM METOJIOM AJIfA
obuapy»xenus kimoda DES. Hanpumep, cam M. Matcyu B 1996 r. nipo-
rpammoit okosio 1000 cTpok, HamucaHHO#! Ha si3bikax C u Accembuiep,
[pOBEJI Mapaljie/ibHble BbIYMC/IEHUsT Ha 12 MOuHbIX npoueccopax. Ye-
pe3 50 cyTok oH Bbruucaua kiaod DES.
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3agayu M ynpa>kHeHUs

3anaya 4.1. [Iycts HEeKOTOpBIN AHIVIMACKHI TEKCT 3a1undpoBaH
METOZOM MpPOCTO# 3ameHbl. [IpeanosoKkuM, YTO ONpeneseHo 3Haue-
Hue, ckaxkeM 14, 6ykssl q. IlycTb B TekcTe comepxutcs coueranue 14,
18. Yemy ckopee Bcero coorsercryer 187

Bagaua 4.2. Ilycts ussecthnl mwudposku ¢ = Er (m),c2 =
= E,,(m) ogHOro u TOro e AOCTaTOYHO JJIMHHOTO TEKCTa M, IO-
JiydyeHHble mu¢paMyd NepeCTAaHOBKU C OJWHAKOBON JJIMHOM [ BJoka:
7,72 € €S;.

Kak MoxHO ¢ nomoupio 370it nHpopmanuu 3¢pHeKTUBHO HANTH
?

3apaya 4.3. [IycTs nuMeercsi HCXOAHBINA TEKCT M U €ro wugpoBKa,
noJlydeHHas C nomoupio wudpa samensl: ¢ = Ey (m), 01 € Sq.

Haitt ™ MO>XHO YaCTOTHBIM aHAJIM30M WM €ule KaKUM-JIubo cro-
cobom. Bompoc B ToM, 0bsieryaet Jiv 3aga4y 3HaHUE eule OAHOM 1mud-
POBKH TOr0 Xe Tekcra: ¢2 = E,,(m), o2 € Sp?

3amaua 4.4. JdonycTtuM, UCHONb3YeTCa aHIVIMACKUN andaBUT U3
26 6ykB co crangaprHoil Hymepauuei. Ilycts 3aman romomopdHbIin
wudp 3aMeHsl (CM. ONpejesieHMe B YCJIOBMU 33Jaud 3.4), COOTBET-
CTBYIOWIM MOACTAaHOBKE 0 € Sgg. MOXHO JIM MOJHOCTBIO BOCCTaHO-
BUTH 0, 3Hast o(b)? Tor xe Bonpoc ans1 o(c). YTo MOXKHO CKa3aTh 1Mo
3TOMY MoBOAY B 06uieM ciydae?

3apaua 4.5. Jonyctum, 410 BMeCcTO OYKBbI “A” aHIJIMHACKOro aji-
dasura, yacrora Kotopoit 8, 2%, ucnosb3yerca 82 pa3sIMYHBIX 3HAKA
C paBHO# BepoATHOCTHIO. Bmecto “J” wactorsl 0,1% — 1 3Hak u T.I.
Takum obpa3om B andasure mosisssiercs He 26, a 260 6yks. Ho teneps
OHH BCTPEYAIOTCS B TEKCTE C MPUOJIH3UTEILHO PABHOI BEPOSITHOCTLIO.
K takomy TekcTy mpumeHsieTcs npocTtas 3aMmeHa. Ilokaxure, 4TO B
3TOM CJIy4ae YaCTOTHBIA aHanu3 Ho-npexxHeMy 3 GEeKTUBEH, TOJIBLKO
OPHUMEHSATh €ro Hy»Ho 1mo gpyromy. Kakum obpazom?
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Jexuyus 5

Mogaenu cucrem mundpoBanus

1. BepositHocTHasa mozaesb K. IllenHoHa

B konue 40-x rr. XX B. K. Hlennon (C. Shannon) ony6nukoBas
CBOM 3HaMeHHUThbIE PaBoThl (cM. [14]), B KOTOPBIX OH HE TOJBKO MOJIO-
JKUJI Ha4aso U cpOpMHUPOBAJ OCHOBBI BCEH MH(OPMAIIMOHHOI HAYKH,
HO TaK)Ke MPEJACTABHJI METOJOJIOHI0 MUCCJIE0BAaHUs cucTeM wHudpo-
Banusa. OnumeMm B obmux yeprax OOHY M3 HaubOJiee U3BECTHBIX €ro
Mogenei.

Ilycts cuctema mwugpoBanus S MOCTPOEHA HA, HEKOTOPOM KOHEY-
HOM aJjipaBUTE MJIM Ja’XKe HECKOJbKUX ajipaBUTaX, C KOTOPBIMHU CBS-
3aHbI CJIeIyIOUIME MHOXKECTBA!

M - MHOXECTBO HCXOIHBIX TEKCTOB,

C - MHOXECTBO BCEX BO3MOXXHBIX IIM(POBAHHLIX TEKCTOB,

K - MHOXeCTBO BCEX BO3MOXXHBIX KJIIOYEIA.

Mt He BAaeMCsl B MPUPOAY 3THX MHOXKecTB. Byaem Jsuimb npej-
[0JIaraTh, YTO BCE OHM KOHEYHBI.

JlonycTuM, 4TO BCE YKa3aHHbIE MHOXKECTBA SIBJISIIOTCSI BEPOSITHOCT-
HBIMHM [POCTPAHCTBAMHU. ITO 03HAYAET, YTO JJIs1 JIIOOBIX 3JIEMEHTOB
m € M,c € C,k € K onpezenens sepositHoctu 0 < p(m),p(c),
p(k) < 1, no3Bossomue Hageauts Muoxkecrsa M, C, K GyHKuuamu
pacnpeaesieHHsI BEPOSITHOCTEN ¢ 06bIuHbIMHU cBoMicTBaMu. Hanuuue Ta-
KMX pachpeejieHuil M03BOJIseT MOBOPUTH O CJIy4aiiHOM BbIbOpe 3Jie-
MEHTOB WJIM [IOJMHOXXECTB B PaCCMAaTPHBAEMbIX MHOXKeCTBaX. Byaem
HA3bIBATh COOTBETCTBYIOIEE BEPOSITHOCTHOE MPOCTPAHCTBO DE2YAAD-
MM, €CJTH BEPOSITHOCTD JIOOOr0 €ro 3JIEMEHTa OTJIMYHA OT HYJIS.

Hanee npexnosiaraercs, 4To AJs Jioboro kimoua k € K onpene-
Jienbl QyHKIHs mHbpOBaHUS

Ek:M—>C
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u GyHKIMa AemndpOBaAHUA

D, :C—- M.

[Ipu nr060M k 3TH PYHKUHU AOJKHBI OBITH B3aUMHO-00pATHBI, TO
€CTb OHHU JIOJIXKHBI Y/ IOBJIETBOPSITH TOXKJECTBAM:

EkODk =’I,dM, (11)

Do Ey = ide. (1.2)
B yactHocTH, pu ymoboM k ¢yHkuuu Ey, Dy CIODBHEKTHUBHBI.

Takxe onpeaensitorcst GYHKUMM ABYX MEPEMEHHBIX

E(m,k) : M x K — C,

D(c,k) : C x K - M,

3aJaBaeMbl€ DaBEHCTBaMH

E'(m, k) = Ek(m), D(c, /C) = Dk(c). (1.3)

Onu cBa3aHbBI TOXKJeCTBaMHU

D(E(m, k), k) = m, E(D(c, k), k) = c (1.4)

U TaK>X€ CIODBbEKTHBHBI.

Ha ocHoBe 3t0it 6a30B0it Mmogesu K. IIlenHon pa3Bun Teopuio cek-
PETHOCTH, MOJIY4YUBLIYIO B JajbHENIIEM IIMPOKOE PACIIPOCTPAHEHHE U
AOIOJTHEHHYIO MOCJIeaYy OLIUMH UCCJIEJOBaAHUAMH. M=l 3aTPOHEM TOJIb-
KO HEKOTODBIE aCIEKThI ITOI TEOPHHU.

Cosepwennas cexpemnocms

CucteMa mudpoBaHus HA3BIBAETCH COBEPULEHHOU, €CIM 3HAHUE
mKupPOBAHHOIO TEKCTa HE H3MEHSIET BEPOSITHOCTEH HMCXOIHBIX TEeK-
croB. PopMaJIbHO 3TO O3HAYAET, YTO AJIA Jiobbix m € M,c € C
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p(m) = p(m|c). (1.5)

3aech, Kak 00bIYHO, p(M|c) 03HAYaeT yCIOBHYIO BEPOSITHOCTD BbI-
OpaHHOI0 TEKCTA T NpH JaHHOM mHGPOBKE C.

Ecnu onpesenuts COBMECTHYIO BEPOSITHOCTH p(™M, €) U BOCIOJIB30-
BaThcsA opMmynamu Baiteca

p(m, c) = p(c)p(m|c) = p(m)p(cIm), (1.6)

TO MOJIYYUM DPABHOCHJIBHOE ONpPEAESEHHIO YCIOBUE COBEPIIEHHOM CeK-
PETHOCTH

vm¥e p(c) = plclm). (L.7)

B coBeplieHHBIX CHCTEMAX C MOJyYeHHeM HIMGPOBAHHOIO TEKCTA
¢ K anpuopHoil uHPOpMaUUH 00 UCXOJHOM TEKCTE — €ro BepOsiTHO-
cru p(m) — Huyero He nobaBnsierca. B wactHocTH, ANs MO6BIX ABYX
TEKCTOB My, my € M u mwoboit wudposku ¢ € C COBNAJAIOT CYMMBI
BEpPOATHOCTE

Y k= Y k). (18)

E(m ,k)=c E(mq,k)=c

IlycTh 3amana cucTema mudposanusa S, b koropoit M = Zt,
n > 2,1 > 1 — IPOCTPAaHCTBO BCEX BO3MOXHBIX TEKCTOB B ajipaBUTE
Z,, bukcupoBaHHO# quHbI t. CuuTaeM, 4To PyHKIHS pacupee/eHust
BEPOSAATHOCTEN B S paBHOMEDPHA, TO €CThb

Vm e M p(m) = % (1.9)

AnanoruunbiM 06pa3oM CTPOMM MPOCTPAHCTBA

C=12 K =12

QOyHKUUH WHPPOBaHUA U JelIuGdPOBAHUS ONPEEISIIOTCA CJIeay-
oM obpasom:
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Ex(m) = m & k(modn), (1.10)

Dy(c) = ¢ © k(modn), (1.11)

rAe CJOXKEHHE U BblYMTaHHE HAOOPOB OCYIIECTBJIAECTCA [MOKOMIIOHEHT-
HO.

ITokaxkeMm, 4TO Takasi cucreMa wugpoBanus cosepluenHa. Jleii-
CTBUTEJIBHO,

piml) = 3" plk) =p(K) =, (112)

E(m,k)=c

rae k' = ¢ © m(modn) — eJMHCTBEHHDI KJIIOY, JAIOUUI DABEHCTBO

m & k' = ¢(modn). (1.13)

Orcroza moJjiyyaeM paBeHCTBO
1
p(mle) = p(m) = . (114)

Teopema 7. (Teopema Lllenrona). ITycmo S - pezyaapras cucmema
wugposanus, 8 xKomopot mmoxcecmsea M,C, K umerom odunaxosyro
MOWHOCTID:

|M| = |C| = |K| =n.

Toeda cucmema S A6aREMCA COBEPWEHHOT 8 MOM U MOADKO MOM
CAYNaE, ECAU BBNOAHEHD CACOYIOULUE YCAOBUA:

1) das mobwx mexcmos m € M,c € C cywecmeyem eduncmeen-
nul xaron k € K maxoti, umo

E(m,k) = ¢

2) pacnpedeaenue eepoammocmeti na npocmpancmee xarovet K
DaBHOMEDHO:
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WeKMM:%

Zoxazameavcmeo. YcTaHOBMM BHauYaJse HEOOXOAUMOCTD BBINOJIHE-
HUs1 ycyioBuit 1) u 2).

3aMeTuM, Y4TO NpH YCJIOBUH COBEPLIEHHOCTH CHCTEMbl S JJIsl JIIO-
6bix m € M,c € C Haiimercda eAMHCTBEHHbIA K4 k € K Takoi,
4YTO

E(m,k) = c. (1.15)

[TpeanosoxkuM, 9YTO AJisi HEKOTOPBIX T, C TAKOrO Kk HE CYIIECTBYeT.
Torza p(c/m) = 0, 0TKyJa 1 U3 COBEPLIEHHOCTU CUCTEMBI CJIEAYET, YTO
p(c) = 0, YTO NPOTHBOPEYHT PETYISIPHOCTH CHUCTEMBI S.

Ecnu xe gns HekoToporo m ABa pa3nuuHbIX Kiaw4a ki, ke Jao0T
oanHaKoBYIO HMGPOBKY ¢ = Ey, (m) = Eg,(m), To B cCHlly paBeHCTBa
|K| = |C| naitzercs wudpoBka ¢, He mosydaemasi U3 m HUKAKUM
KJIFOYOM, YTO HIPOTHBOPEYHUT TOJHKO YTO JOKA3AHHOMY YTBEDPXKIEHHUIO.

AHaJIOrMYyHO TOMY, KaK Obljia BbllIE JOKa3aHA OAHO3HAYHAS pa3-
peunMocTs ypaBHeHust (1.15) oTHOcUTENbHO k, yCTaHABINBAETCS OA-
HO3HAYHAsl Pa3pPEUIMMOCTb 3TOrO0 ypaBHEHHsI OTHOCHTENbHO m. Ilpu
aToM BMecTo paBeHCTBa |K| = |C| Hy>HO HCIOIb30BAaTH PABEHCTBO
M| = [C].

YCcTaHOBUM PaBHOMEPHOCTH PACIPEIEIeHHs] BEPOSITHOCTEMN Ha I1po-
crpanctee K. Ilycts k), ko € K — npousBoJibHast mapa KJjwooueil. 3a-
¢ukcupyem sobyro umepposky ¢ € C. Toraa HailayTcs ABa eauH-
CTBEHHBIM 00Pa30M ONpEJEsEMbIX TEKCTA M, Mg TAKUX, YTO

¢ = E(ma, k1) = E(mag, k2). (1.16)

OTH paBEHCTBA BBIMOJHSIOTCH DU €IUHCTBEHHBIX ki, ko, HO3TOMY

p(c) = p(clm1) = p(k1) = p(c|lmz) = p(k2), (1.17)

cnefoBarensHo, p(ky) = p(ky) = 1.
Heo6xoaumocTh BbINONHEHUsT yCIoBHit 1),2) ycTaHOB/IEHA.
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ITokakeM HX JOCTATOYHOCTh [JIs COBEPIIEHHOCTH cucTeMbl S. s
3TOr0 BBIYHMCJIMM BEPOSITHOCTb U YCJIOBHYIO BEPOSITHOCTb OTHOCHTEJIb-
HO [POU3BOJIbHBIX WIKU(POBKH C U TEKCTA M.

)= Y pmpk) =Y pm) =, (L1
E(m,k)=c
plem)= Y plk)= 1. (1.19)

E(m,k)=c

OHH OJIMHAKOBBHI.

Teopema moka3aHa.

IIpsimoyronbHasi Tabauua, CTPOKH KOTODPOH COOTBETCTBYIOT 3Ji€-
MEHTaM MHOXecTBa M, a cTosbIbl — 3J1eMeHTaM MHOXecTBa K, B TO
BpeMsi KaK Ha [EPECeYEHHH CTPOKH m U cTonbua k crout mudpoBKa
¢ = E(m, k), nassiBaerca mabauyeti wu@dposanus.

Cnenctsue 8. B cayuae pe2yaaphoti cosepuiertoti CUCmembvt ¢ ycao-
suem |M| = |C| = |K| = n mabauye wuPposanus A6AREMCA AQGMUN-
CKUM K6adpamonm.

Hanommnum, wmo aamuncxuti Keadpam pasmepom n.Xn no onpede-
AeHut0 codeporcum 6 Kastcooli cmpoke u KaHcdom cmoabye no o0Homy
NPeICMasUMENt0 MHOHCECTNBA U3 1L IAEMEHMOS.

2. Mepa TeopeTM4YeCcKO# CeKpPeTHOCTH

KonnyecrBenHoit mMepoit uagopmaiuu seasiercs sutponus. s
J060r0 AUCKPETHOrO BEPOSITHOCTHOrO NMPOCTPAHCTBA () C 3aJaHHBIM
pacnpezenenueM p(q),q € Q swmponus onpeaesnsieTcst Kak yHKIus

HQ) =->_p(g)log(p(q)), (2.1)
q€Q

rze log 6epercs o ocuoanuto 2. [Ipu z = 0 cuuraercs, uro zlogr =
=0.
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B paccmotpennoft Boiie Mogenn K. IIleHHOHa Mbl MOXKEM TOBO-
puth o dbyukuusx H(M), H(C), H(K).

B coBepuieHHBIX peryssipHbIX cucTemax wugpoBanus npu |[M| =
=|C| = |K| = n umeem

H(K) = log(n).

ITo ananoruu c¢ (2.1) onpenensiorcs GyHKUMH

H(M|c) = - p(m|c)log(p(mlc)),c € C; (2.2)
meM
HMI|C) =) p(e)H(M|c)=— > p(c)p(mlc)log(p(mc)) =
ceC meM,ceC
=— Y p(m,c)log(p(m|c)). (2.3)
meM,ceC

Ms! BuauM, uyro 3nadenue H(M|c) noka3biBaeT CpeJHIOI HEOMpe-
JIeJIEHHOCTb MCXOJHOrO TEKCTa IPH M3BEeCTHON wudpoBke c. MoxHO
takxe onpeaesuts dyukuun H(K|c),c € C,H(K|C) c ecrectpen-
HBIM TDAKTOBAHHEM.

BaxHoe 3nauenne umeer pyHKUUs

I(K|C) = H(K) - H(K|C), (2.4)

BbIPAXKAIOWIAs CPeHEE KOJIMYECTBO JOMOJTHUTENbHOU HHEPOPMALMH O
KJIIO4YaXx, moyiyyaemoil u3 mudpoBok. TakkKe 4acTo pacCMaTPUBAETCS

dyHKUUS

D(M) = log(IM|) — H(M), (2.5)

II0Ka3bIBAIOLIAs PA3HUIYY MEX/y CJIy4aeM PAaBHOMEPHOrO pacrpezeJe-
Hus B npocrpancTBe M, koraa H(M) = log(n), n paccMaTpuBaeMbiM
cnydaeM. Benuunny D (M) Ha3bIBalOT u3bwmounocmovio asvka M.
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[Ipeanonoxum, 4yTo AeficTBuTesnbHbIE yncna a; > 0 (1 = 1,...,n)
TaKOBbI, YTO Z?=1 a; = 1. Torma gna moboro Habopa yucen x; >
>0 (i =1,...,n) UIMEET MECTO XOPOLIO U3BECTHOE

Hepasencmeo Hencena

z a;log(z;) < log(z aiT;), (2.6)
i=1 i=1

PaBE€HCTBO B KOTOPOM AOOCTHUra€TCA TOraAa U TOJIBKO TOr4a, Korga rp =

=..=2x,.

Teopema 9. I[Tycmv QQ - Jduckpemuoe 6ePOAMHOCTIHOE NPOCTPAH-
CMeo ¢ uczodamu qy, ..., ¢n u Pynxyuet eepoamunocmu p. Toeda cnpa-
6€04u680 Hepagercmeo

0 < H(Q) < log(n).

OueBudHO, “MO HUNCHAR 2PAHUYA HEPABEHCTNBA JOCTNUZAETNCA HA
cayuatinotl eeaunume, npurumarouled 000 u3 c8ourT 3navenutl ¢ 6e-
poamnocmvio 1. Beprnas epanuye ocmuzaemca Ha cayyatinol éeau-
wune, pacnpedeaentoli paéHoOMEPHO.

,Zloxasame/l.bcmeo. Briuuciasem

0< HQ) = ZP(Qz log(p(g:)) =

HepageHcTBO B mpeobpa3oBaHHUsIX clieAyeT U3 HepaBeHCTBa len-
ceHa.
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TeopeMma 10. (Teopema Llennona). IIpednoroocum, wmo |M| = |C)|.
Tozda
I(K,C) < D(M).
Apyeumu caosamu, xoruvwecmso ungopmayuu o xamove 6 wud-

posxe 8 cpednem He nPpesocTooum usbvMONHOCTIU A3WKG CO0bUeHUT.

Loxazameavcmeo. B camom gene,

H(C) < log(IC]) = log(IM]),

[IO3TOMY
H(K|C) = H(M) + H(K) — H(C) =
= H(K)log(M[) - D(M) — H(C) >
> H(K) - D(M),
OTKYyJa

D(M)> H(K)- H(K|C) =

= I(K|C).

ITo 3TO#t TeopeMe U3OBITOYHOCTH A3bIKA COODLIEHUI JaeT BO3MOXK-
HOCTb JJIsl YCIEIIHOT0 aHAIN3a MK POBOK, TO €CTh AJIs1 INOJyYEHHUs

“HGOPMALIMK O KJII0YE M0 IHUEPOBKE.
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3agauu u ynpa>kHeHUus

Bamaua 5.1. [lycrb M = C = Z¢, (n,t > 2) - npocTpaHcTBa
MCXOHBIX TEKCTOB M mudpoBok cooTsercrBenHo; K = Z! (I > 2) -
OpOCTPAHCTBO KJtouelh. CuynTaeM, 4TO BEPOSITHOCTH Ha BCEX ITHUX IPO-
CTPAHCTBaxX pacHpejesieHbl paBHOMepHO. B kadectBe cuctems mudg-
POBAHUsI UCIIOJIL3YETCsl cucTeMa Burkenepa.

1. Mokazars, yto npu | < t— 1 Takas cucrema He byJer coBep-
IUEHHOI.

2. YTo MOXHO CcKa3aTh O Heil, ecm t <1 7

3agaua 5.2. I[Iycts cayuyaiiias BennuuHa () mpuHUMaeT He GoJiee
t 3nayenuil. YeMy paBHBI MHHHMAJIbHOE M MAaKCHMAJIbHOE 3HAYEHWUS
suTponmu H(Q) npu Bcex Bo3MOXKHBIX pacipefesenusax Q7

3anma4a 5.3. [Iycts X, Y - cayqaiinbie Benuunnsl. CripaBeiBa
JIX OL[€HKA

H(X|Y) < H(X)?

YTo M0OXHO cKa3aTb 06 3TOil olieHKe, ecyiu Besuunbl X, Y Hesa-
BUCHMbIe?

3agaya 5.4. BepHo Jjiu, 4T0 AJ1s1 jito6oro mudgpa cripaBeJiMBo pa-
BEHCTBO

H(MK,C) = 0?

Tor xe BOIPOC 4J1A COOTHOWEHUA

H(K|M) = H(K) + H(M).
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Jlexyua 6

ITpocreiimune mmdpsoi

1. AbduHuubIi mudp

ITycts mudpyercst ounudpoBaHHBIA TEKCT, €JUHULAMH KOTOPOTO
SIBJISIIOTCA BbIYeTbl mod 7. TO 03HAYAET, YTO B JAHHOM CJIyYae IJIaT-
¢opmoit mUdppOBaHUA SBJIAETCA KOJbLUO BbIYETOB Z,. EauHunamu
WH(POBAHHOIO TEKCTA TAKXKE CJIYXKAT 3JIEMEHThI KoJbLa Zy,.

Urak, nycte m € Z,, — npou3BoJibHAsA €AMHULA HCXOJHOIO TEK-
cra. CooTBercTByIOIIas €if eauHUIA WHU(POBAHHOIO TEKCTa ¢ € Z,
BBIYHUCJISIETCS 10 IPABUITY

¢ = am + b(modn), (1.1)

rae a,b € Z, - nekoropsle napamerpsl. Ilapy e = (a, b) MoxHO cun-
TaTh KJIIOYOM mudpoBanus. [lapamMerps! Ki1r04a He MOTYT OBITH MPO-
u3BoabHbIMU. JIns obpamenus ¢pyHkuuu mudpoBaHus

E.(m) = am + b(modn)

Heobxoauma obpatumocts a(modn). Torga

m = a"lc — a b(modn). (1.2)

Kak u3BecTHO M3 Nekuuu 2, cyuiecTBoBanue a~!(modn) pasHo-
CUJIbHO B3aMMHO# npocrore a, n: Hog(a,n) = 1.

HWrak, napamerp a kio4a e = (a,b) JOKEH ObITH B3aMMHO [IPOCT
¢ moaysnem n. Ha mapamerp b orpaHuyYeHusi He HaKJabIBAlOTCA — b
MO2KET OBbITb NPOU3BOJIBHBIM.

Pasenctso (1.2) nokasbiBaer, 4To gemndpoBaHHe IPOUCXOAUT TI0
TOI Ke cxeMe, 4TO W wudpoBaHue. IIpu 3TOM HCIOAL3YETCS KJIIOY
aewndposanus d = (a~!, —a~1b).
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3Has KJIIOY €, JIETKO BOCCTAHOBUTH KJt0Y d, 1 HaobopoT. [ToaTomy
06a KJII0Ya JAOJIKHBI XPAHUTBCH B CEKPETE.

Kpunrocroiikocts ad¢unHoro mudpa HesHauuTenvHa. Hampu-
Mep, 3Has JBe COOTBETCTBYOLIME APYT APYTY Mapel eauHul (my,c;),
(mg, c2) UCXOMHOrO M 1WM(POBAHHOTO TEKCTA, Mbl MOXXEM MbITATHCS
HAATH apaMeTphbl a, b, pelas cucTeMy CpaBHEHHMIL:

c1 = amj + b(modn), (13)
c2 = amg+ b(modn). :

BbluuTasi 0HO CpaBHEHHE U3 JPYrOro, NOJIyYUM
¢ — ¢z = a(m; — mg)(modn)
1, ecau HOoA(my — mg, n) = 1, OHO3HAYHO BBIYUCIIUM
a = (¢; — ¢2)(my — my)~*(modn),

a 3areM u b. SlcHo, uTo cucrema (1.3) He Bcerza MMeEET emMHCTBEH-
Hoe pewienue (a,b), HO MpU AOCTATOYHO GOJBIIOM HAOOPE U3BECTHBIX
nap (my,c1), (meg,c2), ..., (mk, ck), no-sugumoMy, Haxoxaenue (a,b)
He COCTABUT TPYIA.

Addunnbit mmdp npeacrasnsier coboit YACTHBIA Cayyai mmd-
pa NMOJACTAHOBKH, O3TOMY €r0 MOXKHO aHAJIM3UPOBATh, UCIO/b3ys Ya-
CTOTHBII aHAJIH3.

2. IIndp Xunana

Janublit MeTon mwndpoBaHus siBJsieTcss 00001eHNneM [IpeAbIAYIIE-
ro adpdpunnoro mudposanus. JI. Xumn (L. Hill) Ben ero B obparnenue
B JBYX CBOMX CcTaTbsx B 1929 u 1931 rr.

EauHuIaMy MCXOAHOrO M MG POBAHHOTO TEKCTOB SIBJISIIOTCS 3JIe-
MEHTHI KOJIbLIA BbIYeTOB Z,. B JaHHOM ciy4ae TekcT pa3buBaeTcs Ha
610ku oguHakoBoit anuubl l. [IludpoBanue ocyuecTBisieTcs 1mo npa-
BUJTY

c1 my by
c2 ma ba

=4l {+| "1, (2.1)
1) my by
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ma C1

mo C2
rae . — BJIOK HUCXOIHOTO TEKCTa, . — bJsiok MdpoBaH-

my Gl
HOrO TEKCTa,

A - marpuna nopsizka | X | ¢ 37eMEHTaMH M3 KOJIbL[A BBIYETOB Zp,
by

by
— BEKTOp C 3JIeMEHTaMu U3 Z,.

by

151 0AHO3HAYHOIO BOCCTAHOBJIEHUS] HCXOJAHOIO TEKCTA IO I po-
BaHHOMY TEKCTY HEOOXOOUMO M JOCTATOYHO, YTOObI MaTpuua A Oblia
obparuma Hax Z,. Kak u3BecTHO, CyuiecTBOBaHHE 0OpaTHON MaTpH-
upl A~! paBHOCHIBHO TOMY, uTO onpeaesnurens § = det A marpuns A
obpatum modn, To ectb HOA(S, ) = 1.

Torpa aemndpoBaHue MPOUCXOTUT 110 GopMyJie

my (5] bl
m c b

Pl=at| P -ar 7. (2.2)
my c bi

IIpumep 11. IIycmo | = 2, n = 33, saemenmu xoavya Zzz Hymepy-
tom b6yxew pyccxozo aagasuma.

IToaazaem A = < (1] 4

deaumeadv 6 = detA = 4 e3aumno npocm ¢ n = 33. Jlezxo emuuc-
aumn, wmo 471 = 25(mod33). Jas ynpowenua emnucaenuii bepem

by _[(O
bp )\ 0 )
Sawuppyem mexcm:

BOCTOYHKIA KABAXCTAH ——
2,15.18,19.15,24.14, 28.10, 11.0, 8.0, 22.18, 19.0, 14 :

), 00pawsas 6HUMANHUE HA O, YMO ONpe-
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u m. 0. Bce svmucaenui nposodamca mod33.
Sawugposarnsili mexcm umeem 6ud:
ABUAISAMAKITAKXIHBIL] —

32,27.23,10.30, 30.4, 13.32, 11.16, 32.11,22.23,10.28, 23.

IIpouseedem dewudpoexy. Buinucasem

-1 _ 4 -2\ (116
A7 = 25( 0 1 A0 25 )7
Cuumaem danee:
1 16 32\ [ 2 — (s, 0)
0 25 27 )\ 15 T
1 16 23\ (18 — (¢, m)
02 /\10)"\19 & m
u m. 0., NoKa He NOAYYUM UCTOOHDBLT MeKCm.

Kpunrocroiikocts mudgpa Xunia Takke He odyeHb Besinka. Omnpe-
b1

ba
JIeJIMTh 3JIEMEHTHI MaTpulbl A ¥ BEKTOpA . MOXHO, 3Has [ +1

by
napy COOTBETCTBYIOLIMX APYT APYrY 6JOKOB MCXOAHOrO ¥ WHGPOBaH-
HOTO TEKCTa. JTO MO3BOJMT 3aIMCaTh cucTeMy [2 + | cpaBHeHwuit OT

TAKOro Ke 4uCJa Heu3BecTHhIX. Eciu cucrema He 6yaeT oAHO3HAYHO
pas3penruMoil, Hy>KHO A00aBUTH ellle HECKOJILKO CPABHEHUIA.

58



IIpumep 12. ITycmb umeemcsa 3awudposannvili mexcm an2aulicko-
20 A3bKA, EOUHUYUAMU KOTOPO20 CAYHCAM IAEMEHMB KOavUa Ziog,
pasbumusie na baoku daunvt | = 2:

m,b.s,r.f, 5.8, f.y,t.f,b — 12,1.20,17.5,9.20,5.24,19.5, 1.
IIpednoaoorcum, wmo u3eecmen COOMBEMCMEYOWULT UCTOOHBIL
mexcm

cryptography «—— 2,17.24,15.19,14.6,17.0,15.7, 24.

ITonpobyem eoccmanosums Ka0% wudPposanus, 3anucaé coom-
6EMCMEYIOULYI0 CUCTNEMY AUHEUHDLT YPABHEHUT OMHOCUMEALHO HEUS-

[ a1 a2 by
GECTMHUT KOMNOHEHT Mampuu'bt A = u eenmopa .
a1 b

Jleexo eudemnv, wmo cucmema Pacnadaemcs Ha 08€ NOOCUCTIEMbL
OMHOCUMEADPHO HEUIBECTIHLIT (11,Q12,b1 6 1-1i u a9y, an9,by 60
2-1i. Bce ewvucaenun udym 6 xoavye Zigg. 3anucvisaem 1-10 nodcu-
cmemy:

2011 + 1712+ by = 12,
240q1 + 1512 + b7 = 20,
) 1911 + 14a12 + b, = 5,
6aj; +17a12+ b1 = 20,
Oaj; + 1512 + b1 = 24,
L Taq + 2412 +b7 = 5.

Hoayuuaacy 2610 U3BLIMOMHAA CUCTIEMA, 0AR KOMOPOU AE2KO0 Ha-
To0UMCA eJuUHCTBEHHOE Peuterue:

ay; = 2(mod26), ajz = 5(mod26), b; = 1(mod26).

Cocmasug cucmemy omHOCUMEAdHO Qi21, (22, ba, Noayvum edun-
CMmeenHoe peulerue:

a1 = 1(mod26), ass = 3(mod26), b, = 0(mod26).

Taxum o0bpazom, wu@dposarue 0CYWECMBAREMCA C NOMOUDBIO MATI-

puymn A = (? ;57,> € GLy(Z6) u sexmopa ( Z; ) = ((1)) nad

Z2e.
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3. lIndp Bukenepa

B XIX B. 6osbl0e pacnpocTpaHEHHE MOJYYHJ TaK Ha3blBaeMblii
Mmemod baoxknomuozo wugposarus. VIM 1nosb30Bauch PEBOJIIOLUO-
HEpbl — HApPOAHMKH, WINUOHBI ¥ T. n. Hampumep, y Koro-uubyab B
6710kHOTE 3anucaHa be3obuaHasi ¢ BUAY ¢pasa, ckaxeM: «14 wurwos
— Mary’s birthday». Bo3aMoxxHo, uTo neiicTBuTENbHO Y Hekoit Mepu
3TO OBbLT AEHb POXKJAEHUsS. A HA CAaMOM Jesie AaHHAs 3alHCh XPAHUIA
ko4 mudposanus. Eciiu Mbl ucnosib3yeM NpUHATYIO HAMH JJIs1 IPH-
MepoB HyMepaluio OykB aHrjmiickoro andgasuta, To Marysbirthday
o3Havaer 12,0,17,24,18,1,8,17,19,7,3,0,24. Ina mudposku ¢pa-
3l Jamgoing «—— 8,0,12,6,14, 8,13, 6 npousBoaurcs cjoxenue mod
26 TeKcTa ¢ KJIIOYOM, B POJIM KOTOPOrO BBICTYNAET 3alMcaHHas1 ¢ppa3a.
[Tonyyaercs

20,0,3,4,6,9, 21,23 «— UADEGJV X.

Kak Mbl BusiuM, B JaHHOM CJ1y4ae 3TO OOLIKHOBEHHOE TaMMHPOBa-
nue. Opanny3ckuii kpunrorpad Buxkenep (Vigenere) npessioxu uc-
HOJIL30BATh KJIIOY TAKOrO THIIA U B TEX CJIY4asiX, KOTJa TEKCT JJIMHHEE
KJII0Ya, HaKJI3bIBasi €ro CTOJILKO pPa3, CKOJIbKO HyXKHO. IIpu sTom co-
BCceM He0bs3aTesIbHO, YT00b! KJII0Y MOJIy4dasiCsi U3 OCMBICJIEHHO ¢pa-
3bl. Bosiee Toro, 3To maxe HexesaTeNbHO, TaK KaK OCMBICJIEHHOCTH
MOXKeT NOMOYb B3JIOMIIUKY HIMdpa.

BosbmeM, Hampumep, TekcT (MO BOJIbHBIR MepeBoj 3HAMEHUTOM
dpasel TioTyena):

A SMOKE OF MOTHERLAND IS SWEET FOR US AND PLEASANT

«>

0,18,12,14,10,4, 14,5,12, 14, 19,7, 4,17,11,0, 13, 3, 8, 18, 18, 22, 4, 4,19,
5,14,17,20,18,0,13,3,15,11,4,0,18,0,13,19
u koy 17,9, 3, 8.

[ITndpoBka nosyvaercs rammupoBanuem mod26:

pt:0,18,12,14,10,4, 14,5,12,14,19,7,4,17,11,0, 13, 3, 8,18,
key:17,9,3,8,17,9,3,8,17,9,3,8,17,9,3,8,17,9, 3, 8,
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ct:17,1,15,22,1,13,17,13,3,23, 22, 15,21,0, 14, 8,4, 12, 11,0,
pt: 18,22,4,4,19,5,14, 17,20, 18,0, 13,3, 15,11, 4,0, 18,0, 13, 19,
key :17,9,3,8,17,9,3,8,17,9,3,8,17,9, 3,8,17,9, 3,8, 17,
ct:95712,10,14,17,25,11,1,3,21, 20,24, 14,12, 17,1, 3, 21, 10.

Urak, mudp Buxxenepa nonyyaercs Kak NOBTOPSIOMIASACT KOMOH-
HalUs caBuroB. B obuieM ciayyae 3ToT mmngp He COXpaHSET 4acCTOTY
BCTPEYAIOUUXCA 6YKB M [0 ITOH IPUYMHE HE MOXKET HANPSAMYIO MOJ-
BEPraThCsl CTATUCTHYECKOMY AHAJIU3Y.

CyuectBytoT 3¢ deKTUBHbIE CIOCOOBI, T03BOJISIIOLINE, BO-TIEPBbIX,
BBIYHCJIUTD JJIUHY KJII0Ya U, BO-BTOPBIX, ONPEJEIUThL CABUTH B KJIIOYE.
Oauum u3 Takux cnocobos siBisiercst Tect Kasucckoro.

4. Tect Ka3ucckoro u omnpeznesjieHne ¢ €ro noMouIbIO
OJIMHBI KJ04Ya B mndpe Bur>kenepa

Bravase onpesennM nousitue urdexca xocosnadenus (ci) ZaHHOrO
Tekcra. IlycTh paccMaTpuBaeTCst TEKCT 1M, COOTBETCTBYIOWMA asda-
BUTY, cocTosimieMy u3 n 6ykB. IIycts | = |m| - gnuHa 3TOroO TEKCTA.
O603Ha4uM yepe3 l; YUC/IO BXOXKIEHHUN OYKBbI C HOMEPOM % B TEKCT
m. Torga MHAEKC KOCOBIAJEHUS] TEKCTa TN ONpPEJENIseTcsl KaK

ci(m) = (171)2 + (%2)2 .+ (%")2 =h > (L)%

IMIUPUYECKH MPOBEPEHO, YTO HHAEKC KOCOBMAJAEHHUSI MJIMHHBIX
OCMBICJIEHHBIX aHIJIMACKHUX TEKCTOB, TaKMX Kak «Mobu Huk» Memn-
BuJIa, npubsm3urensHo paBedH 0,065. Ilpu 3ToM, KOHe4HO, B TeKCTe
OCTaBJIAIOT TOILKO 26 OykB aHrimiickoro asigpasura. B To xe Bpems
abCoJIIOTHO CJly4ailHblil JOCTATOYHO AJIMHHBINA TeKCT Ha 26 OykBax, B
KOTOpPOM Bce OYKBBI BCTPEYAIOTCS MPUOJIM3UTEILHO OAMHAKOBOE YHC-
J10 pa3, paseH 0,038. 3aMeyeHo, YTO YEM «OCMBICJIEHHEE» TEKCT, TEM
BBILIIE €r0 UHAEKC KOCOBMaJeHUsl. ITO 0OCTOATENILCTBO KaK pa3 M Io-
MOraeT BBIYMCJIATh JAJIMHY KJjio4a B mundgpe Buxkenepa.
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A.aeopumM 6BIUUCNEHUR GAUHDL KAIOUA

[Tyctb m = mymam3... — UCXOAHBIA TEKCT, B KOTOPOM ™T; — €r0
i-s1 6ykBa, a ¢ = cjcoc3 - . . — ero wugposka no Buxenepy.

Ecnu npumensiercst 06bI4HbBI CABHT, TO €CTh JJIMHA KJ04a |k| = 1,
TO JJOJIXKHO BBINOJIHATHCS PABEHCTBO ci(m) = ci(c), NOCKOIbKY u3Me-
HAIOTCSA TOJILKO HOMepa OyKB, HO He 4MCJa MX BXOxzaeHuil. Tak kak
™M — OCMBICJIEHHBIH (110 NPE/OIOKEHHIO) TEKCT, TO 3HadeHue ci(c) by-
JET NPUOJIM3UTE]HHO PABHO CTAHAAPTHOMY 3HAYEHUIO Ci JJ1s1 JAHHOTO
A3bKa. MBI paccMaTpuBaeM IpUMep OObIYHOrO AHIVIMACKOro s3bIKa,
nostomy ci(c) ~ 0, 065. Koneuno, Bpsaa nu mucpp Buxenepa 6yzer B
obuiem ciaydae noJydeH KJodoM giauHbl 1. ITosTomy Mbl nocsemosa-
TEJIbHO BBIYMCJISEM CJIEAYIOUIME MHAEKChl KOCOBIAIEHHUS:

ci(eyeecs .. .) =di,

ci(0103c5 .. ) = dg,

cz'(clc4c-/ .. ) = d3,

.

ci(cr, Crets C142ts - - ) =dy,

[I0 TeX Nop, noka He nonyuum d; ~ 0,065.

DTO MOXET CBHIETEJIbCTBOBATL O TOM, YTO JJIMHA KJIOYA PaBHA
t, XOTS1 ¥ MOXKET OKa3aThCs JIOKHBIM CJIEIOM.

JeficTBUTENbHO, €CIM [JIMHA KJIO4Ya paBHAa ¢, TO TEKCT
C1C14+tC142¢ - - - OYJIET TOJIyYEH W3 MMM 44M142¢ - .. CABUTOM, CJIEJ0-
BATEJIbHO, COXPAHHUT Ci(M1M] 44M142¢ - - -), & TEKCT MM 4+£M142¢ - - -
B CBOIO OY€pE[b, IBJISIETCS CAy4aiiHOI# BHIDOPKO OCMBICJIEHHOrO TEK-
CTa, CJIEJ0BATEbHO, JO/KEH COXPAHUTb €r0 CTATHCTHMYECKHE XapaK-
TEPUCTHKH, B YACTHOCTH MHJEKC KOCOBMAJEHHUSI.

Eciu uHI€eKC KOCOBIa eHUsT HEKOTOPOTrO si3blKa HEU3BECTEH, TO UC-
noJib3oBaHue Tecta Kasucckoro Takxke Bo3MoxkHO. HyxxHO He cpas-
HUBATb MOJIyYEHHbIE 3HAYEHHUs] HHAEKCOB KOCOBNAAEHUsI CO CTAaHAAPT-
HbIM 3HA4YEHHEM, & CMOTPETb, KOra ITOT MHJIEKC PE3KO BO3PACTET.
STO MOXKET CUTHAJIM3UPOBATh O HalJEHHON AauHe Kioda. KoHedHo,
pedb UIET O paciIuPOBKE OCMBICIECHHBIX U OJJHOBPEMEHHO JOCTATOY-
HO JJIMHHBIX TEKCTOB. Bripoyem, moHsiTME OCMbICJIEHHOCTH JJIsi pop-
MAaJIbHBIX SI3bIKOB — IIOHSITHE HENPOCTOE.
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Jpyrum npumedenuem tecta Kasucckoro siBisieTcss NpoBEpKa CO-
XpaHeHHUsl YacTOT BCTpevatouuxcs 6yks npu mudposanuu. [lycts ¢ -
3amu@POBAHHBINA TEKCT, IPUYEM AJITOPUTM MHU(PPOBAHUS HEU3BECTEH.
Ecnu u3BecTHO, YTO HMCHOJIb30BaJICS OOBIYHBIN AHMIUACKUN andaBUT
u 3Havenue ci(c) 6auzko k 0,065, TO 3TO AAET OCHOBAaHHE NOJIATATH,
YTO MCHOJIL30BaJjICA WKHEP, COXpaHAOIKUA 4acTOTh. Bo3MoxKHO, UTO
310 wudp npoctoit 3amedsl. B curyauuu, korga 3HaucHue ci(c) na-
seko ot 0,065, MOXHO MpPEAIOJIOKUThL, YTO HCIOJIL30BAJICH MNP,
HE COXPAHSIOUMA YACTOTHI, UJIM K€ TEKCT ObLIT 6ECCMBICTIEHHBIM, UJIH
)Ke HCroJib30BaJics aApyroit andgasur u T. n. OJHUM CJIOBOM, YTO-TO
0Ka3aJioCh He TaK U HeobxoauM bosiee r1yOOKHit aHAINS.

OnauHako BepHeMcs K mngpy Buxenepa. IlycTs Mbl npaBusibHO onpe-
eI JJIMHY KJto4da, paBHyo t. Tenepb HY»XHO HaWTH caM KJIOY.

Onpedenenue xaroua das wugpa Buocenepa

l'ucrorpaMma, mocTpoeHHasi [0 CTAHAAPTHBIM 4YacTOoTaM OyKB B
A3bIKe (B PACCMATPUBAEMOM HHXKE [IDUMEPE OHA COOTBETCTBYET TabJu-
1€ YacTOT OyKB aHIVIMICKOrO sI3blKa U3 JeKIuu 4), uMeeT CBOU OTJIU-
yuTeabHble 0cobeHHOCTH. OHM 00'bSACHSAIOTCA KpaifHe HepaBHOMEPHBIM
UCIIOIH30BaHHEM OYKB B AHIVIMACKOM si3blKe. ITa HEPABHOMEPHOCTD
KaK pa3 u 103BoJisieT 3 PeKTUBHO NPUMEHATH YaCTOTHBIM aHAJIN3.

ABCDEFGHI JKLMNOPQRSTUVWXY Z
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IIpexxe Bcero obpamaroT Ha cebsi BHUMAHHE <«IIHKH», COOTBET-
crBytomie 6ykBamM A, E,H, I, N,O, R, S,T, u «NeHbKHU», COOTBETCT-
Bytowiue J, Q, X, Z. Ilpu 5TOM HEKOTOphIE «IUKU» CTOAT PSIAOM, JAXKe
ecTsb 1enada tpoiika: R, S,T. Bce BMecTe maer BecbMa criel{uguyecKuit
penbed.

Ecnun ucnosnb3yercst casur, cKaXkeM, Ha 4, TO KADTUHA U3MEHSIETCS
LUKJINYECKH:

ABCDEFGHI JKLMNOPQRSTUVWXYZ

Mb1 HabsmonaeM UUKJIMYECKHi caBur pesibeda Ha 4 egunuibl. Ec-
JI1 He 3HATh BEJIMYUHY CIABHUIA, TO €€ HETPYIHO BOCCTAHOBHUTH, PYKO-
BOJICTBYSICb 3[IPABbIM CMBICJIOM.

5. PoTopHble MalINHBI

MosxHo ycoBepmeHcTBOBaTh Wudp Buxkenepa, paccMaTpuBas B
Ka4gecTBe MOBTOPSIONIErocsl KJ0Ya KOMOMHAIMIO NPOU3BOJBLHBIX 3a-
MeH: 01,09,...,0;. JTO 03HAYAET, YTO EeAMHUIBI MCXOTHOIO TEKCTA
mimi4smy42t - - . Ipeobpasytoresa B ¢; = o1(my), a+t = o1(Mi4e),
c142t = 01(mysat),..., EAUHULBI Mg, Mo+t, May2t COOTBETCTBEHHO B
c2 = 02(ma), ca4t = 02(Maye), 242t = 02(Mmatat),... U T. 4.
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IIpu B3OMe Takoro mudpa, Kak U B ciaydae wudpa Buxkenepa,
BHAYaJIe HY>KHO OINPEAE/UTD JJIHHY KJI0Ya t. ITO MOXKHO JIeJIaTh C UC-
noJsib3oBaHueM TecTa Ka3ucckoro Tak ke, Kak B ONMUCAHHOM CJIydae.
Hanee njs onpeznesieHds MOJACTAHOBOK 01,03,...,0; MOXHO [pPHMe-
HUTb YACTOTHBIA aHaJIU3.
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Samauu u ynpa>kHeHus

3agaua 6.1. BuibpaTh a3k (andasut), MaTpuiy mudpoBaHHUs
mudppom Xuija pa3Mmepa He MeHee yeM 3 Ha 3 u 3amudpoBaTth ¢ppaldy
Mos gamuaus... (MOXHO BbIOPATH APYTyIo ppasy UM UCIOJIL30BATH
ApYroi si3bIK).

3agaua 6.2. [Tocrpouts mudp Buxkenepa ¢ gnuHOlt Kio4ya HE
MeHee 4yeM 5, BbIOpaTh ¢ppa3y AJauHbI He MeHee uyeM 50 3HaKOB, ouud-
poBaTh ee M 3amUpPOBATH, HUCHIONBL3Yst NocTpoeHHbIN wmudp. [pu-
BECTH BBIYHCJIEHHUs] JUIMHBI KJIIO4Ya, UCHOJb3ylomue tect Kasucckoro
(T. e. BBIUKMCINTD 3HaueHus pyHkuuu Kasucckoro nmisi npopexeHHbIX
TeKCTOB). COOTBETCTBYIOT JIM BbIYUCJIEHUS] TEOPUHT

3anaua 6.3. Jloka3aTh, 4TO KpaTHOE BBINOJHEHHE WHpa 3aMe-
Hbl JUI pa3/IMYHBbIX KJIO4ei 01,09 € S, (n — MomHocTh andasuTa)
PABHOCHUJIBHO OJHOKDATHOMY LIH(MPY 3aMEHbI.

3anaya 6.4. YTo MOXXHO CKa3aThb O KOMITO3ULUK JBYX LIN(MPOB
[EPECTAHOBKHU C KJIIOYaMH Ty € S;,, 7o € Si.7

3anauya 6.5. /loka3zarh, 4yTo KOMIo3uuus ABYX mudpoB Buxke-
Hepa Ey, , By, c xmodamu ki, ky anunbl Uy, ly COOTBETCTBEHHO CHOBA
spisiercs: wudpom Bikenepa Fy, ¢ kmodom k3. YeMmy paBHa AyuHa
13 KJ/II04a kg?

3angaya 6.6. IINMOPOI'PAMMA Ne 1:

GHQTJBSQRLNTUSFVSQPW
67161991181617 11131920 185 21 18 16 15 22
ZEZXSEYMRVGHQXGCIOWS
2564252318424121721671623628142218
FEEURLRRQWEVNSXGAOZWH
442017111717162211211318236014 25227
RCUEDVSFWLUEFLWBRKMK
1722043211852211204511221 17101210
DUUXWOEMYLVFGPSADPIN
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320202322144122411215615 1803158 13
RLATAAGDEHVDQC
171101900634721 3162

N3BecTHO, uTO 3Ta mudporpamma nonyyeHa mugppom Buxenepa.
Andasut anrniickuit — 26 6ykB, 3aHyMepoBaHHbIX 0T 0 10 25. J{nuna
KJIOYa HEM3BECTHA.

1) Boiuucaurs quny kiroya. 2) Haitu kmou. 3) Haiitu 3ammud-
POBaHHBIA TEKCT.

3agaua 6.7. HINOGPOI'PAMMA Ne 2:

INOHEXKYYHNbCABALQBTHTK®
262328711242023291841702311991911 21
BPAr b CONHUIXYPXKOIIITHT

29 12 327 29 18 31 16 10 30 22 24 17 22 11 21 25 16 14 19
ASMHIOCHANUYIOKHNIIXHPXJOA
03013143118 14322324 16 11 28 25 22 14 17 22 12 32
JYYNONOABCOXHIETA3TTD
122424231516154 27 181522 10 26 512 8 12 12 21
QIITALQCBOOBEPHhTOKKCAI
2325191223181151529617291915311118 3226
AYYBIOXEXBHIOHWHJIPIIINHEPP
024202716225222143191217252329517 17
TEOXUHIICHPEBDBDPHHULNIOPDBHY
1951522101426 18 27 6 1 27 14 9 23 23 17 27 28 24
WXCUKONIWAAHAAXPKYI[bC
2571823111623251232 14947171120 26 29 18
ASMYYCPIILNHUPKIYYAACAT
0301324241817122523917112420032180 19
YYHCHIIOHOO3BbYKIOXHALQIC
2020 14 18 925 1514 16 16 8 27 24 28 16 22 10 23 23 18
BHXKAXIHAEINY YN IIKJTHIK
2822113222 26143252620 2428251112199 26 11
EHYPDXHUISMWMHAELIII AXHI
514201727 2210303026 14 32526 26 230 7 10 26
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KBIHPHHIICBTAIIYCD
11 281417149 23182190 25 24 18 27

W3BecTHO, uTO 3Ta wWrdporpaMmma nonydena wudpom Buxenepa.
Andasutr pycckuit — 33 6yksbl, 3aHyMepoBaHHble oT 0 10 32. dnuna
KJII0Ya HEU3BECTHA.

1) Boryucauts anuny kmova. 2) Haitu kmou. 3) Halitu sammd-
POBaHHbIN TEKCT.

3agaua 6.8. /1y Kakoro si3blka MHIEKC KOCOBHaAeHus abcosoT-
HO GeccMbICJIEHHOr0 TeKcTa 6oJibIle: JJ1 PyCCKOro, aHITHACKOTO WM
apMsiickoro? OT Yero 3aBHCHT BEJIMYMHA CTAHAAPTHOIO MHIAEKCA KO-
COBIAJEHHUS MPU OJMHAKOBOM KOJIMYECTBe OYKB B SI3LIKAX?
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Jexyua 7

I'pynnet

1. AKCHMOMBI rpymnmnbI

I'pynnoti Ha3bIBaeTcs: MHOXXeCTBO G C OINpeJIeNIeHHO| HAa HeM Ou-
HAPHOI#1 onepanueil, 06bIYHO Ha3bIBAEMOH YMHOJICEHUEM, CO CTAHAAPT-
HbIM 0DO3HAYEHHEM: ¢ = a - b, W ¢ = ab, yAOBIETBOpSIIOLIEH Cleay-
IOLIMM AKCHOMAaM:

1) (a-b)-c=a- (b-c) (accoyuamusnocms),

2) cywecrByer ssneMeHT 1 (edunuya), AN KOTOPOrO BEPHO TOX-
JECTBO

a-1=1-a=a (cywecmsosanue edunuydi),

3) mna mo6oro 3NeMeHTa a CyUIeCTBYET obpamubili saemenm a~
TaKO#, 4YTO

a-a'=a"1 a=1 (cywecmeosanue obpammoz0).

Ecnu Ha rpynne G BBINOJHEHO TaKXe TOXJAECTBO KOMMYMAMue-
nocmu a - b = b - a, TO Takas rpynna Ha3bIBAETCA KOMMYMAMUGHOTU,
uiu abeaesoti (B 4eCTh HOPBEXKCKOrO MaTeMaTHKa Abessi, JoKa3aBLie-
ro CyLIeCTBOBaHHME YDABHEHHIA 5-if CTENEHH 1epa3pelluMbIX B PaJUKa-
nax).

AbeneBbl rpyNIbl 4acTO 3alMCHIBAIOTCA aJAUTHBHO, TO €CTh BME-
CTO ONMEPALUH YMHOXEHUS IPUMEHSIETCS OMEPALUsl CI0XKEHHUs. ITO B
OCHOBHOM OObSICHSIETCSI TEM, YTO MHOTHE YHCJIOBblE CHUCTEMBI U aJI-
rebpanyeckie CTPYKTYPbl MCHOJIB3YIOT OMEPALMIO CJIOXKEHHUSI, OTHO-
CHTEJILHO KOTOPOH OHH SIBJISIIOTCS abeJIeBHIMH DYNIIAMH, TO €CTh Bbl-

1

TIOJIHAIOTCS CJIEAYIOUIME aKCHOMBbI:
1) (a+b)+c=a+ (b+c) (accoyuamusrocms),
2) a+0=0+ a = a (cywecmsosarue nyas),
3) a+(—a) = (—a)+a = 0 (cywecmsosanue nPomMuEONOA0IHCHO20
anemenma,),
4) a + b= b+ a (xommymamuerocms).
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ITpumep 13. Abenesvt addumustvie 2pynno:
(Z,+) - epynna yeanz wucea,

(Q,+) - zpynna payuorasvhuT wucea,

(R,+) - 2pynna sewecmeennmr wucea,

(C,+) - 2pynna xomnaexcrox wucea,

(Zn,+) - epynna ewuemos modn,

(F(z],+) - 2pynna mnozousenos nad noaem F,
(Mn[K],+) - 2pynna mampuy nad xoavyom K.

Bo Bcex rpynmax npuMepa Ha MX OCHOBHBIX MHOXECTBaX, KpoMe
CJIOXKEHM s, ONpeJesieHa onepanust yMHo>KeHus1. Ho korja MbI paccmat-
puBaeM aJAUTHBHYIO rpymmy, Mbl Kak Obl 3a0biBaeM 06 OCTaJIbHBIX
onepayusx. ['pynna cocTOMT U3 MHOXXECTBA C ONpPeleIeHHON Ha HEM
OLHOI1 ornepauuei.

Cy1ecTBYIOT €CTECTBEHHbIE MYJIbTUIIJIMKATHBHBIE PYIIIbI, IPOUC-
XOZSILIME U3 YHCJIOBBIX M ajrebpandeckux cucreM. B kauecTBe rpyn-
I0BO#1 onepauuyu bepercst onpeJie/IeHHoe Ha OCHOBHOM MHOXKECTBE yM-
HOXKeHHe (OCTaIbHble ONEpPALK — CJIOXKEHHUE U JPYTHe B ONpeJe/eHuH
He y4YacTBYIOT). My/bTHIIMKATHBHbIE TPYMNIbI He 06si3aTEsIbHO abe-
JIEBBI.

IIpumep 14. Ecau K - accoyuamuehoe xoavyo ¢ 1, mo mmoorce-
cmeo ecexr ezo obpamumnz (no ymmoocenuro) snemenmos K* obpa-
3Yem 2PYNNY N0 YMHONCEHUI, HABBAEMYIO MYALMUNAUKATNUBHOU
epynnoti xoavya K (ecau K = F noae, mo F* - myavmunauxamus-
HaA 2pYnna noax).

Hanpumep, Z* = {1,—1} - My pTUN/IMKATUBHAS IPYNNa KOJIbLA
uesnbix yuced, GL,(K) — rpynna HEBBIPOXKAEHHBIX MATpPHUIl HaJ ac-
counaTuBHbIM KoJiblioM K ¢ 1. 3ameruM, uyro rpynna GL,(K) npu
n > 2 He KOMMyTaTHBHa (HeabeseBa).

Ecsn B rpynne G koHeuHOE YKMCJIO 12 3JIEMEHTOB, TO F'OBOPAT, 4T0 G
- Konewnan gpynna nopadka n: |G| = n. B nporuBHOM ciiyyae rpymmy
G Ha3bIBaIOT beckoneunot.
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Ilycts G — HekoTopas rpymna. Ecnu H - rpynna, cogepxaiascs
B G: H C G, npuueM onepauuss B H unayuupoBana onepanueit B G,
TO roBopst, 4t0 H nodzpynna rpynnel G, 1 0603Ha4a0T 3T0T (PaKT
kak H < G.

Ecnu g € G - aneMenT rpynmsl, To Bee ero crenenu {gk|k € Z}
=< g > o6pa3yloT noArpymnmy, KOTopasi Ha3blBAeTCS UYUKAUNECKOU
nodzpynnot, noposcdennots snemenmonm g. Ilpu sToM cuuraercsi, YTO
g° = 1. Ecin G =< g >, To roopsr, uto G — yuxauveckas zpynna,
NOPOHCOEHHARA IAEMEHMOM (.

Ecmu g% = 1 g1 HEKOTOPOrO IEJIOTO MOJIOXUTENLHOrO K, TO HaU-
MeHblIIee k C YKa3aHHBIM CBOMCTBOM HA3bIBAETCS NOPATKOM IAEMEHTA
g:lgl = k. B atom ciywae < g > = {¢° = 1,9,¢%,...,¢*"!}. Ecau
TaKOro k He CylIeCTBYeT, TO NOATPYINa < g > OKa3blBAaeTCs HeCKoHed-
HOU LUKJIMYECKOit rpymmnoii. [Ipu 3TOM roBopsT, 4TO NOPSAI0K 3/1€MEH-
Ta g beckonenuen. 3aMETUM, YTO B DECKOHEYHOI LMKJIMYECKON rpymme
< g > paBeHcTBO creneneit g¥ = ¢! Bneyer paBencTBO nokasaresneil
k = l. Bo Bcex ciyuasx nopsifok moArpymmsl | < g > | paBeH IO
OIpeJENeHHUIO NOPsAKY |g| smeMeHTa g.

(4

IIpumep 15. Mampuya a = < (1) (1) > umeem 6 gpynne GL2(Z) no-

padox 2, mampuya b = ( 1 > 6 moti arce epynne GLo(Z) umeem

01
becxoneunniti nopadox. Ecau paccmampusams epynny GLo(Zs), mo e
neti NOPAJOK snemenma ¢ = ( é ] ) (snewmne eveardsujezo xax b

8 npeduidyujem caywae) pasen 5.

2. Teopembr Pepma, Jitnepa, Jlarpan>ka

Crnenyoiue yTBep>KAEHUST XOPOLIO U3BECTHHI B TEOPUU YHCEJL.

Teopema 16. (Maaas meopema Pepma). ITycmo p — npocmoe wuc-
20, @ — yeaoe wucao, 63aumno npocmoe ¢ p: nod(a,p) = 1. Tozda
CNPasedauco cpasHenue
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aP~! = 1(modp). (2.1)

Teopema 17. (Teopema Siirepa). ITycmv n > 2 - yeaoe noaoxrcu-
meavroe wucao, p(n) — gynxyus Faepa. ITycmo a - yeaoe wucao,
63aumro npocmoe ¢ n: nod(a,n) = 1. Toeda cnpasedauso cpasnenue

a®™ = 1(modn). (2.2)

Jnst Hac BaXKHO OTMETUTH, YTO paBeHcTBa (2.1), (2.2) He TOsBKO
xopouio GOpMYIUPYIOTCA Ha, sI3bIKE TEOPUH T'PYII, HO NMPEACTABJISIOT
coboit yacTHBIE Clly4dau cieayouei 6osiee obuielt TeopeMsbl.

Teopema 18. (Teopema Jlazpanoica). ITycmov G - xoneunas 2pynna,
H < G - ee nodzpynna, mozda nopadox |G| epynnw G deaumca na
nopadox |H| nodepynnw H:

|G| = |H||G : H|.
Yacmnoe om deaenus, oboznavennoe |G : H|, nasweaemcs undex-

com nodzpynnw. H 6 zpynne G.

B yacrHocrH, nopsigok |G| rpynnbst G penurcs Ha mopsinok |g|
Joboro ee sjieMeHTa.

Cneacrsue 19. 1) ITycmoe n = |G| - nopadox epynnw G, g € G -
npouseoavhviti saemenm. Tozda g = 1.
2) Haobopom, nycmv m = |g| - nopadox ssemenma g € G u

g7 = 1. Tozda q:m (6 wacmnocmu, n:m).
Hoxazameavcmeo. 1) lyets k = | < g > | = |g| - nopszok
snementa g. ITo Teopeme Jlarpanxa n = kl, | € Z. Torga g™ = (¢*)! =

=1=1.
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2) Pazgenum c ocratkoM: g = m-s+ 71,0 <7 < m. Torna 1 =
=g7=(¢g™)°-g" = g", 94TO NPOTUBOPEYUT Npu T > () MUHUMAJILHOCTH

m. 3uauuT, r = 0 u g'm.

Tenepb MOXHO OGBACHUTHL, nodeMy Teopembl 16 u 17 (Pepma u
dilnepa) ABJIAIOTCA YACTHLIMHU CIy4asMHu Teopembl Jlarpamxa.

B ycioBusix Teopemst 16 paccmorpum rpynny Zy 06paTHMbIX 3J1e-
MeHTOB noJsisi Zp. Kak Mbl 3HaeM, B mosie Z, 00paTUMbI BCE 3JIEMEHTHI,
kpowme 0. Ilopsinok rpymnst Zy pasen p — 1. Ilo Teopeme Jlarpamxa
06Ot JIEMEHT g € Zy rpynibl yAOBIETBOPSIET PABEHCTBY gP =1
Ha sa3bike cpaBHEHHIl 3TO €CTh HY YTO UHOE, Kak (2.1). 3ameTum, yTO
B Ka4yecTBe g MOXKHO bpaTh Jil06oe uucio a € Z, B3aMMHO IIPOCTOE C
p. VIMeHHO Takue 4MCsIa ABJISIOTCS MMEHAMM 3JIEMEHTOB rpynnsl Zj.

AnajnoruyHble pacCy>XJeHUsl MOAXOAAT U Jisi Teopembl 17. O6-
paTuMbl modn TOJIBKO T€ YUCJA @, KOTODble B3aHMHO IPOCTHI C 7
Hog(a,n) = 1. [lopsigok rpynmer Z}, 06paTUMBIX 3JIEMEHTOB PABEH IO
onpeenenuio @(n). 3nauut, o Teopeme Jlarpamka a?(™ = 1, uto Ha
A3bIKe CPABHEHMH 3amuChIBaeTCs Kak (2.2).

IIpenno>xkenne 20. ITycmo a,b - asemenmu epynnwu G, umerousue
83aumho npocmuie nopadxu: |a| = k, |b| = l: nod(k,l) = 1. Tozda u3

pasencmea a” = b ewmexaem, wmo r:k, s:l u, 3navum, a” = b = 1.

Hoxazameavcmeo. Ilpeanonoxum, dro a” = b° # 1, torma
noa(r,k) = d # k, non(s,l) = ¢ # L Torma a™/¢ = 1, o B 3TOM
ciyqae b%/? = 1, 4yero He Moxer 6biTh, Tak Kak HOA(sk/d, 1) = c # L.

[Ipensoxenue AoKa3aHO.

IIpensoxxenne 21. ITycmo a,b — saemenmu abesaesot zpynnu A,
umerouwue 63aumno npocmue nopadxu: |a| = k,|b| = l. Tozda aae-
menm ¢ = ab umeem nopadox |c| = kl.

Joxazameavcmeo. fcuo, uto ! = (a¥)!(b')* = 1. [Ipeanonoxunm,

uTo |c| = m. Toraa ¢™ = a™b™ = 1. B atom caysae a™ = (b~1)™.
Tak Kak MOpsKYM B3AaMMHO OOPATHBIX 3JIEMEHTOB OJIMHAKOBHI, |b~1| =
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= . Tlo npexnoxenuio 20 nony4aem pasedctsa a™ = 1, b™ = 1. Ilo
teopeme Jlarpanxa m:k, m:l, HO TOrJa B CHJIy B3aUMHOI NPOCTOTHI k

u | nonyyaem m:kl, 3uauur, m = kl.
[Ipensoxkenue moKa3aHoO.

ITpennio>xenmne 22. ITycmv A - xonewnas abeaesa zpynna. Ipedno-
AOHCUM, YO dAeMeNM @ € A umeem nauborvbwuti nopadox |a| = m.
Toz0a nopsadox |b| wobozo dpyzozo ssemenma b deaum m, caedosa-
meavho, b™ = 1.

Hoxazameavcmeo. Ecmu A = < a > — UUKINYecKas rpymnmna, To
yTBepxKeHue cieayer u3 reopembl Jlarpanxka. Ilycrs nopsigok k = |b|
HEKOTOpPOro ajieMeHTa b € A He gesmt m. TorJa B pa3joKeHusaX yucest
k,m 1o cTeneHsM NPOCTLIX OTHOCHTEJIbHO HEKOTOPOro P I0Ka3aTellb
crenenu Ans k Gyzer 6osbiue, yeM is m : k = p*ky, m = pPky,
roe f < a, vHoa(ki,p) = 1, ¢ = 1,2. DnemeHT bF1 umeer mopsimok
[b*1| = p*. Dnement a?’ umeer nopsaaok ko. Tak kak Hom(p, k2) =
1, no npeaJioxxeHuo 21 3j1eMEHT a”’b*1 umeer HOPSIA0K |a”Bb’°l| =
kop® > kopP, 4TO MPOTHBOPEYHT MAaKCHMAJIBHOCTH 1.

[Ipennoxxenune qoKa3aHo.
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3azayu U ynpakHeHUs

3agaua 7.1. CKOJBKO pellleHuii HMeeT ypaBHEeHHe Buga T2 = b B
rpynne Z3,? [IpusecTu Bce BO3MOXHbIE CIIydaH.

3apgaua 7.2. Byaer 1M yukian4eckoil MyJbTUIJIMKATABHAS TPyN-
*
na 25,7
3anaua 7.3. CKOJIBKO MOPOXKJAIOUUX 3JIEMEHTOB B MYJILTHUILIU-
KaTuBHON rpymne Z3,?

3apava 7.4. Joka3aTh, 4To abeJieBa CpYIIa NOPSAIKaA Pg, TAE D, ¢
— pa3/IMYHBIE MPOCTHIE YUCJIA, 00S3aTENBHO LMKJIMYECKasi. BepHo jm
9TO yTBepXJeHue B caydae abeseBoil rpynmbl mopsiaka p>(p — mpo-
croe)? Ilocrpouts mpumep HeabesieBoit (3aBEZOMO HELHUKJIMYECKOIA)
rPYIIbI NOPSIAKA Pg, TAE P, q — TAKXKE PA3JIMYHbIE IPOCTHIE YUCJIA.
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Jexyua 8

Koneunnie nmons

1. IIpocTble KOHEYHBbIE I0JIA

W3 nekuuu 2 Mbl 3HAEM, YTO B KOJIbLIE BbHIYETOB Z, 00paTHMBbI
T€ U TOJBKO Te 3JIEMEHTbl m, Adsi Koropbix Hog(m,n) = 1. Ecmm
N = p — MPOCTOE YUCJIO, TO U3 NMPUBEJEHHOIO YTBEPXKEHUS CJIEJYET,
4TO B KOJble Z, o6paTumel Bce Bbiderhl, KpoMe 0. Hamomuum, uro
noAem Ha3bIBAETCA KOMMYTATHBHOE aCCOLMATHBHOE KOJbIO C 1, Bce
HEHYJIeBbIe 3JIEMEHThI KOTOporo obparumsl. MTak, cnpaseanusa

Jlemma 23. Koavuyo eviuemos Z, ABAAEMCA NoAEM MO020a U MOALKO
mozda, K020a M = D — NPOCMOE “UCAO.

Ilona Z,, p — npocToe, Ha3bIBAIOTCA NPOCTABMU NOARMU. JII06OE
KOHe4Hoe noJie F' coepxuT HekoTopoe npocroe none Zj,. [eitcTsu-
TensHo, 1 € F,3nauut, 2 =14+1,3=1+1+1,... n=1414---41€
€ F, Ho B cuny KoHeyHOCcTH F' Bce Takue 3J71eMEeHThbl He MOTYT OBbIThb
pa3nuuyHbiMU. Ecin, Hanpumep, n = n+ k B F, To k = 0. Haumenn-
wee uuciao k = 0 B F gomkHO 661Th npocThiM. Ecimt 661 370 6b1710 He
Tak 4 k = rs, To u3 0O6paTUMOCTH T CIEAYET rlk=s=r"10=0
B F, uro nporuBopeunt mMuHuManbHoctu k. Utak, k = p — npocroe
YKCJI0, KOTOPOE Ha3bIBAETCS Tapaxmepucmuxol nois F. DneMeHTbl
0,1,...,p— 1, oueBuaHO, cocTaBisIOT npocroe none Z, C F.

DJieMeHThl 011 F' XapaKTepUCTUKH p MOXKHO YMHOXATb Ha 3Je-
MeHThl noanons Z,. OTHOCUTENBLHO 3TOi Onepalyy U ONepalyiu CJIo-
)KeHus: B F' MOXKHO pacCMaTpuBaTh noJie F' Kak BEKTOPHOE NMPOCTPaH-
ctBo HaJ Zy. Toraa cymecrsyer 6a3uc ey, ez, . . ., €y, ¥ 000 S/1€MEHT
w € F oaHO03HaYHO 3alIUCBIBAETCA B BUAE W = €] +agez+- - -+ Qr€p,
rae a; € Zy. Orciona nonyuaem, uro |F| = p", rae |F| o6o3navaer
nopadox (4ucso snemMeHtoB) noyst F. Mbl BuguM, 4To 11060€ KOHEYHOE
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noJie UMeeT NpUMapHbIil nopsagok p”. U3 anrebpel u3BecTHO, YTO IO-
Jie mopsifika p” BCerja CyUIeCTBYET JJIsl JII060ro npocToro p u iroboro
HaTypaubHOro 7. MOXXHO [0Ka3aTh, YTO C TOYHOCTBHIO 40 n30MOpdu3-
Ma Takoe nose eauncTBeHHo. OHO obo3nauaercs Kak Fpr. 3amerum,
uro F,1 = Z;,. IIpocTeie noas MOXHO elle ONpeAenaTh Kak Nons, He
cozepxaliue cobCTBEHHbIX (T. € He COBIAJAILIMX CO BCEM IOJIEM)
NOAMNOJIEH.

ITpuBeneHHOe BbILIE pacCyXKJeHHE CIIPaBeJJIUMBO Takxke AJjs bec-
KoHeuHoro nons F, B koropom p = 0 a/iss HEKOTOPOr0 MUHMMAJILHOTO
HaTypaJsibHOro (06513aTeJIbHO IPOCTOro) 4ncia p. B sTom ciyyae nose
F umeer 6eckoHeuHyio pa3mepHocTb HaJ Z,. Ecin ke B HEKOTOpOM
none F He BhinosHsieTcs paBeHCTBO p = 0 HM AJis KAKOTO OPOCTOrO
D, TO MOXHO JIETKO [I0Ka3aTh, UTO [oJie F' CONEp>XXUT MOAMNOE PaLHo-
HaNbHBIX ynces QQ — e JMHCTBeHHOE HECKOHEYHOE [IPOCTOE M0JIe, XaPaK-
TEPUCTUKA KOTOPOro, a 3HAYUT U noss F, no onpeneneHuio cuuraercs
paBHoit 0.

2. ITocTpoeHne KOHEeYHBIX MoJiekt

Hnst Hyx 1 KpunTorpadguu BaXKHO YMETb CTPOUTh KOHEYHbIE I10JIs,
yMeTh OJHO3HAYHO 3AMMCHIBATH MX 3JIEMEHThbl U 3(P(HEKTUBHO BBINOJI-
HSITb OCHOBHBIE ONEpAlU CJIOXKEHUsI M YMHOXeHus.. BaxkHo Takxke
yMeTb 3(p(EeKTUBHO BBLIUYHUCIATL OOPATHBIE JJIsi HEHYJEBLIX 3JIEMEH-
ToB. Bce 3TO MOXHO AenaTh, 4TO o3BoJsieT 3¢peKTUBHO MCIONb-
30BaTh KOHEYHBbIE IIOJISI B KauyecTBe MAaTGOpM st WKudpOBaHUS U
Kpunrorpaguyeckux poTOKOJIOB.

ITycts Tpebyercsa nocrpouts Konewynoe noJse Fyr. Jlns Toro urobb!
3TO CAENAaTh, BHIOEPEM HEpA3JIOXKUMbIA Ha MHOXUTENH (HENPUBOIU-
Mblit) MHOroueH f(z) € Zp[x] oT ogHON nepeMeHHON T ¢ KO3bPULH-
eHTaM¥ U3 POCTOro nons Z, Hy>Hoi HaM cTenenu 7. HamomuuM, 4To
10| HEPA3JIOXKUMOCTHIO f(Z) IOHMMAETCS OTCYTCTBHE IPEJCTABJIEHUS]
f(z) = g(z)h(z), roe muorousnens g(z), h(z) € Z,[z]) umeroT cremne-
HHM CTPOrO MeHblue, ueMm creneHb MHorowieHa f(z). Ilpencrasnexue
Buga f(z) = a(a™!f(z)), rae 0 # a € Z,, pasnoxenuem He Cuu-
Taercs. Bcerga MOXXHO CYUTATh, YTO KO3((PHUIUHUEHT nepe] CTENeHbIo
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z" B 3amucu f(zr) pased 1. I3 anre6pbl U3BECTHO, YTO CYyLIECTBYET
HENIPUBOAMMBI MHOTOYJIEH JIIOOOi Hamepe 33JaHHOi CTENeH! T.

B kadecTBe OCHOBHOrO MHOXECTBA 3JIeMEHTOB 1noJisi Fpr Beibepem
MHO>XECTBO BCEX MHOroueHOB U3 Zy[z] crenenu He Gonbiue yem r— 1.
Jlerko BUOETH, YTO TaKUX MHOI'OYJIEHOB g(:c) = ar_lzr_l + agz’_2+
+ ...+ ag B ToynocTu p”. Muorounensl u3 Fyr cknagpiBaloTcst 06bI4-
HbIM 06pa30oM. J{Jist TOro yTobb! BHINOIHUTL YMHOXeHUE g(x) Ha h(z),
BHavase 6epem npoussesenne k(z) = g(z)h(z) B Zy(z], a 3aTem BbI-
qucnsieM octatok 7(z) npu genenun k(z) Ha f(z) : k(z) = f(z)s(z)+
r(z). 3anuceiBaem: g(z)h(z) = r(z) wm g(z)h(z) = r(z)(mod f(z)).
Mzt BuauM, yro onepauuu B Fyr Boimosmsnores mod f(z). Ha anre6-
panueckoM si3bike Fpr ecTh dakTop Kobio Zy[z] mo uaeany, mopox-
JeHHOMY MHorouyieHoM f(z). 3ayem ke Bce-Taku Oblia HEoOXoxUMa
HEPa3/IoKUMOCTh f(z)? YKa3aHHBIM Bbille CIOCO6OM MBI OIpEesi-
eM onepauuu modf(z), He ucnosb3ysi TpebyeMolt Hepa3JI0KMUMOCTH.
Jeno B TOM, 4TO MOJIEM MOCTPOEHHOE KOJIBLO OKa3bIBAETCSI TOJILKO B
cnyqae, eciu f(z) Hepasnoxum. Ecim JaHHOe yc/ioBHE BBINOJIHSIET-
csl, TO 000N HEHYJIEBO 3JIEMEHT MOJIyYEHHOTO KOJIbL@ — MHOTOYJIEH
9(z) € Zp[z] crenenn cTpOro MeHblUeH YeM T — OKa3bIBAETCsl B3AMMHO
npocteiM ¢ f(z). Ucnonb3ysi 060BIIEHHDIH aNrOPUTM IBKJIMAA, Mbl
MO2KEM I[I0JIyYUTh NPEJCTABICHUE BHIA

1 =g(z)h(z) + f(z)u(z),
4TO JaeT PaBEHCTBO B Fir:

1 = g(z)h(z)(mod f(z)),
[I03TOMY

h(z) = g(z)~! (mod f(z)).

Ecmu f(z) paznoxum: f(z) = t(z)u(z), roe t(z), u(z) — MHOrOUIIEHBI
CTEIEeHU CTPOro MeHblel yeM r, To B nocrpoenHoM mod f(z) koJible
umeeM paBeHCTBO t(z)u(z) = 0. HenyneBbie aieMeHTHI /1106010 KOJIb-
ua (8 manHom ciyd4ae t(z),u(z)), npousBeseHue KoTopbix pasHo 0,
HA3bIBAIOTCS Jdeaumenamu Myas. B mosie He MoxeT ObIThH JenuTesieit
HyJIs1 U3-3a MPOTHBOPEYALIEr0 PaBEHCTBA
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t(z) " (t(z)u(z)) = u(z) = t(z)"0=0.

IIpumep 24. ITocmpoum nose Fs2. Jas smozo evibepem mrozousen
f(z) = 22 + 2+ 2 € Zs[z]. Ecau 6w f(z) 66t pasaoorcum, mo om
npedcmaeanaca 6 6 eude f(z) = (z+a)(x+b). Sremenmu —a, —b €
Zs 6viau 6v. kophamu ypaswenus f(z) = 0. Odnaxo mwu sudum, ¥mo
f(0) = 2,f(1) = 4,f(2) = 3,f(3) = 4,f(4) = 2, m. e f(z) ne
umeem xopheti 8 Zs. IToae Fs2 cocmoum us mmozouaenos cmenenu
<1nadZs5:0,1,...,z,z+1,...,24+4,2z,...,4z+4. Bce onu, xpome
0, obpamumw. 6 Fs2. Buvucaum, nanpumep, (3z + 1)~ Jas smozo
NPUMEHUM ar20pumm Jexauda:

?+z42=0CBz+1)2x+ (4 +2),3z+ 1 = (42 4+ 2)2 + 2,
noamomy
1=(Bz+1)3-(4x+2) = (3z+1)3 - ((z® +z+2) — (3z + 1)2z) =

= 3z + 1)(2z +3) — (22 + = + 2),

3navum,
1 = (3z 4 1)(2z + 3)(mod (2% + = + 2)),

2z 4+ 3 = (3z 4+ 1)} (mod (z? + = + 2)).

3. IUKJIMYHOCTb MYJIbTUIJIMKATMBHOM rpynbl
KOHEYHOrO0 MoJIst

U3 anrebpsl Xopowo u3BECTHO, 4TO MHorodieH f(z) € F[r| napn
nosem F umeer kopeHb o € F Torga m Tonbko Torga, koraa f(z)
nemurca Haz—a ¢ f(z) = (z—a)fi(z), rae fi(z) € F|z] - mHOro4€H,
creneHb KoToporo Ha 1 meHbue crenenn MHorowieHa f(z). Io sToi
NpUYMHE MHOTOYJIEH CTEIEHH 1L HE MOXKET MMETh 60Jiee 1 pa3/IM4HbIX
KopHeil B F.
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3aMeTuM, YTO AJiT MHOTOYJIEHOB C KO3 UUMEHTAMH U3 KOJIbLA
K, He ABJAIOLIErOCs MOJIEM, 3TO CBOHCTBO MOXKET OKa3aThCs Hapy-
IIIE€HHBbIM.

Hanpumep, MHOrouneH 2 — 1 uMeeT B KOsIble BbIYeTOB Z)5 YeThipe
KopHsi: 1,14,4,11.

st coBpeMeHHO# KpunTorpaguu ocoboe 3HaYEHHE UMEET

IIpennoxenue 25. Mysvmunaukamusnas epynna Fyr xonewnozo
noas Fpr yuxauveckas. Imo 3nawum, wmo cyuecrmeyem maxod sae-
menm g € Fpr (om Ha3weaemMCca NOPOHCOGOULLM), YTNO 8CE INEMEHTTLBL
r_
F,- seastomca ezo cmenenamu: Fpr = {g,9%...,97 "1 =1}.
ITopoorcdarousuti aaemenm g 8 obwem caywae He eduHCmMBeEHeEN.

[IpenBapuM [0Ka3aTENBCTBO CJIEAYIOLIUM IPUMEPOM.

IIpumep 26. IToposcdarouum mysvmunauxamusrot epynnwu F; se-
asemca onemenm g = 3: F4 = {31 = 3,32 = 2,33 = 6,31 = 4,35 =
= 5,3% = 1}. Bamemunm, vmo snemenm 2 ne 6ydem nopoorcdarougum,
nockoavky ezo cmenenu 2! = 2,22 = 4,23 = 1,29 = 2,... nepe-
wucastom ne 6ce anemenmou. F7. Mo eudum, wmo ssemenm g € Fir
ABAAEMCA NOPOAHCOMOUWUM 8 TOM U MOALKO MOM CAYHAE, ECAU €20
NOPAJOK, MO eCNb HAUMEHLWAA CMENneHd, paénas 1, pasen p™ — 1.
B smom cayuae sce saemenmum gt g%, ..., 9P ~! pasauvnm, max xax
pasencmeo g™ = gt(m > t) daem pasencmeo g™t = 1.

Aoxazameavcmeo. Ilycts g € Fpr — 371EMEHT MaKCHMMAJILHOTO T10-
psaaka m. Ecmu m = p" — 1, To rpynna F, cocrour u3 crenenei
3/IEMEHTa ¢, I03TOMY SIBJISIETCSI UMKJIMYECKON CPYIION, 4TO U Tpebo-
BAJIOCh JJOKA3aTh

Eciu m < p" — 1, To no npeayioxkenuio 22 u3 Jiekuuu 7 J060i
asemeHT f € Fj- ynosnersopsier paBeHcTBy f™ = 1, TO €CTb ABIAETCS
pewieHueM ypaBHeHusi £™ = 1. OgHaKO B 10Jie ypaBHEHHE CTEIEHH TN
HEe MOXeT uMeThb 6oJiee yem m KopHeil. [losyueHHOe nmpoTuUBOpeYHe
JIOKa3bIBAET IpEJI0XKEHHE.
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4. OuudpoBKa KOHEYHbIX I0JIeit

I ns ueneit kpunrorpaduu Heo6XOAUMO YMETh YCTAHABIUBATH B3a-

HMHO OJHO3HA4YHOE cOoOTBeTCTBUE Mexay uuciaamu 0,1,...,p" — 1 u
3/IeMEHTaMU KOHEYHOro nons Fyr.
IIpowe Bcero 3to Aemaercss B caydae npocroro nons Fp = Zp,

3/1IeMEHTbl KOTOpOro (BbiueThl mod p) MMEIT CTAaHJAPTHBIE UMEHA
0,1,...,p— 1L

IIycts 7 > 2. Snements! nonst Fpr MMeEIOT cTaHAAPTHEIE OHO3HAY-
Hble 3alMCH KakK MHorodiennl f(z) € Zy[z] crenenn He Gosblue yeM
r—1: f(z) = Qr 12" Mooz 2 4. +ag > (r_1,Qr—2,.-.,Q0),
raeo; € Zp,1=0,1,...,7—1. ConocraBum BeKTOpPY (Qr_1,0r_2,-- -,
(p) YKa3aHHOTO BMJA YHMCJIO B P-UYHOM MCUUCIICHUH

_ 2 r—1
(@r-1,07-2,...,00)p=0ap+ar1-p+az-p°+...+0_1-p .
TakuM crrocoboM KaXAblii 3JIEMEHT I10J1s1 [I0JIy4YaeT CBOM HOMEp B Ipe-
ngemax ot 0 go p" — 1. Pasublie MHOrousieHb! (3/1EMEHTHI MOJIS Fyr)
MMeIoT pas3Hble HoMepa. Takyio ouugposky nois Fpr B ganbueiimem

Mbl OyJIeEM Ha3bIBAThH CMAHOAPMHOT.
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3agayumM U yInpa>kHeHUus

3apaga 8.1. IToctpouts koHeuHble nost Fos, F33 u Fg2, ykazas
cooTBeTcTBYOIME MHOrouwneHs! f(z). Haittu nopoxarouue snemeH-
Thl MYJILTUILIMKATUBHBIX I'PYIN MNOCTPOEHHBIX noJeit. Byaer nu ane-
MeHT T (B KaXXJOM CJydYae CBOii) NOPOXJATh MYJIbTHILIMKATUBHYIO
rpymnmy?

3anaua 8.2. JlokasaTs, yro B obom nose F o« conepxurcs exus-
CTBEHHbI (TPUBHAJILHBINA) KODEHb P-il CcTeneHd u3 1.

3anaua 8.3. Ilycts mone Fya nocrpoeno no muorouneny f(z) =
=zt + 23+ 1 € Zy[a].

Ilepeuncauth Bce 3neMeHTHl a € Foi, q1 KOTOpBIX pa3penmo
ypaBHeHue 3> = a.

3anmaya 8.4. [okasarb, 4yro B nosie Foe g noboro a € Fas
pa3pelnMo ypaBHeHue y° = a.
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Jexuyus 9

JAduckpeTtHslit 1orapndpm

Heocmopoocnwii 2yeeprep nomoponuacs o6sAcHumd
MHE 6 60CEMD AET 2028PUPMB, a 6 00HOM

u3 JemCKUT aH2AUTICKUT IHCYPHAA0E MHE TONAAACD
cmametixa npo genomenarvrozo undyca,

KOmopuli po6Ho 6 dee cexyndn Moz u3eaend

Kxopenv cemnadyamoti cmenenu u3 Maxoz0,
CKadICEM, MPUATNHOZ0 “UCAQ, KAK
3529471145760275132301897342055866171392
(xaorcemca, 212, 1o smo neeasrcHo).

B. Ha6oxkos. Ipyrue 6epera

1. OnpeneneHne aUCKpeTHOro Jiorapudpma

HanoMHuM, 4TO nojieM Ha3bIBAETCSI ACCOLMATUBHOE KOMMYTATHB-
HOE KOJIBLIO C 1, B KOTOpOM 06paTuMbl BCe HEeHyJEBbIE 31eMeHThl. Cpe-
JI1 BCEX KOJIell BbIYETOB Z, NOJSIMH SIBJISIOTCSA TOJBKO KOJIbLIa Bblye-
TOB Zp 1o NpoCThIM MoAynaM p. OHU Ha3BIBAIOTCA MPOCTBHIMM KOHEY-
HBIMH TOJIsiMU. JI1060e KOHEYHOe IoJie MMEET MPUMAPHBIA MOPSA0K
p",p - npocToe uucio (xapakrepucTuka noss). OHo 06s13aTENBbHO CO-
AepXKAT noAnose Zy,. 15 KaXx 10ro npuMapHOro 4ucJja p” CymecTByeT
€AMHCTBEHHOE C TOYHOCTHIO A0 U30MOpGhU3Ma MoJIe JAHHOIO MOPSAIKA,
KoTopoe 0603HadaeTCst Kak Fpr.

Hnsi nocrpoenust koneunoro nos F' = Fpr nansoro nopsiaka p”
HY>KHO HaWTH HenpuBOAMMBIA MHorouneH f(z) € Zp[z] crenennu r.
Takoit MHOrouJieH Bcerga cymectByeT. Torga B KayectBe F MOXHO
B3aTh dakTop Koabluo F = Zp[z]/ ua(f(z)), roe ua(f(z)) (ume-
aJ1, MOPOXKJAEHHBI MHOrouJeHoMm f(Z)) COCTOMT U3 BCEX MHOro4Je-
HOB, Jensuwmxcs Ha f(z). Ero snemMeHTHl — MHOrowIeHsl crenenei
<7 —1 Haj Zp, ciioXXeHHe ¥ yMHOXeHHE ocyuiecTBiasiercss mod f(z).
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Mb! BUIMM, YTO 3JIEMEHTHI MOJISI 3aMHUChIBAIOTCA 3(PEKTHBHO KaK:
a+arz+...+ar1777Y @i € Zp,i=0,...,7 — 1.

HanomuuM Tak:ke, 4TO MyJbTHIUIMKATHBHasA rpynna F* mgo6oro
KOHEe4YHOro moJjisi F' nopsiaka p” ABAAETCA LWUKJIWYECKOH TpyMIoi mo-
pagka pm — 1.

9T10 03Hayaer, 4TO B moJjie F' ecTh Takoit sseMeHT g € F', 4TO BCe
3JIEMEHTHI: g, g2, ... #o crenenu p" — 1, paBHO# 1, pa3/JIMYHbBI U COCTAB-
JISIIOT BCE HEHYJIEBBIE 3JIEMEHThI N0JIsA F', TO €CTh MYJIBTHIJIMKATHBHYIO
rpynny F*. Takue ssieMeHTHI ¢ (X BCErja JOCTATOYHO MHOI'O) Ha3blBa-
IOTCSL NOPOHCOGOUUMY FIAEMERTNAMY MYALMUNAUKAMUEHOU 2DYNNB
F*, wnu npumumuenvimu saemenmamu noas F.

duddbu u Xemman [21] paccmorpesn dynkuuu Buga 6 : Z —
— F*,8(z) = ¢* (3mecs F - koHeuHOE mnoJie, g — NOPOXKAAIOLIMI
3JIEMEHT MyJIbTHMILIMKATUBHOI rpynnsl F*). Eciu

g°-=f€eF (1.1)

TO T HA3BIBAETCSI JuUCKpEMHBIM A02apuPmom daemenma f no ocrosa-
nuto g. Mbl 3HaeM, uto ypaBHeHue g© = f paspemnmo aJs Jio6oro
asieMenTa f € F*, npuueM BCerja CyuEeCTBYET €UHCTBEHHOE PEIIEHHE
B npegenax 0 < z < p" — 2. 3anaya HaxoxzaeHusi T 10 f (g cuuraer-
csl 3a/IaHHBIM ) U3BECTHA KaK npobaema duckpemnozo aozapupma. OHa
CYHUTAETCS BHIYUCJIMTENbHO TPy AHOI. To ecTb dynkuus 6(z) = g* mo-
JKeT PaCCMaTPHUBATBLCSA KaK OJJHOCTOPOHHSA (one-way) yHKIHUS U 110-
3TOMY MOXKET MCIIOJIb30BaThCsl (MCIOJIB3YETCs M OYEHb IIMPOKO) AJIst
KOHCTPYHPOBaHUs Pa3JIMYHBIX MIU(ppPOCXEM.

2. HekoTopble IIPOTOKOJIbI, OCHOBaHHbIE€ HA TPYJAHOCTH
HAXO0XKJIeHUsl AUCKpeTHoro Jiorapudma

JlaHHbI# IPOTOKOJI Pa3/ieJIeHUsi CEKPETHOrO KJIIo4a (YHC/Ia) Mex-
Ay aboHeHTaMM MpeAJIOKEH B YIOMSIHYTOM Bblllle 3HAMEHUTON paboTe
Huddpu n Xennmana.
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IIpotokoa 27. (Auddu — Xennmana (Diffie — Hellman))

ITycmv ussecmho boavwoe xonewnoe nose F u nopoorcdarousuti
anemenm g myavmunauxamuenot epynno. F*. Jeym abonenmam A
u B mpebyemca subpamsv cexpemuvim 0bpazom xaxoe-nubydv cay-
watinoe 6oavwoe wucao (cexpemmuwiti KA10%), UCTMOALIYRA YKA3AHHDLE
dannvie 6 xavecmee naam@popmu.. Ilepenucka meocdy aborenmamu
N0 IMOMY N0800Y NPOUCTOOU MO OMKPHIMOMY KAHAAY CBA3U (Ha-
npumep, wepesd Unmepnem). Huxaxot npedsapumenvroti dozoeopen-
nocmu abonenmul we umetom. Cam 6wvbop noas F u nopoorcdarousezo
INEMEHTA § OCYULECTNBAAEMCA NO OMKDPHIMOMY KAHAAY, U NOIMOMY
dannvie F,g asasmomca omxpomumu. Mow cuumaem 6ce aemenmot
noas F nepenymeposannvimu, xax smo obsacreno 8 aexyuu 8.

IIpoyecc paszdesenus Kar0Ma 0p2aHU3yemca caedyrousum o6pasom.
Bnavaae npoucrodum

Yemanosexa

Aborenmu A u B no omxpwmoti cemu dozosapusaromcs o evbope
noas F u nopoorcdarousezo saemenma g.

[anee npoucrodum zenepayus abornenmamu caywatinur (cexpems-
HOZ) wucea u nepedaya 0aHHBLIT NO OMKPHMOU cemu.

Tenepayus caywatinb wucea u nepedaya 0aHHHI NO cemu

Aborenm A ewvibupaem cayuatinvim 00 PA30M HAMYPAALHOE “YUCAO
x, swnucasem Yy = g= u coobwaem pesyavmam abonenwmy B. Tom, 6
c6010 ouepedv, 8vibupaem CAyAtHBM 00PA30M “UCAO Z, BLINUCAREM
u = g° u coobuaem pezyavmam abonenmy A. Samemum, wmo ace
swnucaenus evnoanatomca 6 noae F. Ecau, nanpumep, F = Z, -
npocmoe noae, mo amu evuucaenus sedymcsa modp. Ilepedasaemuie
N0 OMKPHMOT CEMU 3HAYEHUA Y, U 00A3AMEALHO UMEWM CTNAHIGPM-
Hoe umena evuemnos modp, mo ecmv 0 < y,u < p— 1. B cayvae npo-
u36804bH020 KOHEUH020 Noss F umena nepedasaemmur dannu maxoice
cmandapmus (cm. aexyuro 8).
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Pa3deaenue cexpemnozo xawoua

Abonenm A, 3nas T u u, evinucasem daemenm u® = g*% u sanu-
cvieaem ez2o cmandapmmubvim umerem. Abonenm B, anan y u z, evinuc-
azem y* = g*%, maxowce npuceausas emy cmandapmmoe umi. B pe-
3yavmame Kaxcout u3 HuUT yanaem snemenm g=* u coomeemcmaeyro-
Uee eMy HUCAO q — €20 HOMeD npu cmandapmuotl (usu xaxot-nubyds
dpyaoti) nymepayuu saemenmos noas F. Taxum cnocobom onu ¢pas-
Oeauau» CExpemHoe “UCAo q.

HecaHKMOHHPOBaHHbIH [10J1b30BATEIb, IEPEXBATUB g* UK g° UJIA
TO M APYroe, He CMOXET BOCCTAHOBUTb ¢** mnpocTbiM crnocoboM. Ox
JOJKEH pewmnTb jubo mpobsieMy HaxoxieHuss r no y = g%, ymbo
npobJyieMy HaxoXJAeHHs1 z Mo u = g%, nubo mpuayMaTh elle Kakoid-
HUOYb criocob BeIYMCIIeHUsT g&2.

OcraeTcst OTKPBITHIM BONPOC: YIIPOLIAET JI 3HAHHE 3JIEMEHTOB g~
g° HaXOXJeHue 3jIeMeHTa ¢g=% uim 3ta npobseMa B oOlEeM ciiydae 3K-
BUBAJIEHTHA Npo06JieMe HAX0XKAEHUsI AUCKpeTHoro Jjiorapudma? Xors
¢opMyIHpOBKa BOMpPOCa JOBOJILHO MPOCTA, OTBETUThL HA HErO OYEHB
CJIOXHO.

CyluecTBYIOT U Apyrue MPOTOKOJIbI M CUCTEMbI IIM(POBAHUS, HUC-
NOJIL3YIOIIME MOHATHE JUCKPETHOro Jiorapu¢gMa ¥ OCHOBAHHBIE HA
TPYAHOCTH ero Haxoxaenusi. Hanpumep, Db l'amanio npuHAAIEKUT
UJesi, KOTOPYI0 B OOLIUX 4YEPTaxX MOXHO CHOPMYIMPOBATH CJIEAYIO-
UM obpasom.

ITycts A Tpebyercs: nepeaats coobiuienne v abonenty B. DnemenT
¥ MOXKHO CYHTATh MpUHaexamuM moyo F. Kak 3ameueno seile, A
U B MOryT 0OMEHSITHCSI CEKPETHBIM JJIs1 JPYTHX JIEMEHTOM — KJIIOYOM
w. Torma A MoxkeT mepenaTh coobuieHHE B BUAE U + W WM B BUAE
v-w. AboneHT B pacuudpyer ero, mmbo BeluATas w, MO0 A€ Ha W.
B nanHOM ciiyyae MBI IPOCTO MCIOJIB3YEM yXK€ pa3fefeHHbIH KJI0Y.
IIpuBenemM euie Ba MIMPOKO U3BECTHBIX MPOTOKOJIA.
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ITpotokou 28. (Maccu — Omypsl (Massey — Omura))

Bnepewie maxoti npomokoa 6via npedaodcen av Iamanem, uc-
N0Ab306ABUWUM 6 KAHECTNEE NAGMPOPMBL NPOUIEOALLHOE NPOCMOE KO-
Hewnoe noae. Bom novemy on unozda Ha3wvieaemca nPomoKosom San
TI'amansn. Maccu v Omypa pacnpocmpanusy npomoKkos Ha NPOU3EONL-
HbLE KOHEYHDbIE NOAR.

Yemanosxa

Aborenmu A u B no omxpumot cemu dozosapusaromcs o évibope
npocmozo wucaa p u boabwozo xKoneunozo noas F' = Fyr nopadka p™.
Imu dannvie OMEPLIMBL U ACARIOMCA NAAGMPOPMOTE NPOMOKOAA.

T'enepayus cayuatinbiz wucea u nepedada JaHHBIT NO CEMU

Abornenm A umeem cexpemmuoe coobwerue m, npedcmasiennoe 8
sude yucaa 0 < m < p" — 1. Omomy wucay coomsemcmsyem ae-
MEHM NoaR ¢ mem dce obosnavenuem. Jasee on cayuatinvim obpa-
3om eubupaem wucao 0 < x < p" — 2, 83aumno npocmoe ¢ P — 1:
nod(z,p" — 1) = 1. Odnospemenso on evvucasem =~ (mod (p™ - 1)).
Haxoney, A eviuucasem cmandapmuoe uma ssemenma m=.

Ananozuvno abonenm B, xomopuiti doascen noaywums om A cex-
pemmuoe coobuserue m, evibupaem cayuatinoe wucao 0 < z < p' — 2,
83aumno npocmoe ¢ p* — 1: nod(z,p" — 1) = 1. Odnospemenno on
evuucazem 2~ (mod (p" — 1)).

Hanee abornenm A nepedaem no cemu cmandapmHoe UMA daemen-
ma m®.

Abonenm B eviwucasem cmandapmmoe umsa sasemenma m*: u no-
cviaaem e2o obpamuo abonenmy A.

Abonenm A evnucasem saemenm m*= = m® u nocv.aem ezo
cmandapmuoe uma abonenmy B.

Pacwugpposra abonenmom B coobwerus m

-1
Abornenm B evivucasem saemenm (m?)*  =m.
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IIporokona 29. (uab amans (ElGamal))

Imom npomproa maxoce npudymarn Iav [amasrem, wmo 3axpe-
NUAOCH 8 €20 Ha4B80HUY.

Yemanosxa

Bce abonenmpt nexomopot cucmemdvt no omxpumot cemu 0o2086a-
pusatomcs o emgope boavwozo xoneunozo noaa F = Fpr nopadka p’
u aaemenma boapwozo nopadxa g € F*. Xeaameavro, no ne obasa-
MEADHO, YNOOY JAEMEHT § NOPONHCOAA MYALMUNAUKATUBHYNO 2DYN-
ny F*. 9mu daynoie omxpwms.. Myavmunauxamuenas epynna F*
BMECTE C INEMEYMOM § ABARAEMCA NAGMPOPMOT NPOMOKOAQ.

Kaorcdvui us gbonenmos, nycmo amo 6ydem B, evbupaem cexpem-
HOE HAMYPAALHOE YUCAO b U BUNUCAREM CANIAPTHOE UMA INEMEH-
ma g°. 3navenue gb OMEPHMO 0AR OPY2UT NOALI0BAMENET CUCTIEMDL.
Ono nossoasem ym nepedasamv 3acCeKPeveHtvie COOOUEHUR, NPOU-
Mmamo KOMopble MONCEM MOALKO 3Harowull 3navenue b, mo ecmo
moavko abonenm B. Kaxuz-mo ocobwx cexpemunz dozosopennocmet
MENCOY PA3AUNHyMU abOHERMaMU He mpebYemcCA.

Tenepayus caguatlinor “wucea u nepedana danHH®T no cemu

Abonenm A yovuem nepedamv cexpemuoe coobuenue m € F abo-
nenmy B. On angem 3navenue q®, ueparowee 8 dannom cayvae poiv
omxpumozo xaoya. Abonenm A evibupaem cayualinvim obpazom Hna-
mypaavroe wucag 1 < k < p" — 2. Iocaanue, xomopoe on nepedaem
no cemu abonennyy B, umeem eud: (g*, mg®*).

Pacwugposxg abornenmom B coobuernus m

Aborenm B ayaem cexpem b. Bravaae on evivucazem (gF)° = g,

a samem m = (mg%)(g**)~".

ChenaeM HeckDJIBKO 3aMe4YaHHMH K NPUBEJEHHBIM MeTogaM. Mel
UCTOJIb3YeM ABa (hakTa — 3 HEKTUBHYIO 3alUCh 3JIEMEHTOB NoJist F' 1
3¢ PeKTHBHYIO BhdUCIMMOCTb BO3BEJEHHSI B CTENIEHb U YMHOXKEHHS B
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nosie F. 910 mossoJisier nepeaasaTh coobuienne. C Apyroit CTOpPOHHDI,
MCIOJIb3yeMasl 3alIMCh [IepeAaBaeMbIX 3JIEMEHTOB HE JAET BO3MOXKHO-
CTH BOCCTAHOBHUTb COOTBETCTBYIOUIYIO CTENeHb 3jeMeHTa g (OH ¢ury-
PUPYeT BO BCeX NPOTOKOJax) rpynnbl F*) To ecTh pewnTs npobiemy
AUCKperHoro Jorapugpma. Mbl Morin Obl MCHOJIL30BATL BMECTO F™*
mobyto apyryio uukandeckywo rpynny G. Ho obbluHO nukianyeckast
rpynmna 3afaerca kak Habop creneneit: G = {1,g,9%,...,9" '}, |G| =
n, a yMHOXeEHHe B Heill 3amichiBaercsi dopwmyinoit: gFg! = g5t rme
k + | 6epercs modn. IIpu Takoit popme 3anucu npobjiemMa IUCKpPET-
HOro Jiorapu@ma peruaercs OYEeBUIHBIM 00pa3oM — rpaduyecku, co-
OTBETCTBYIOIUIA JorapudM NpOCTO HAMHKCAH KakK nokasarenb. Urak,
BbIOOp 00'bEKTA, B KOTOPOM MPOUCXOIUT IIH(POBAHUE — IPYIIIHI, MO-
Jish ¥ ToMy noo6Horo, ewle 0byc/IoBIUBaeTCs (popMoil 3anKCH €ro 3Jjie-
MEHTOB.

Caabocmu npomoxonos Juppu — Xeaamana, Maccu —
Omypvt u Iav I'amansn

OcHoBHasl c1abOCTh 3aKJIIOYAETCSI B TOM, YTO B JAHHBIX MPOTOKO-
J1aX He MpeJyCMOTpeHa npoueaypa ayreHtudukauuu. [IpoTokossr He
3alIMIIEHb OT TAK HAa3bIBAEMOI aTaKU «4eJIOBEK IocepesinHe», KOrjaa
B3JIOMIUMK BbIAAET cebsi 33 OJHOr0 U3 KOPPECIOHAEHTOB.

3. Atakm Ha AUCKpeTHbI Jiorapudm

[Iycts Fy - koneuynoe mose mopsagka g = p'. Ilycte ¢ — 1 =
= Hp PP — pa3JioXKeHHe 4ucia ¢ — 1 B nmpou3BelieHHe CTeneHeil npo-
CTBIX YHCeJI.

[TpeanosnokuM, YTO BCe MPOCTHIE JEJIUTENH YHCIA ¢ — 1 MaJbl.
B 3sTOoM ciyyae npuMapHOe 4YHCJIO ¢ Ha3biBaercsl riagkuM. Ilpu Ta-
KOM MPEJIOJIOXKEHUH CYLIECTBYET CJEAYIOLIH JOCTATOYHO OBICTPHIH
AITOPUTM HAXOXAEHHs! AUCKPETHOro jorapudma B Fy.

Aanzopumm Cuaveepa — IToauza — Xeaamana (Silver -
Pohlig — Hellman)

[IycTs g — nopoxaatomuit snement Fy.
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Buavasne nj1s1 KaXJ0ro nNpocToro AeauTesns p 4ucjaa g — 1 BbIYMC-
JUM BCe KOPHH p-ii crenenu u3 1: 1, ; = ¢/@~V/P j=0,1,...,p— L.
[TockonbKy 3JIEMEHT g SIBJISIETCSI MOPOXKJAIOIIAM 3JIEMEHTOM MYJIb-
TMILIMKATUBHOI rpymnmnbl FY, Bce BhINMUCAHHBIE 3JIEMEHTHI PA3JIMYHbI.
JIerko npoBepUTh, YTO OHHU SIBJISIIOTCS KOPHSIMH CTEMEHU P U3 1 : r,’,’, ;=
= ¢/ = 1,5 =0,...,p — 1 no Masoii Teopeme Pepma. B mobom
10JI€ PElEeHUH yDABHEHUs] CTeneHH p (B JaHHOM CJlyyae ypaBHEHHUs
2P = 1) He 6oJiee yeM p, 3HAYUT, HALI CIIUCOK IOJIOH.

roT Wwar npoaenbiBaeTcst oauH pa3. Ero pesysnbrar — ciucku 3Ha-
yenuit 1p5,7 = 0,...,p — 1, coxpansorca. Obo3HaYUM TaKO# CIHCOK
Kak ¢/1.

PaccMoTpuM npobsieMy HaxoXXIEeHHsI AUCKPETHOro jiorapudma z:

g =Y

NpH Pa3JIMYHBIX 3HaYeHusx y € Fy.

3aMeTHM, YTO HaM JOCTATOYHO HAWTH jAJisA JIIOOOro p, Nessiuiero
q — 1, BuiveT z(p) = z(modp®r). [TonyyenHble 3Ha4eHUs T(p) MO3BO-
JISIIOT 3anmucaTh Bce cpaBHenus T = z(p)(modp®) ¥ BBIYHCINTD T 1O
Kuraiickoit Teopeme 06 ocraTkax.

Bynem wucnosib3oBaTh €AMHCTBEHHYIO p-HYHYIO 3alUCh YHCJIA
z(p)(modp?r).

[IpeanosoxuM, 4TO

z(p) = To + 1P + T2p® + ... + Ta,—1p** " (modp®),
0<z; <p.

Jlsist TOro uTO6bI BBIYACIUTD Tg, MOACIMTaeM BHadane y9~1/P. B pe-
3yJIbTaTe Mbl MIOJIy4HM KOpeHb p-ii cTenenu u3 1 B Fy. Tak kak y = g%,
10 yI~1/P = g=la-1)/p — g=ola=1/p = Tpzo-

CpaBnuBaeM 7p 5, C 3MeMeHTaMH Tpj, rae 0 < j < p. Haxoxum
TaKOE 3HAYEHHE J, YTO Tp gy = Tpj. SHAYUT, Tg = J.

Jist Toro 4robbl BHIYHCINUTDL T, 3AMEHUM ¥ Ha

11p+...+zap_1p°‘7-‘_1

g0 =g

-z0 gzo+11p+---+za—1p°“

nBw=yvY-g

90



Hosgnlit asieMeHT 3 MMeeT AUCKpEeTHBIR JorapudM, paBHbIi

T—z9=T1p+...+ a:a,,_lpa”_l(modp"’”).
fcuo, uro y;’—l/p = 1. Jaunee:

yfll‘l/l’2 = g(r—zo)(q—l)/p2 = gl@tzapt-)a-D/p = gz1la-1)/p = Tp.ay -

CpaBHHBaeM Tp g, C yieMeHTaMu {7p;}. Haxomum j : mpz) = 7p -
[onaraem z; = j. [Ipomo/mkaeM 9TOT mpouecc, HAXOAUM 3HAYEHHeE

-1
rz=z(p) =g+ Z1p+ ... + Ta,-1p** " (modp?).
Jlanee 3anucpiBaeM CUCTEMY CPaBHEHHIL:

z = zp(modp®?)

JAJIs1 BCEX MPOCThIX JeJuTesell p Yucia ¢ — 1 ¥ HaXOoOuM T, UCIOJIL3YS
aJICOPUTM, MPEeJCTaBJEHHbI B JoKa3aTeJbcTBe KuTaiickoit Teopembl
06 ocraTkax (CM. JIEKLHIO 2).

IIpumep 30. Buwucaunm log, 28 6 nose F3r.
37-1=36=2%.32
Bnavaae cvumaem, wmo p = 2, a9 = 2. Bunuwem I1, dan wezo0
cuumaem
g9™1/2 = 218 — 36(mod37),

caedosamenvno, V1 = {ra9 = 1,r9; = 36}.

Bamemum, wmo /1 umeem eud v/1 = {rop = l,r31 = —1} 6
arobom noae F.

Buuucasem T = x(2)(mod2?) 6 eude

z(2) = 2o + 21 - 2(mod?2?),0 < zg,z; < 1.
Has 3mozo cuumaem

ya~1/2 = 9836/2 — 9818 — 1(mod37).
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3nawum, o = 0, max xax 1 = rap.
Cuumaem dansee:

yIV4 = 9836/4 — 289 = 36(mod37),

caedosamenvho, T1 = 1, max xax 36 =7y ;.
Taxum obpasom,

r = z(2) = 2(mod2?).

Tenept nepetidem K paccmMompenuio cay4as, xozda p = 3, a3 = 2.
Bunuwenm V/1,, 043 wez0 cuumaem:

g9~ 1/3 = 936/3 — 212 — 96(mod37),
g?@~ /3 = 224 — 10(mod37),

caedosamenvno, V1 = {ra0 = 1,721 = 26,722 = 10}.
Bwuucazem T = z(3)(mod3?) e sude

z(3) = 2o + z1 - 3(mod3?),0 < z9,z; < 2.

Las amozo cuumaem

yq—l/3 — 0g36/3 — 2812 = 26(mod37).

3navum, o = 1, max xax 26 = r3 ;.
ITpodoasicaem 6uNUCAEHUR:

y1=y- 270 =28 27! = 14(mod37),

yzll—l/32 = 1436/9 = 144 = 10(m0d37)

3nawum, T, = 2, max xax 10 = r3 7.
Taxum obpasom,

z=12(3) =1+2-3="7(mod3?).
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Cocmasasem cucmemy

z = 2(mod4),
{z = 7(mod9).

FEoduncmeennvim peutenuem cucmemve 8 npedeaar 0 < x < 36 6ydem
x = 34.
Hmax,
234 = 28(mod37), log,28 = 34.
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3amayu U ynpa>kHeHus

Bagaua 9.1. Beiuuciuts Merogom Cusbsepa — IMonura — Xes-
MaHa JUCKpeTHbIi JiorapudMm 3nemenTa 25 B noyie Fy1 0THOCHUTENBHO
MOPOKJAOLIEr0 3JIEMEHTa g = 7.

3anaya 9.2. [loctpouts nosne Fys. Haiitu nopoxnaromuit sie-
MEHT ¢ €ro MyJbTHIIMKATUBHON CPYIIbI F.*,a. Beryucauts gucCKper-
Hblit orapudm logy f mo ocHoBaHuIO g 3nemenTa f = 5c2 + 2z + 6
merogom Cunbsepa — Ilonura — Xennmana.

3apgauya 9.3. Ioctpouts nosie Fga. Haittu mopoxpatouuit age-
MEHT g €ero MyJbTHIJIMKATUBHOH rpynnbl F3;. Beruucauts auckper-
Hblit orapudm logy f no ocHoBanuio g snementa f = 2 + 2z + 2
merogom Cunbbepa — [lonura — XesuimaHa.

3anaua 9.4. [loctpouts mosne Fga. Haittu nmopoxzarouuit aJe-
MEHT g ero MyJIbTHIIMKATUBHOHA rpymubl F3,. Beruucnante aucKkper-
Hblit Jlorapudm logy f 10 ocHOBaHHIO g 3aemenTa f = 734212+ 2z +2
Mmerogom Cusbsepa — [losura — XesuiMmana.

3agmauya 9.5. ITocrpouts nmose F43. Haittu moporxmaromuit sse-
MEHT g ero MyJILTHILIMKATHBHON rpynnbl Fjs. Beruuciauts guckper-
Helit norapudm logy f nmo ocHoBanuio g anementa f = 11 MeTONOM
CusibBepa — [losura — XesnimaHa.

3anmaya 9.6. IIpogemoncrpupoBaTrh Bepcuio ajroputma Cuibse-
pa — IMonura — XesnMaHa BBIYMC/IEHHSI JUCKPETHOro Jiorapudma B
nosie F17 ana ciaysas 3% = 15(modl7).

3anaua 9.7. ITocTpouTh KOHKpETHBIH npoTokos Judgu — Xemn-
MaHa, ¢ argopmoit Fi,.

Sapgauya 9.8. Ilycts gano mpocroe KoHeuHoe nojie Zg,z. IIpeano-
JIOXKHM, YTO g — NOPOXKJAIOIIMN 3JE€MEHT €ro MyJIbTHIIMKaTUBHON
rpynnbl. CKOJIBKO BCErO MMEETCsI MOPOXKJAIOLIMX JIEMEHTOB U KaK X
MOXKHO MOJIYYUTb U3 g7
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3agaua 9.9. [Ipennaraercst cienyiouiee yIpoUIEHUE NPOTOKOJA
Maccu-Omypsr. IIpu BeibpanHOM KOHeuHoM mose F' Anuica ocyuiecTs-
JIsieT nepenady coobuwenuss m € F Boby. Ona BribMpaer ceKpeTHbIi
anemeHT a € F* u nepenaer anemeHT ma. Bob BIOHpaeT cekpeTHBI
aneMenT b € F* u nepenaer ajemenT mab. Anuca yMHOXaeT Ha a” !
u nepenaer mb. Bob BeluHMc/sieT m, YMHOXasi OJIy4yeHHOe CO0blue-
nne Ha b~1. KakoBa ocHOBHas cnabocTh npoTokona? MoXKHO T ero
yJIy4IXTh, 3aMeHUB I1aTdopmy F Ha KOJIbLO BbIYEeTOB Z, 7
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Hexyua 10

Kpunrocucrema ¢ OTKPBITBIM KJIIOYOM
Pusecra — IIlamupa — A gyremana

1. Unes mudpoBaHUus ¢ OTKPBITBIM KJIIOYOM

Peun noiiner o BBexenHoit B paccMoTpenue B 1977 r. kpunrocu-
creme RSA (ony6simkoBauo B [26]), Ha3BaHHO! TakK B YeCTh ee CO3Ja-
teneit: Rivest, Shamir, Adleman. Anropur™ wudpoBanus B cUcTeMe
RSA sBnsieTcss nepBbiM K3 aIropuTMoB MHM(POBAHUS C OTKPBITHIM
K/1049oM. Tak Ha3bIBAIOT AJrOPUTMBI, B KOTOPHIX U3 ABYX KJIIOUYel —
@ POBAHUS U AelIN(POBAHUS — CEKPETHBIM SIBJISIETCS TOJBKO KJIIOY
geumndpoanus. Unes kpuntorpadui ¢ OTKPHITHIM KJIIOUYOM BIIEDBbIE
NOSIBUWJIACh B 3HAMEHUTON KopoTkoit 3amerke Hduddpu u Xennmana
[21]. ITpomuio yxe 30 ner, oanako kpunrocucrema RSA no-npexuemy
ocraercsi HauboJsiee MOMyASIPHON M3 BCEX KPUIITOCHCTEM C OTKPBITHIM
KJIIOYOM.

Urak, B ueM ke cocTouT ujes mWHGPOBAHUS C OTKPBITHIM KJIIO-
YOM, YTO HEOOXOAMMO JJIsl IOCTPOEHUST COOTBETCTBYIOLIEH KPHUITOCH-
CTEMBI ¥ B 4YeM 3aKJIIOYAETCS €€ PEUMYILIECTBO Nepe] KIacCHYECKUMH
KPUIITOCHCTEMAMH, B KOTOPbIX KaK KJIIOY MHGPOBAHUS, TAK U KJIIOY
AemngpoBaHUst SIBJISIIOTCSI CEKPETHBIMU?

Brauyasie HAmOMHUM, YTO HA3bIBAETCS OJHOCTOPOHHEH (YHKIHE.
Ilycty f : A — B dyHkuus, obsacts onpenenenuss A u 0b1acTh 3Ha-
yeHuit B kotopo#t MoryT 6pITh NMpou3BOIbHBIMU. IlycThb BBINOJIHEHBI
CIeyIOLHe YCIOBHUSI:

1) Beiuncsienune 3Hauenus b = f(a) gusa moboro aprymenra a € A
BBIMOJIHSIETCSI JOCTATOYHO MPOCTO;

2) HaxOXJEHHWEe MO JAHHOMY 3jileMeHTy b € B Takoro sjeMmeHTa
a, 4To BepHO paBeHCTBO b = f(a), B obuieM ciydae — JOCTATOYHO
TpyZAHAS 33Ja4a.

Torga mMbl Ha3biBaeM f odnocmoponnet Pyrxyuet.
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Hna ueneit kpunrorpaguu CJIOBO «[IPOCTO» [0 OTHOLIEHHIO K BbI-
qucsaeruto b = f(a) u3 ycnoBus 1) 03Ha4YaeT, YTO CYLIECTBYET KOM-
NbIOTEPHAsl MPOrPaMMa, KOTOpasi OCYLIECTBJISIET TAKOe BbIYHCIIEHHE
3a peayibHO€ BpeMsi. [IoHsTHE «peaslbHOE BpeMsi», B CBOIO O4YE€pEb,
3aBHCUT OT Ba)XHOCTH PEIIAEMOM 3aJa4M, MOILIHOCTH HCIOJb3YEMOro
nporeccopa u T. . [IpoTHBONOJIOXKHBINA CMBICJI MMEIOT CJI0BA «TPYA-
Hasl 3aja4a» U3 YCJIOBMA 2).

Hns cucremb! mwngpoBaHUs ¢ OTKPBITHIM KJIIOYOM € Heobxoauma
OJHOCTOPOHHSIST B3aMMHO OJAHO3HayHasA QyHkuusa fe : A — B. Oa-
HAKO 3TOro Hemocrato4yHo. Heobxoauma BBIMOJHUMOCTD €lIE OIHOrO
CBOICTBa:

3) CylEeCTBYET TaKoOii CEKpeT, IPHU 3HAHUK KOTOPOrO HAXOXKJEHHE
apryMeHTa a u3 ypaBHenust f(a) = b CTaHOBUTCsI JOCTATOYHO POCTOM
3aJa4eid.

HeitcrBuresnbHo, obsanarens cekpera (OOBIYHO 3TO CEKPETHbIN
Koy d gemndpoBaHust) — 3TO agpecaT WKMEPOBKH, KOMY OHa CO0-
CTBEHHO npeaHa3HaveHa. Jlj1s1 Hero mpouecc gemndpoBaHus JOKEH
6bITb pEaASILHBIM.

[MoHayany KaXkeTcsi, 4TO yCJI0BUs 2) ¥ 3) MPOTHBOPEYAT APYT APY-
ry. 9To OJHa U3 IVIABHBIX MPUYUH CTOJIb MO3JHEr0 C MCTOPUYECKON
TOYKM 3PEHHUsI MOSIBJIEHUSI CHCTEM IIU(POBAHHUS C OTKPBHITHIM KJIO-
yoM. OHOCTOpOHHME (DYHKIMH, YAOBJIETBOPSIOLIHE KPOME YCJIOBMM
1) u 2) ewe U ycyIoBUIO 3), Ha3BIBAIOTCA OJHOCTOPOHHUMH (DYHKIHU-
AMH Cc cekperoM. Mx He Tak-To mpocTo HalTu. Xopoluue MpUMEpPHI
MO2KHO [EePEYUC/IMTh Ha Majblax. B JasbHeillieM Mbl elie BepHeMCst
K ux o630py.

ITorosopum o mpeumymecrsax. Ouu ouengubl. Kpunrocucrema
1 POBaHUST C OTKPBITHIM KJIFOUOM IO3BOJISIET NEPEJaBaTh CEKPET-
Hble COODOIIEHUST OT OJHOr0 KOPPECHOHJEHTa K Jpyromy 6e3 mpensa-
pHTEeLHOro o6MeHa CeKpeTHhIMU JaHHbIMU. IlybsMkalnust OTKPBITHIX
KJIIO4Yeil 1o Ty TejiebOHHON KHUIM AEJIaeT 3TO HE TOJIbKO BO3MOX-
HBIM, HO U JOCTAaTOYHO IMPOKO NPUMEHMUMbIM. OJHUM M3 NEPBBIX UC-
noJib30BaHMil Tako#i cucremsl RSA, 0 KoTopo#t Mbl M0aApo6HO MOroBo-
pUM JaJjiee, SIBJISJIOCh CO3JaHUe Ha €e OCHOBe LUdPOBOii (3JIEKTPOH-
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HO#) MOAMMCH, YTO, B CBOIO OYepeb, [N03BOJIMJIO BBIIYCTUTh MEPBbIE
3JIEKTPOHHBIE KapThl. Jpyras 061acTh IpUMEHEHHs] — IPOTOKOJIBI Pac-
npejiesieHns Kiouei u ayreHTuduKanuu. B HacTosiliee Bpemsi Bce 3TO
LIMPOKO HMCNOJb3yeTcss B (PUHAHCOBO# cdepe, 37eKTPOHHOI TOProBJe
U T IL

2. Kpunrocucrema RSA

ITpusegem ocHoBHbIE 3Tanbl paborbr RSA.

Yemanoexa

Brauasne BbhIOMpPAIOTCS ABa JOCTATOYHO OOJIBLIMX HPOCTBIX YHC-
JA p U ¢ M BBIUUCJSIETCS MOAYIb n = pq. ducna p, g CEKPETHbI
(cBepxcekpeTHbl), MOAYJb . OTKpHIT. Jlanee Bbuucisiercss pyHKuus
Ditnepa p(n) = (p — 1)(¢ — 1), BbLIGUpaeTca uYMCIO € Takoe, YTO
Hox(e, p(n)) = 1. [TapamMeTp e Cly>UT OTKPBITBIM KJIO4OM mud-
poBanusi. 3Hauenue (n) Aep>KuTca B cekpere. B3aumHasi npocToTa €
1 p(n) N03BOJISIET OJHO3HAYHO BBIYMC/IUTDL YUCIO d TAKOe, 9TO

e -d = 1(modp(n)).

T'oBopst 06 OAHO3HAYHOCTH, MBI UMEEM B BHJY BBIIOJIHEHHE HEPABEH-
crBa 1 < d < ¢(n) — 1. Ipyrumu coBaMu MOXKHO CKa3aTb, 4TO d —
0OpaTHBIN 3JIEMEHT K € B IpyIme Z;(n). 3uauenue d SBJSIETCS CEKPET-
HBIM KJIIOUOM AeingpoBaHUs.

LIugpposanue

B kauecTBe maaTgOpMbl AJs1 €AUHUL] KCXOJHOIO TEKCTa BhibepeM
KOJIbLO BblueTOB Z,. ExuHunamMu mndpoBaHHOrO TEKCTa TakXe 0y-
AYT 3JIEeMEHTH! Konbua Z,. Eaununa mmgpotekcra ¢ nmonyyaercss u3
€IMHUIIbI UCXOAHOT0 TEKCTa M IO CJIeAYIOLEMY [IPaBUIY:

¢ = m®(modn). (2.1)

Ob6paljaeM BHUMaHKUE HA TO, YTO MOJYYEHHBIN BBIYET C 3AMIUCHIBA-
€Tcsl CTaHJaPTHBIM uMeHeM, To ectb 0 < c<n — 1.
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Hewupposarnue

Ins pemudpoBanusi ¢ JOCTATOYHO 3HATH 3HAYEHHE CEKPETHOrO
kmo4a d. JemngpoBaHue ocyuecTBIsieTcs CaeAyomuM obpa3om:

m = m®(modn). (2.2)

O6bsicHUM, KaK M[OJY4YHJIOCh TOJLKO YTO NPHUBEAEHHOE PaBEHCTBO.
IIycTe BHavase eauHHLa m B3aMMHO npocta ¢ n. Torma m € Zj,
TO €CTb SIBJISIETCS 3JIEMEHTOM MYJIbTHUILJIMKATUBHOM rpynmsl Z) KOJb-
ua BbIYEeTOB Z,, NOopsimok Koropoii paseH ¢(n). Ilo Teopeme iinepa
m#(™) = 1. PasenctBo ed = 1(mody(n)) PaBHOCHJILHO CyILECTBOBA-
HHIO uucaa k € Z, nia kotoporo ed = 1 + ¢(n)k. Beruucasiem:

¢ = m® = m(mPM)F = m . 1% = m(modn).

MozkeT noka3aTbCsi ¢ I€PBOro B3MIAAA, YTO ycJoBue HOA(m,n) =
= 1 aBnsiercs HeobxoauMbiM nipu RSA-mndposanuu. B page yuebun-
KOB 110 KpUnTorpaduu 3TO yCI0BHE NPU3HAETCS HEOOXOAMMBIM, HO HA
camMoM Jesie 3To TpeboBanue manuune. PasenctBo m = me%(modn)

CIIpaBeJJIMBO JJ1s Jito6oro m. JlefcTBUTENBbHO, €CJIM M:in, TO OHO MpH-
HuMaer Bug 0 = Oed(modn), YTO OYEBUAHO BepHO. PaccMoTpuMm city-
4ail, Korga m JOeJIMTCS Ha OOUH HU3 MHOXUTEJIeld, CKaXKeM p, 4HUC-
na n M He AesuTca Ha Apyroi. Ilycrs, manmpumep, m = p'm,, raoe
Hog(my,p) = 1. Mer yxe 3naeM, uto m$¢ = m;(modn). ITosTomy

JIOCTATOYHO [POBEPUTH CIPABEAJHUBOCTh CPABHEHHUS
ed __
p*® = p(modn).

Tak kak n = pqg — npousBeJeHUE PA3MUYHBIX HNPOCTHIX YHCEJ, ITO
CpaBHEHHE PABHOCHJILHO CHCTEME

{ p*® = p(modp),
p?® = p(modq).

3meck nepBoe CpaBHEHHE OYEBHAHO, & BTOPOE Y>K€ YCTaHOBJIEHO.
Moxxuo mm¢posars 11060e 3HadeHne m!
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IIpumep 31. (Ilpumep koHkperHoro RSA-mmdpa)

ITycmy Mot pabomaem ¢ 26-6yxeernbim aadasumom anzAulickozo
azvka A — Z, 6 xomopom 6YKkev, 3aHYMEPOBAHBL O NOPAIKY HANUHAA
c0:Ao0,Be1,---,Z — 25. Cuumaem, wmo eduHuyaMU UCTO0-
H020 mexcma cayscam baoku u3 3-r byxs — 3-zpadui, a edunuyamu
wugposannozo mexcma - 4-zpago.. Iloxaocem, xax ocywecmeasem-
ca oyugposxa eduruy mexcma, na xKomopsvie pa3busaemca ucrooHsili
mexcm. Hatidem, nanpumep, wucaennoe 3navenue caosa Y ES. Ilpu
naweld wymepayuu Y — 24/ FE — 4,5 & 18. Cuumaem, wmo nabop
(24, 4,18) - 3mo 3anucv uckomozo xamoua 6 26-punnoli cucmeme, mo
ecmv YES & =24 (26)2 4 4 - 26 + 18 = 16346. ITodo6mnvim obpa-
30m yuppyemca xaxcdoti 3-zpagd. 3amem movi nepexodum K wudposke
noAyueHHnT 3navenut. Jas amozo evibepem mo0yAb T KAK NpPousse-
denue npocmux wucea p = 28l,q = 167;n = pg = 46927. Hmeem
o(n) = (p — 1)(g — 1) = 46480. Buibepem cayuatinoe wucao e 83a-
umro npocmoe ¢ p(n), cxaocem, e = 46377. Hatidem d u3 ycrosus
ed = 1(mod(p(n)) : d = 18953. Modyav (omxpwmui) n = 46927,
3navenue pynryuu Itaepa p(n) = 46480, omxpumut K10 wudpo-
sanus e = 46377, cexpemnuuiti xatou dewudposanus d = 18953.

Aas wugpposku coobwenusn, nanpumep YES —— x = 16346,
nyorcho ewnucaums ¢ = z¢(modn). 3amem, ecau amo neobxodumo,
sanucamo byxeennoe supascerue. an dewudposru HYAHCHO 6bIMUC-
aums ¢?(modn).

3amevarue o enbope Karoua dewudposarus

ITIpu BBIGOpE KAO4Ya gemndpoBaHusi d Mbl PYKOBOJCTBOBAJIMCH
Teopemoii JlarpaHxka, COIVIaCHO KOTOpOii AJjs joboro m € Z; uMe-
em m¥?™ = 1(modn). B nammomM ciyuae Benmuuna @(n) ABJsAET-
A MOPSIIKOM MYJIbTHILIMKATUBHON rpynnsl Z;,. Co3gaercs BredaTJie-
HHe, YTO [OJIYYEHHBI TAKUM CII0COO0M d SIBJISIETCSl €AMHCTBEHHBIM 110
modn KJI0YoM, Aemu@pPYOUUM BCE BO3MOXHBIE TEKCThbl. JTO BIIE-
qyaTyenne obmaHunBo. Eciu sanemenT m € Z; umeer nopsijok g, TO
ectb mY = 1(modn) u g - HauMeHblIEe HATYPAJBLHOE YHMCJIO C yKa-
3aHHBIM CBOMCTBOM, TO paciuudpoBaTh TeKCT ¢ = m¢(modn) MOXHO
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IyTeM BO3BEJEHHUs C B cTeneHb f Takyio, uro ef = 1( mod g). Joka3a-
TEJILCTBO I10 CYTH TO XK€ CAMOe, TOJIbKO HEOOXOAUMO BCIOAY 3aMEHHUTH
©(n) Ha g. B 3TOM ciiyyae BeIMYMHA f MOXKET OKA3aTLCS CYLIECTBEHHO
MeHble, 4yeMm d. I3 cka3aHHOro MOXKHO 3aKJIOYUTh, YTO pacIurdpoB-
Ky TEKCTOB 1 MaJIoro Nopsifka B rpymme Z) MOXHO OCYLIECTBHTH
nogbopom f. Koneuno, f 3aBucur ot m. Ho Mbl MOXkeM BBECTH B pac-
cMorpenue GyHKUMIO T(n), pABHYIO [0 ONpeJeSeHHI0 HaUMEHbIIEMY
ob1ieMy KpaTHOMY BCeX MOPSAKOB 3y1eMeHTOB u3 Z7 . ITockonbKy Jito-
6oit mopsinok f no reopeme Jlarpauxa aenur ¢(n), BeIUYMHA € OCTa-
eTca B3auMHO npocToii ¢ 7(n). Koy d, BIYHCIEHHBI! U3 paBeHCTBA
ed = 1(mod7(n)), newudpyer mobyio mudposky ¢ = mé(modn).
PagenctBo ¢? = m(modn) ycranaBmMBaeTCA TOYIIO TAK XKe, KaK U
padbure. 3ameTnM, 4yro 7(n) Bceraa crporo mesblue, 4em o(n). Jdei-
CTBHUTEJILHO, JIEFKO 3aMETUTb, 4TO T(n) aenut § = HOK(p—1,g—1), Tak
Kak oueBugHble pasenctBa mS = 1(modp),m® = 1(modq) BaekyT B
CHJTy B3aMMHOM MPOCTOTHI 4MCeN p U g paBenctBo mS = 1(modn).
N3-3a Toro, 4uro oba umuciaa p — 1 u q — 1 4eTHble, y>KE€ BEJIMUMHA
7(n) crporo MeHbuie, yeM @(n). Eciu xe yucna p — 1 u ¢ — 1 ume-
10T 0buue Gonblune genuteny, 7(n) MOXKET 0Ka3aThCsl CyLIECTBEHHO
MeHbIle, 4eM (1), YTO MOXKET NMPHUBECTH K 3HAYUTE/LHON pa3HHULE
mexay d u d.

Wrak, Mbl 3aKOHYHMJIM KPUNTOrpadUueCKUil 3Tall NOCTPOEHUST KPHUII-
tocucteMbl RSA. Ocraerca yaenuTh BpeMsi KpUNITOAHAJIN3Y 3TOM CH-
CTEMbI, TO €CThb BBISICHUTb €€ KDUITOCTOWKOCTb, OObSICHUTD, KaK Ipa-
BHJILHO BbIOMPATh Y4YaCTBYIOLIHE B €€ yCTAHOBKE MapaMeTpbl, U T. II.

3. CioxkHble 3aauM, obecreynBaolie KpPUIITOCTOM-
KocTe RSA

Bo-nepBbix, cregyer cka3aTh O CJI0XKHOCTH Pa3JIOKEHHUsT MOAYJIS 1
Ha MHOXXHUTeJU. B HacTosiee BpeMsi He M3BECTHO HU OJHOro 3¢ dek-
THBHOTO QJICOPUTMA, [TO3BOJISIIOLIErO B OOLIEM CJIyyae HAXOAUTh MHO-
JKUTEN Pa3jIoxKeHus n = pg. BrpoueM, HeT U JOKa3aTENbCTBA €ro
HecyuiecTBoBanusi. Eciu 661 Takoit asiroput™ OblT HalifleH, cuCTEMa
RSA cpasy e Bbilwia 661 u3 ynorpebsienus. JeilcTBUTEbHO, 3HAHUE
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D, q TO3BoJIsieT NoyyuTh QyHKuuo Jinepa p(n) = (p — 1)(g — 1),
a 3aTeM AITOPUTMOM JBKJHUJA BLIUYHUC/IUTHL CEKPETHBIN KJII0Y d Kak
OOpaTHBIN 3JIEMEHT K OTKPBHITOMY KJIIOYY € B FpyIIe Z;(n).

BrpoueM, as1s BbIYMC/IEHHsT KJII04a d JOCTATOYHO 3HAHUS OIHOM
b byukuuu Ditnepa p(n) = (p—1)(g—1) =pg—(p+q)+1=
=n-—(p+q)+ 1 Ho B 3TOM Cilyyae HAM CTAHOBUTCS M3BECTHBIM
KaK MPOU3BEJEHNUE N = pq, TaK ¥ cymma p + ¢ = n — @(n) + 1. o,
KOHEYHO, J3aEeT BO3MOXXHOCTb HAWTH P U q.

OTrcioaa BBITEKAET, YTO YMEHHME Pa3/laraTh Ha MHOXKHTEJIN MOAYJIb
T = pq PABHOCUJIBHO YMEHHIO BBIYUCIATH KAaKUM-TO 0Opa3oM yHK-
uuio Jitnepa p(n). U 1o, n apyroe onsth Ke NPUBOJUT K MOJTHOMY
paccekpeduBaHuIo cucteMbl RSA.

[TocmoTpuM, 4TO ele Mmo3BoJIHJIO OBl pacceKpeTuTh cucteMy RSA.
JonycTuMm, HanmpuMmep, 4TO Mbl 3HaeM 3¢ PEKTUBHBINA CIOCOO BhHIYMC-
JIEeHNs1 BceX KOpHeil BTopo# crenenu u3 1 B rpynne Z). Bo-nepBbix,
3aMEeTHUM, YTO HAXO0XKJEHHUE JBYX TAKHX KOPHEN He COCTABJISIET TPYJa:
Y1 = L,y = =1 = n — 1(modn). [TonpobyeM mOKa3aTh, YTO BCETO
TaKUX KODHEll 4eThbIpe.

[Tepeunciaum BeidyeTsl modn, cpaBHuMbie ¢ 1 u —1 modp:

L,L1+p1+2p,...,1+4+(¢—1)p;

-1,-14p,-1+2p,...,—14+ (g - 1)p.
AHaylorm4Ho BbINHIIEM BCe BblYeThbl modn, cpaBHUMBIE ¢ 1 u —1

modg:
,14q,1+2q,...,14+(p—1)g;

-1,-14¢q,-1+4+2q,...,—14+(p—1)gq.

Ecmu Bbiver mod n cpaBuuM ¢ +1(@nod p) ¥ OZHOBPEMEHHO C
+1(modgq), To ero kBaapar cpaBuuM ¢ 1(modn). BepHo u obparHoe
yTBepxkaenue. tak, Mbl JOJI>KHBI HAUTH B BBIMMCAHHBIX HAOOpax oJIu-

HakoBble 3JjieMeHThl. PaBencrBa 1 + pt = 1 + ¢j,—1 + pi =
= —14¢j,rnei=0,1,2,...,(¢g-1);5 =0,1,2,...,(p—1), npesocras-
JISIIOT HaM JBa y>K€ U3BECTHBIX peweHus:: y; = 1,y = —1. PaBencrsa
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Buga 14+ pi = —1+qj,—1+pi = 1+ qj npu Tex e 3HAYEHHUSX Mapa-
METPOB i, j JAIOT €elle B pelleHus: y3,Y4. elicTBUTENBLHO, TepBoe
U3 HUX SKBUBAJIEHTHO CUCTEME CPaBHEHHI

{pi = —2(modgq),
qgj = 2(modp),

Ans Kotopoit @ = —p~12(modg),j = 2¢~!(modp). B cBoro ouepeas,
BCs cucTeMma umeer pemenue no Kurtaiickoit Teopeme 06 ocraTkax.
Pemenne y3, Kak JIerko BHAETh, €AUHCTBEHHOE CTAaHAApTHOe modn,
TaK KaK BCE DELIeHHUs] OTJIMYAIOTCS CJIAraeMbIM, KPaTHBIM N = pq. U3
NOCJIEJHEr0 PABEHCTBA Mbl MMOJYYUM €lle OJHO PelIeHue Yq = —Y3.

Wrtak, Mbl yCTaHOBUJIM, YTO BCErO KOpHEH BTOpOH cTemeHd U3 1
modn poBHO dYethipe: y; = 1,y2 = —1,y3,y4 = —y3. Ecim kto-To
yMeEeT UX BBIYUCJIATH, OH 3alUIIEeT CPABHEHUE

y2 — y? = (y3 — 1)(y3 + 1) = O(modn).

[Mockoneky y3 # +1(modn), Bo3HUKAIOIEE TPM HEKOTOPOM LIEJIOM $
DABEHCTBO
(y3 —1)(ys + 1) = sn

no3soJisieT Haiitu d) =woa(ys — 1,n), do =Hoa(ys + 1, n) 1 moIyynTH
pazyioxeHnue n = dds.

N3 Bcero cka3zaHHOrO BBIIIE MOXHO CJAEJATH BBIBOJ, YTO YMEHHE
BBIYKCJIATH BCE YEThIpe KOPHs BTOPO# cremenu u3 1 modn paBHO-
CHUJIbHO YMEHHIO pa3JjliaraTh MOAYJIb HA MHOXHUTENH: . = pqg. B oany
CTODPOHY, KOTr'J]a Pa3JI0XKEHHE M0y YaeTCsl Yepe3 KOPHH, Mbl 3TO TOJILKO
YTO [POJAEMOHCTPHPOBaH. B Apyryio Bce oueHb MpocTo: 3aMUChIBAEM
modn Habopb! KopHeit 13 1 modp 1 modgq, Kak 3TO AeJIaIoCh BBHILIE,
¥ pelllaeM BO3HUKAIOUIMe CpaBHeHUst Bujga 1+pi = —1+¢qj, —1+pi =
=1l4g¢gj,mai=1,2,...,q—1;5=1,2,...,p — 1. IIpu 3Tom, ecre-
CTBEHHO, HY>KHO 3HATb Pa3JIOXKEHHUE 1L = Dg.

Mbl nepeuncnunu psag 3axad, 3¢p¢pEKTUBHOE PELIEHHEe KOTOPBIX
npuBeso Obl K paccekpeuuBanuio cucteMbl RSA B 0buem ciyyae. Ilo-
Ka TakKoe pelIeHHe He HailaeHOo.

103



4. IIpaBuabHbIil BBIOOp NapaMeTpPoOB

OueBHHO, YTO UCXOAHBLIE NAPAMETPHLI YCTAHOBKH KPHIITOCH-
crembl RSA - npocTele 4Kcia p M ¢ — JOKHBI ObITH O0obIIUMU. B
HACTOsILIEE BPEMs CUUTAETCs], YTO, KpOMe 3Toro TpeboBaHusi, Heobxo-
JIUMO, 4TOOBI pa3HOCTb p—q (npu p > q) Takxe Oblia 6bl JOCTATOYHO
6onbiioii. Bosiee noapobHO MBI MoroBopum 06 3TOM B JeKuuu 12, no-
CBSILIEHHOM Pa3J/I0XKEHUIO DOJIBIIMX COCTABHBIX YMCEJT Ha MHOXKHMTEJIH.
OTMeTuM Takke, 4To U3 3aMeyaHHUs O BbIOOpE KJIO4Ya JelmudpoBa-
HUsl, IPUBEIEHHOrO BbIlIE, CIEAYET, YTO YHCIa p — 1,9 — 1 JO/IKHBI
MMeThb GOJIbIIMEe Pa3/IMYHblE MPOCThIE AeauTenu, a Hog(p — 1,9 — 1)
JOJKEH OBITh HEOOJBLINM.

ObpaTuMcs K BONpPOCY: KaK He HY>KHO BbibupaTh napamerpsl RSA
B CHCTEMaX MHOIOYHCJIEHHBIX MoJib3oBarenei? OTMeTuM 31ech Hau-
6oJ1ee oOUYeBUAHBIE PEKOMEH TAI[MH.

Bo-nepBrix, MOAYJIH T1,To Pa3/JIMYHBIX I0JIH30BATENEH JOJIXKHBI
OBbITH B3aMMHO NPOCTBHIMM: HOA(Mp,m3) = 1. JlefiCTBUTENBHO, MYCTh,
HalpuMep, N1 = pq1,N2 = Pgz, TAe @1 # g2 Torma Hon(my,na) =
= p, 4 3TO 3HAYEHHUE, a 3HAYUT U PA3JIOKEHHS: N = pPq1, N2 = Pqa,
MOXKET BBIYMCJIMTD J1060i 3HAIOUMI OTKPBITHIE JaHHbIE 11, . MeHee
O4YeBHAHO OObsICHEHHE IJIsI CJiydasi COBIAAEHHUSI MOAYJEH: n; = ng.
Ecin coBmagaoT Kio4H: e) = e2 U d; = dp, TO TaKue I0JIb30BaTE/ N
[IPOCTO HAIIPOCTO HEPa3/IMYMMBI C BHEILIHEH CTOPOHBI, HO OHU 3HAKOMBI
CO BCEMH CE€KpeTaMHU APYr APYra, YTO, KOHEYHO, CJAEAYET YYNTHIBATD.
IIpeanonokuM Tenepb, YTO €; # eg, 3Ha4ut, d; # dy. Hpyr mns
ApYyra MoJb30BaTe/NH, O KOTOPbIX MIET pP€Yb, MOJHOCTHIO OTKPBITHI,
II0CKOJIbKY 3HaHue oboumu byHKMU Dilepa ¢(n) no3sosser 10 e;
BBIYMCJIUTH d, & MO ez HaliTu da.

ITocMoTpuM, YTO MOXHO paccekpeTuTb u3BHe. s aroro mpen-
[OJIOXKMM, YTO YKa3aHHbIE I0JIb30BATE/IM IOJIYYUJH OJHO M TO XKeE
coobuieHue m:

c1 = m®, cp = m®(modn).

N3BHE MO>XHO BBIYMCJIUTD t1= el'1 (mod e2), YTO IKBMBAJIEHTHO paBeH-
ctBy Bujga tjej =1+lez B Z. 3Has t1e; — 1 U €2, MOXKHO BBIYHCJHUTS .
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Toraa
Cilc.z_l — melllm—lez — m1+legm—leg — m(modn).

3HAYHUT, H3BHE MOXKHO [POYUTATH COODLIEHHE M.

Bce BblIeckazaHHOE MO3BOJIAAET MPEAINONOXKUTh, YTO Pa3JIHYHbIE
MoJIb30BaTeNH 1,2,... HEKOTOPOUl CHCTEMBI UMEIOT MOMAPHO B3AUMHO
npocteie Mmoayu RSA: nj,no,.... JonyctuM, 4To k mosib3oBaTeJei
BbIOpA/IM OJUH M TOT XK€ OTKPBITHIA KJo4 mudpoBanus e = k (Ta-
KOE JIEFKO MOXET MPOU30MTH, €CJIX BLIOMPAIOTCH HEOO/bIINE 3HAYEHUS
IJIsL e, €2, ...). [Ipeanonoxum, 4To BCe MOJIb30BATE/HM MOJIYyYUIH CO-
obuienue m, Toraa:

¢ =mF (mod n,),
co =m* (mod ny),

i)
cx =m* (mod ny),

rae Ansi MPOCTOTHl Mbl CYMTAEM II0JIb30BATEJEN KJI0YOM e = k mep-
BoiMu. Tak kak HOZ(n;,nj) = 1 Npu i # j, MOXKHO BOCIIOJIL30BATHCH
Kwuraiickoit TeopeMoit 06 ocTaTKax ¥ BBIYMCIMTD Takoe yucyio 0 < s <
< mny...nk, JJis KOTOPOro UMEIOT MECTO CPABHEHHUS:

¢ =s (mod n),
c2 =5 (mod ny),

)

¢k =5 (mod ng).

3ameruMm, yto 0 < m < n; aaa godoro i. 3naunt, 0 < mk <
< mng...n;. Bce apyrue Bo3MOXHBIE IJIsl S 3HAYEHUS OTJIMYAIOTCS
Jpyr OT Apyra He MeHee 4eM Ha 71ng...ng. OTcoga nojgydaeM, 4To
s = mF kax uesnbie yncna. Yncsio m HaXoAUTCS MPOCTHIM M3BJICYEHHU-
€M M3 S KOpHs cTeneHu k, 4To B Z [eJ1aeTCsl JOCTATOYHO JIETKO.
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5. BuroBas croiikoctb RSA

IIpeanonoxkum, 4To cyuecTByeT 3¢p¢deKTUBHBII crtocob onpeese-
HuUs 1o b0 mudpoBke

¢ = m®(modn)

YETHOCTH MCXOZHOIO TEKCTA M, OTHOCUTEJILHO KOTOPOr'0 Mbl, KaK BCe-
raa, npexamonaraem, 4ro 0 < m < n. Ecm 3anucars uucio m B
JBOMYHOH CHCTEME KaK

m=¢cg+e12+ ...Ekz-k,

rae €; € {0,1},i = 1, ..., k, TO JIErKO BHUJAETDH, YTO €r0 YETHOCTH OIpe-
JeNIIeTCa 3HaYeHueM MJiaAmero outa gq. [Ipu g = 0 yucio m 4yeTHoe,
npH €9 = 1 — HeyeTHoe. fcHo, 4T0 3¢hPEKTUBHBIN CIIOCOD BLIYUCIEHUS
M B L[eJIOM 103BoJisieT 3¢ (PEeKTUBHO BBIYUCIUTh £g. OKa3bIiBaeTcs, U
3TO YK€ He CTOJIb OYEBHUHO, YTO BEPHO TaK)Ke 0DpaTHOE yTBEpXK.Ie-
Hue: 3¢pPEeKTUBHBII CIIOCOD BHIYUCIIEHUST YETHOCTH JIIOOOro TEKCTAa IO
ero mugposke JaeT 3PPEKTUBHBIN CITOCOO BBIYUCIEHUS MPOU3BOJIb-
HOro (PMKCHPOBAHHOro TekcTa. Jaaum ero onucaHue.

IIpexx e Bcero 3aMeTHUM, YTO B CUJIy HEYETHOCTH YHUCJIA 7 AJIs JIO-
6oro 0 < m < n 3HaUYEHHE CTAHAAPTHOrO MUMEHU YHUCJA 2/ SIBJISIETCS
YETHBIM B TOM U TOJILKO TOM Ciyuae, ecinu m € [0,n/2). deficTBuress-
HO, €CJIM 1M HAXOAWUTCA B 0OO3HAYEHHON JIEBOW IOJIOBUHE HHTEPBAJIA
[0,n), To uncao 2m < n, oueBMAHO, 4eTHoe. B mpoTuBHOM ciydae
2m = k 4 n, rae k — ero craHaapTHOE UMSsI, OYEBUAHO, HEYETHOE.

ITonaraem Tenepb

c1 = 2°c = (2m)®(modn).
IITudposka ¢; 1€rko BLIYUCSETCS B CUJTY OTKPBITOCTH KJIIOYA, ILIHU-
dposanusa e. Ilo npeanosoxenuio, 3¢p¢peKTUBHO ONpEENSIETCS YeT-
HOCTb CTaHJAPTHOIO0 MMEHM TeKCTa 2m. B ciyyae yeTHOCTH nuiiem

n
<m< -,
0<m 5
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B C/Iy4Yae HEe4YETHOCTH —

g<m$n—1.

Takum obpa3oMm 3¢¢eKTUBHO ONpeAensieTcsl MPUHAAIEKHOCTD
TEKCTA JIEBOH MJIM NIPABO# LeJOYHCIEHHON No10BuHe uHTepBaa [0, 7).

JanbpHeimuil npouecc CTPOUTCS aHAJIOrMYHbIM obpasoMm. Ecinu,
HaNpUMep, Ha NPe/bIAYLIEM IIAre BbIsICHEHO BKJOYeHue m € [0,1/2),
TO CTaHAApTHOE MMs TekcTa 4m OyJeT 4eTHBIM, €CJId TOJBLKO m €
€ [0,n/4). Iro onpenensierca dbopmupoBanueM WUDPOBKH

ca = 2%¢c = (2%2m)*(modn).

Ecnu, HanpoTus, Ha NpeAbIAYUIEM IIAre 0Ka3asoch, YTo m € (n/2,
n — 1], To paccmarpuBalTca noauntepBanbl (n/2,3n/4) u (3n/4,
n — 1]. CrangaptHoe uMsa TekcTa 4m 6yJeT YETHBIM, €CJIM TOJIbKO
m € (n/2,3n/4). Jauusii npouecc Jierko popMau3yercs, HO Mbl pac-
CMOTpHMM €ro paboTy Ha KOHKPETHOM IPUMEpE. 3aMEeTUM, YTO YHUCIIO
M OnpeieJIsieTCs MpUMepHO yepe3 logam waros. IIpu 3TOM MOXKHO HC-
KJIOYUTh IIard, KOrJa M0CJIe0BaTeIbHOE JeJIeHUe UHTEePBaJla Ha JBa
NOJMHTEPBAJIa MOXET PeaslbHO €ro He Pa3fieJIMTh. ITO TaKXKe BUIHO
Ha [pUMepe.

IIpumep 32. Tyemvn =3-7=21,p(n) =2-6=12,e = 5,c = 3.
Pacemompum wugdposxy

m® = 3(mod21).

Jezxo sudemv, wmo m = 12. Iloxaoicem, xax onpedeasums m yxa-
3AHHBM BBLULE TLPOUECCOM.

BroiuncnuM 3HadeHuda

¢ = 2%¢ = (2'm)®(mod21)

anst 1 = 1,...,7. Kaxaplit pa3 cMOTpUM Ha YETHOCTb CTaHJAPTHOrO
MMeHH 4ucaa 2'm (BblyuciieHuss uayT modn):
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2m =3,22m = 6,23m = 12,2*m = 3,25m = 6,2%m = 12,2'm = 3,

YTO JaeT CJAeAyIoluii Habop YeTHOCTel: H, 4, 4, H, Y, 4, H.
IlocnenoBaTesIbHO MOMYyYaEM HepaBEHCTBA:

11 < m < 20,11 < [3n/4] = 15,11 < m < [5n/8] = 13,

11 <m < [19n/32] = 12,11 < m < [38n/64] = 12,

12 < m < [77n/128] = 12.

PesynpraT: m = 12. Mbl BUOUM, YTO B JBYX CJIy4dasiX UHTEDBa-
JIbl MOBTOPHJIMCh. DTO MPOMCXOAUT TOJIBKO Ha HEDOJBIIMX HHTEpBa-
sax. IIosToMy MOXHO CYMTaTh, YTO HEOOXOAUMO MPOJAENATEH IIPUMEPHO
[logan] waros. JIn60 HCKIIIOYATH NPOBEPKM B CJy4asiX, €C/IM MOAHH-
TEPBaJl COBMAJET C MHTEPBAJIOM.

6. CemaHTHM4YECKasA CEKPETHOCTb

B nexuuu 5 paccmarpusanace mogenp K. Illennona, B KoTOpOit
MHOXXECTBa UCXOAHbIX TekcToB M, mmdposok C u kmoyeir K siis-
IOTCS BEPOSITHOCTHBIMM MPOCTPAHCTBaMM. BajkHOoe 3Ha4YeHHe B 3TOM
MOZEJI MMEIOT YCJIOBHBIE BEPOATHOCTH p(m|c) BHIGOpA MCXOAHOrO TEK-
cta m no panHoi umdpoBke c. CoseplueHHbl mudp TpedyeT pa-
BeHcTBa p(m) = p(m|c), 4TO 0O3HAYAET OTCYTCTBUE AONOJHUTEILHON
MHGpOPMAlLMK O pACIpejesieHMH B MPOCTPAHCTBE M npu u3BECTHOM
i poBKe c.

Ecnu paccmarpuBaercs cucteMa mudpPOBaHUS C OTKPBITHIM KJIIO-
4oM e, Hampumep, cucrema RSA, B koropoit ¢ = m€(modn), To Bce-
rJja MOXXHO MPOBEPUTH JJIsl JAAHHOIO TEKCTa M’ BBINOJHUMOCTH Da-
BeHcTBa ¢ = m'¢(modn). Pa3 Tak, Mbl yxe HEe MOXeM rOBOPHTH 06
OTCYTCTBHH JOIOJIHMTEJIbHON WHGPOPMALMH NIPH JAHHOA HMPPOBKE.
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OHAKO M B 3TOM ClyYyae PaCCMATPUBAIOTCA Pa3/IMYHbIE MOJEJH,
CBSI3aHHBIE C BLIYHUCIUTEJILHOM CEKPeTHOCThI0. ONUIIeM OJUH U3 BO3-
MOXXHBIX MOJXO/I0B.

ByaeMm cyurarh, yTO HEKoTOpas MawmuHa (anropur™) A onpene-
JIIeT 10 HATYpPaJbHOMY MapaMeTpy Kk TEKCTbl M3 IPOCTPAHCTBA M:
A(k) = m. Ilycte umeercss dyHKums f, onpesesieHHast HA IPOCTPAH-
crBe M. Jonyctum, 4TO CyueCTBYET HEKOTOPHIHA ajroput™ B, onpe-
Jesistioluit o mudposke ¢ = E(m) U OTKPBITOMY KJIIO4Y € 3Ha4eHHe
f(m) c onpenenennoit BeposTHOCTBIO pg(k). OTO O3HAaYaeT, YTO Ayl-
FOPUTM BBIYHCJISIET MO ¢ = E(M) H OTKPHITOMY KJIOYYy e 3HAYeHHe
z, u ectn f(m) = z, To B npuHuMaer 3Ha4yenue 1, ecom Het — 1o 0.
BepositHocTu 1 u 0 onpexesniensl. CucreMa mngpoBaHUA HA3bIBAETCS
CEMAHMUNECKY cexpemHot, eCu JJis JIIoOOro Takoro anroputMma B
Haiigercs nogobHbIit anroput™ C, HO y>Ke BBIMUCJISAIOU U 6€3 3HaHus
i pOBKH C, JJ151 KOTOPOro Pa3HOCTh BEPOSITHOCTEH NPaBHJIBHOI'O BbI-
yKcyIeHus1 3HaYeHus1 GYHKUUHN f npeHeOpeKMMO MaJla 110 OTHOLIEHHIO
K k. Hanpumep, BbINOJIHSIETCS HEPABEHCTBO

1100

Ip(B, f) = p(C, )| < v

3aech p(B, f) 03HaYaeT BEPOATHOCTb NMPABUJILHOIO BHIYMCJIEHUS 3HA-
yenus pyHkuud f anropurmoMm B anamoruyso gna C.

Yacro B nogobHy10 cxeMy n00aBJISIOT TPeOOBaHHE NMOJIMHOMHUAJIb-
HOIi BBIYMCJIMMOCTH OTHOCHTEJIHO 3a[1€/iCTBOBAHHBIX AJIFTOPUTMOB.
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3amauy u ynpa>kHeHus

3agaya 10.1. Ilycts n = pg — Moayss cucrembl RSA. Ilyctb
e — OTKDBITHIA K04 wudposanust. [Ipegnonoxxum, uro Bob 3Haer
HNOPSIAOK 3JIEMEHTA € B IpyIme Z;(n) U 3TOT mopsaAoK paBeH k. Kak
Bob6 moxer aemndposars coobuienre me(modn) U Aake BHIYUCIUTD
M3HAYAJIbHO CEKPETHBIA KJIo4 d?

3agaua 10.2. (Bo3M0>XHOCTb MCIOJIb30BaHMS OGLIETO MO-
AyJisa M pacnpezneJieHust Kiao4deit RSA nosepurensubim IleH-
tpoM.) Muorga RSA pacnpepensiercs LlenTpoM, KOTOpBIii, 3adukK-
CHpOBaB MOAYJb M = pg, Pa3faeT nojb3oBarenasm KJwouu (e, d;),
i =1, ..., k. [Tapamerpn! p, ¢ nepxkarca Llentpom B cekpere. [TokazaTs,
4TO JII06OM NOJIB30BATEb CUCTEMbI MOXKET OINPEJENUTh BCE KJIIOUH d;
JAPYTHUX M0JIb30BaTENEH 33 MOJMHOMHAJILHOE BpeMs.

3agaua 10.3. (Hemoasm>kHble TOYKM Npu 1umndpoBaHUU
RSA.) IIpu mmdposannu B cucreme RSA (n = pg,e,d) Bo3MOX-
HbI COBIaJEHUs1 IWU(PPOBKH ¢ U UCXOAHOro Tekcra m. [lokaxkure, 4TO
4ucio coBnafenuit pasHo (1+ wox(p—1,e—1))(1+Hog (g—1,e—1)).
Kaxko#t BbIBOJ MOXHO CIeJIaTh JJIsi IPABUILHOIO BbIGOpA APAMETPOB

p,q,e?

3agaya 10.4. IIycts n = pg — Moayb cucteMel RS A, e — OTKpbI-
T KJI04 mwudposanus. [IpeanonoxuM, 4to cymecrByeT 3¢ dekTus-
HBI Cr1ocob BbIYUCIEHUS O K@ poBKe Joboro Trekcra m € Z, BTO-
poro Miajero 6uTa £y €ro JBOUYHON 3anucu. MOXKHO 11 aHAJIOMMYHO
TOMY, 4YTO OBbLJIO MOKa3aHO B MYHKTE O JAHHON JIEKIMH, ONPENETUTH
no mwudpoBKe NPOM3BOILHBINA (HUKCUPOBAHHBINR TeKCT m? MOXKHO Ju
CHEeNaTh TO XK€ cCaMoe, eClai Mbl ymMeeM 3¢ HEKTUBHO ONpeaesaTh OUT
€i,t € N, moboro Tekcra m?

3agaua 10.5. ITycts B cucreme RSA Bbinosnneno pasencrso ¢f =
= m(modn), rae ¢ = mf(modn) - wudposka. MoxHO Ju yTBEp-
XJaTh, 4yTo f = d, rae d — kmoyu gemudposanus?
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3apaya 10.6. Anuca Boiuncasier (3a gedbru) apryment m RSA-
¢yukyuu mudppoanusa. To ecTh OHA MOJIydaeT MPH OTKPHITHIX AAH-
HBIX (n,e) 3HadeHue ¢ = m®(modn) u nocie niarexxa coobuiaer 06-
paruBlemycst BenuuuHy m. Bob xouer pacumdposars ¢ = m€(mod
n), HO OH HE XXeJaeT, 4Tobbl B mpouecce paciundpoBKU Asuca y3Ha-
jga m. OnucaTth, Kak Bob MoxeTr opranu3oBaTh obpalenue K Auuce,
4T06bl B pe3yJIbTaTe MOJYYUTh M, HE PACKPbIBAs €ro 3HAYEHHUsl AJIs
Aunucer.

3apgaua 10.7. Jonycrtum, uro B cucteme RSA nepejgana He TOJIb-
-~ k
ko mudposka ¢ = m®(modn), Ho u coobumenue Buaa ¢ = m? (mod
n). MoxeT i TpeTbe JULO NPOYUTATh coobuieHne m?

3anaua 10.8. Moaysns RSA pasen n = 24637, oTKpBITHI KJH0Y
e = 3. Buruncauts kiou gemundpobahus d.
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Hdexyua 11

IIpocteie yucaa

1. IToTpe6bHOCTH B IMPOCTHIX YUCJIAX

B kpunrtorpaduu mpocTeie Y1Ca BCTPEYAIOTCS OYKBAJIBLHO HA KaXK-
noMm wary. JInst Beibopa KoHKpeTHoro mmdgpa kpunrocuctembl RSA
HeOoOXOAMMO MMETh JBa JOCTATOYHO OOJIBINMX PA3IMYHBIX MPOCTHIX
YKUCJIA P M @, IO KOTOPbIM BBIYHCJISIETCSI OTKPBITHI MOAYJIb 1L = pg.
Yucna p, q IBJISIOTCI CEKPETHBIMH, IO3TOMY OHU JIOJIXKHBI BHIOUPAThH-
CA MPAaBWIBHO: C OJHON CTOPOHBI, CJy4aifHbIM 0Opa3oM, C Apyroi —
B HY>KHBIX NpEJEJIaX U C ONpEeAeIEHHBIMH OrPAHUYEHUSIMM HA BLIOOD.
JluckpeTHbi#t JjorapudM UCIOJIB3YeTCs B CAMbBIX Pa3JIMYHBIX KPHUIITO-
CUCTEMaX U NpPOTOKoJiaXx. B kaudecTBe miaT¢opMbl AJj1s1 JUCKPETHOrO
norapudMa 4acTo 6epyTcs MyJIbTUIIIMKATUBHbIE TPYIIbI Zy, TPOCTHIX
noJsiet Zp, 3J1eMEHTaMi KOTOPBIX SIBJIAIOTCH BbIYETHI 10 MPOCTOMY MO-
ayJio p. Beibop miatgopmsl, Takum o6pa3om, — 310 BEIGOp AOCTATOY-
HO GOJIBIIOrO MPOCTOro 4HUCJIa P, HA KOTOPOE TaKXe OOBIYHO HaKJia-
JabiBaeTcst orpanndenune. Ecim B kadecTse miaTdopMbl UCTIONB3YeTCs
MyJIbTUIIMKATHBHAs rpynna F7- koneunoro moss nopsiaka p”, To ca-
MO OHO CTPOMTCSl U3BECTHBIM 06pa30M, HCXO/Js U3 MPOCTOro noJs Zy.

CyluecTByeT TpU OCHOBHBIX crocoba BbIbOpa MPOCTOro YUC/IA P:
TOUCK €ro B Kako#-yubo 6a3e maHHbIX (Takue CyIECTBYIOT, U JOCTa-
TOYHO OObEMHBIE), FeHepalus p KaKuM-aubo o6pa3oM UM BHIGOD p
MOCJIEJOBATENbHBIM PACCMOTPEHUEM KaHAMAATOB — OOJIBIIMX HE4yeT-
HBIX 4yuces. Mbl OCTAHOBMMCSI Ha JBYX mHocjeanux crocobax. Tem 6o-
Jiee, YTO OHU XOPOIIO U3BECTHBI U JOCTATOYHO 3(pHEeKTUBHBI.

2. ITpoBepka Ha NPOCTOTY

HonycTuM, HaM HeOOXOZHUMO BBIACHUTH, SABJISIETCA JiM OoJibloe
HEYETHOE YMCJIO 72 MPOCThIM. KOHEYHO, MOXKHO Cpa3y IpeJIoJIOXKHUTh,
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YTO T3 HE AEJIUTCS Ha HebosbluMe npocThie yuchia: 3, 5, 7,11, maa ko-
TOPBIX CYLIECTBYIOT U3BECTHBIE IPABUJIA AETUMOCTH. MO2KHO PO J0JI-
>KUTh 3TOT psif, 006aBUB elle 0603pHMMOE MHOXKECTBO MPOCTHIX, TAK
KaK [OPOBEPKA HA JEMUMOCTb YUCJIA T HA JAHHOE YHCJIO TN BBINOJIHS-
eTcsl KOMIIbIOTEPOM JOCTATOYHO MPOCTO. JTO YHUCJIO 71 MOXKET bObITh U
6onbmrM. [IpobieMa B TOM, YTO BO3MOXKHBIX MPOCTHIX JEJUTENEH Y
YKCJIa N AOCTATOYHO MHOTO.

Jlerko BHJeTh, YTO B BO3MOXXHOM pa3jioKeHUH n = ab oauH u3
MHOXHUTEJIEl He NPeBOCXouT /n. ITak, nepBbIM MAroM JOCTATOYHO
rpyboii MpOBEPKH 11 HA MMPOCTOTY SIBJISIETCS BBISICHEHHUE, JEJTUTCS JIA 7
Ha JAOCTATOYHO HeDOJIbIIME MPOCThIE YUCJA ¥, BOBMOXHO, HA HEKOTO-
pble u3bpaHHbIE YHCIIA.

Cheayowuii mar CBsi3aH C MPOBEPKOH Ha MCEBIOMPOCTOTY. IDTa
IPOBEPKA TOXKE JOCTATOYHO ITOBEPXHOCTHASI, [I0JIb3a €€ COCTOUT B TOM,
YTO C ee NMOMOILbI0 YOUPAIOTCS U3 PACCMOTPEHUSI HEKOTODBIE «SIBHO»
COCTaBHbIE YUCJIA T.

Corniacio Manoit teopeme @epma ajst 11060r0 MpPOCTOro P u Jio-
f0oro 4Mcia a, B3aMMHO POCTOro ¢ p: HoA(a,p) = 1, BBHINOJIHEHO CpPaB-
HEHHe

aP~! = 1(modp), (2.1)

YTO, KAK Mbl BUJAUM B JIEKIIHH 7, cjeAyeT u3 OoJiee 0OIIeil TeopeMbl
Jlarpanxa. OTCl0a MbI MOJIY4a€M MEPBBIA — CAMBblii IPOCTOM TECT HA
BEPOSITHYIO MPOCTOTY.

Onpenenenue 33. Yucao n Ha3weaemca ncesdonpocmovim 0mMHOCU-
MEeAdHO 83AUMHO NPOCMO20 ¢ HuMm “ucaa b: nod(b,n) = 1, ecau 6vi-
NOAHEHO CpaBHEHUe

b*~! = 1(modn). (2.2)

MoxkHo, KOHe4YHO, cyutaTh 4yTo 1 < b < n — 1. 3aMeTuM, 4TO ecnu n
JEeACTBUTEJIbHO SIBJISETCS MPOCTBHIM YUCJIOM, TO OHO BBIJAEPXKHUT TECT
Juist jnoboro yncina 1 < b < n — 1. 3Hauur, Hapywenue (2.2) xo-
Ts1 6B JJI1 OJHOrO YHC/A b YKa3aHHOTO BUJA BJIEYET HEIPOCTOTY 7.
Ecin anst 1ocTaToyno 6osibioro BbiGopa uucen b = {by, b, ..., bk},
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Hon(bj,n) = 1(: = 1,...,k) Mbl OGHADY>HUM, 4TO M NCEBJONPOCTOE
OTHOCHTEJIbHO Ka’)XJOr0 M3 HHUX, TO Mbl MOXXEM IPEIINOJOXHUTb Be-
POATHYIO NPOCTOTY 4HCJIA n. MoXeT NOKa3aThCsA, YTO BEPOSATHOCTH
TAKOro CyXJeHusi TeM bosbie u 6umxke K 1, yem Gosbiie Habop Te-
CTOBBIX uHcen by, by, ..., by (Mbl cunTaem ux paznuubbiMu). OgHaKo
TAKOE CYXX/EHHe He MOXXET ObITh MMOJKPEIJIEHO TOYHBIMH OLEHKAMHU.
Jleno B TOM, YTO CYIIECTBYIOT COCTABHbIE YHCJIA 70 [ICEBAONPOCTHIE 10
oTHOIWeHHIO K obomy 1 < b < n — 1, eci voxa(b, n) = 1. Takue uuc-
J1a Ha3blBalOTCs wucaamu Kapmatixaa. CpaBHUTENbHO HenaBHO [16)
yJaJIoCh YCTAHOBHUTb, 4TO yuces Kapmaiikia OECKOHEYHO MHOrO.

IIpensno>xenmne 34. Heuemnoe wucao n 6ydem wucaom Kapmaiixaa,
€CAU U MOADKO ECAU BBINOAHEHDL CALOYOULUE YCAOBUA:

1) n=pip2...px,
20e p; — pasaudHbie npocmoie (Hevemnvie) wucaa, Mo ecmv n xe de-

AUMCA Ha K6adpam npocmoz0 “UCAQ;
2) pi — 1 deaum n — 1 das mobozo i =1,...,k.

Aoxaszameavcmeo. Jokakem JocraTodHOCTh yciosuit 1), 2), Tak
KaK OHH I103BOJISIIOT HaX0AUTh uncia Kapmaiikia i npoBepsiTh Ha 3TO
CBOMCTBO GOJIbIINE HEYETHBIE YHUC/IA M.

Urak, nyctb n—1 = (p;—1)l; (i = 1,...,k). Hycrb uncio 1 < b <
< n—1 B3aumHo npocto ¢ n: Hoa(b, n) = 1. Torma mo Mao#t Teopeme
®epma

bl = 1(modp;) (2.3)

onst Becex ¢ = 1,...,k. Torna
b1 = pPi= Vb = 1(modp;) (2.4)
s Beex ¢ = 1,.. ., k. Ilocnexnee o3navaer, uro b™~! — 1 genurca Ha
Pl,...,Pk. Ho B 3TOM ciaydae b"~! — 1 genuTcsa Tak»ke Ha NpoM3Beje-

HHME T = Pj ... Dk, TO €CTb BBINOJHEHO (2.2).

IIpumep 35. Yucaom Kapmatixaa seasemca:

n=2561=3-11.-1T7.
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3ameuyanune 36. Yucao Kapmaiixaa ne moocem 6uimo npoussede-
HUeM 0GYT PA3AUNHBIT Npocmur wucea. eticmeumenvto, ecau n =
=pq (p,q - npocmue, p<q ), mon-1=pg—1=(p—1)(g—1)+
+(p—1)+(g—1). Tax xax q— 1 ne asasemcs deaumesem p—1 (ono
npocmo boavwe), mo u n — 1 ne deaumca na q — 1.

Ho MbI ewe He goKa3am, YTO YUCJIO 7, AEJISIIEECs Ha KBaApaT
IIPOCTOrO YMCJ/IA, CKaXKeM, Ha p2, He MoXeT 6bITh unciaoM Kapmaiik-
na. Jlerko Beuncssiercsa 3uauenne dpyukuun ditnepa p(p?) = p(p—1).
3aMeTuM, 4TO rpymna Z;2 uukandeckas. Eciu f — nopoxparomuii
3JIEMEHT UMKJIMYECKOA rpynmnbl Zj, TO B KAYeCTBE MOPOXKJAIOLIEro
3JIEMEHTA, LIUKJIMYECKON TPYIIIIBI Z;;, MO>KHO B3sTb Jibo g = f, n1ubo
g = f(p+ 1). loka3aTeabCTBO OCTaBJAEM YUTATEJIO.

Urak, nycTh g — NOpOXIAIOWKI 3JIEMEHT LHUKJIMYECKON CPYIIIbI
Z;z. Ilycts m — mpou3sBeaeHne BceX MPOCTHIX AeUTENEH YHUCIa N, OT-
JuuHbix ot p. CorsiacHo Kuraiickoit Teopeme 06 ocTaTkax CyLeCTBYeT
4ucJio b, yaoBsieTBOpsOLIEEe CUCTEME CPABHEHUHA

b = g(modp?),
{ b=£{((mgdfn;. (24)

Torpa b Tak e, Kak U g, SBJISETCS MOPOXKIAIOUIMM TPy IIIIbI Z;z. 3a-
meruM, uro Hozx(b,m) = 1, uro cieayer u3 (2.4). Ecau BbimosHEHO
tpebosanue ncesgonpoctorsl b” ! = 1(modn), To BepHO cpaBHeHue
b»~1 = 1( mod p?). [Topsok snemenTa b B rpymme Z;, paBen nopsiAKy
rpynnst p(p—1). B stom ciy4yae n— 1 goyxHo no teopeme Jlarpanxka
JIeJIATHCS Ha 9uciio p(p — 1), 94TO OYEBUAHO HEBO3MOXKHO.

IIpennoxenune 34 mokasaHo.

Urak, nceBmonpocTora He rapaHTHPYeT NMPOCTOTHI Ha BEPOSITHOCT-
HoM ypoBHe. 1 Bce u3-3a yuces Kapmaiikial

Tpebytorcst apyrue cnocobbl NPOBEPKH HA MPOCTOTY.

OcranoBMMCs Ha OJHOM U3 HaubOJIee U3BECTHBIX BEPOSITHOCTHBIX
TECTOB Ha IPOCTOTY.
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Tecm Muanepa — Pabuna (Miller — Rabin)

DTOT TECT OCHOBAaH Ha cJienyloux coobpaxkenusix. Ilycts mus
HekoToporo yucia 1 < b < n — 1 B3aUMHO IpPOCTOro C TECTHUPYEeMbIM
Ha MPOCTOTY 6OJIbIIMM HEYeTHbIM 4uciaoM n: HOA(b,n) = 1 BbImO-
HeHo paseHcTBO b"~! = 1 (mod n), To ecTb m — NCEBAONPOCTOE N0
oTHoweHuio K b. Ecin Takoe paBeHCTBO He BBINOJIHEHO, NPOBEPSTH
Heyero — n coctaBHoe. ITycTs

n—1=2%, (2.5)
rae s > 1,t neyernoe. Ecim nu6o Beimosseno pasenctso b' = 1(mod
n), 6o Haiigeress 0 < r < s — 1 Takoe, uto %'t = —1(modn), To n
Ha3bIBAETCsI CHUJIBHO MCEBONPOCTHIM I10 OTHOIUEHHUIO K b.

Ocnosanue

CornacHo Mauioit Teopeme @epma 1J1s mPOCTOro 1 B PaBEHCTBE

b1 = (bt —1)(b + 1) (b2 + 1)(62°t +1) ... (8¥ 7t +1) = O(modn)
(2.6)
xoTst Obl oqHa U3 cKobok paBHa 0(modn).
JleiicTBUTENIBHO, NPY NPOCTOM 7t KOJAbLUO Z, SIBJISETCS [OJIEM, a
B IOJIe, KaK M3BECTHO, HeT jesuteseil Hyas: ecmu ab = 0, To ymbo
a =0, mubo b = 0. ITO CBOIKCTBO OYEBUAHBIM 06pPa30M IPOJOJIKAET-
cs Ha Jnoboe 4ncyio mMuoxutenein. Ho Torma oana u3 ckobok B (2.6)
JOJXKHA paBHATbCA (, YTO MPUBOJUT K ONPEAEJIEHUIO CUJILHON ICeB-
JONPOCTOTHI.

IIpenno>xeume 37. Ecau n — nevemnoe cocmasHoe “uUcao, mo 1 Ae-
AAETCA CUNDHO NCEBOONPOCTIBM TLO OTNHOWEHU K He boaee wem 25 T
wucear 1 <b<n—1:nodb,n) =1.

Mbl He NMPUBOAMM [I0KA3aTENbLCTBA 3TOrO YTBEPXKIEHUS BBUAY IPO-
MO3JKOCTH ¥ HACBHILIEHHOCTU €r0 TEXHUYECKMMH JeTaisaMu (CM., Ha-
npumep, [23]).

3amevwarue. I3 npakTHKH U3BECTHO, YTO AJisi MPOBEPKH Ha IpO-
CTOTY OOJIBIIOrO HEYETHOro 4ucJja n TectoM Muiiepa — Pabuna Het
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HeobXoquMOCTH nepeduparsb H60JblIoe KOuyecTBO 3jeMeHToB b. [loa-
CYUTAHO, HAIIPUMED, YTO CYIIECTBYET €IMHCTBEHHOE Pa3JI0KUMOE Ha
MHOXHTeJM HedeTHoe yncyo n < 2,5-1010, a umenno: n= 3215031751,
KOTOPOE BbIAEPKUBAET TeCT Ais1 b = 2,3,5,7.

CyluecTBYIOT TaKXXe Apyrue BepOSATHOCTHBLIE aJIfOPUTMBI IIPOBEp-
KU HA IIPOCTOTY OOJIbIIMX HATYpPaIbHbIX Yuces. CpaBHUTEILHO HEJaB-
HO uHauiickue maremaruku M. Arpasans, H. Kaitan u H. Cakcena
(M. Agrawal, N. Kayal and N. Saxena) [15] npeacraBuiiu anropurm,
OIpeAeISIOIMIA IPOCTOTY HATYPAJIbHOTO YHCJIA 33 MMOJIMHOMMAJIbHOE
BpeMs. [Ioka 3TOT anropuT™m, AABJASIOMIMIACA HECOMHEHHO BbIJAIOLIUM-
Csl TEOPETUYECKUM PE3YJILTATOM, HE HalleJl CKOJbKO-HHOYAbL yI0BJIe-
TBOPUTEJLHOIO MPAKTHUYECKOrOo NpUMeHeHus. Bce mesio B TOM, 4TO
NOJIMHOMHMAJILHOCTh AJICOPUTMA, €Il HE O3HAYAeT €ro MpakTHYeCKOH
NPUMEHUMOCTH, BeJb IPHU peaiM3alli¥ 4acTO CKa3bIBAETCs, 4TO all-
roput™m paboraer oyeHb MeIJIEHHO, co3aaeTcs boJibliiaa 6a3a JaHHBIX
JJIS1 €er0 UCIOJIL30BAHUS U T. II.

3. ITocTpoenue GOJIBHIMX MPOCTBIX YHCEJI

Crenyromas TeopeMa JaeT BO3MOXKHOCTH 3(p(EKTUBHO CTPOUTH
bosnbluKe NpoCThie YHUCIIA.

Teopema 38. ITycmv n - newemnoe wucao, n — 1 = qr, 20e q -

HeYemHoe NPOCMOoe YUCA0, T — wemnoe wucao. Jonycmum, cyuecmasy-
em MaKoe YUCAO @, YN0 8HNOAHAIOMCA CACOYIOULUE YCAOBUA:

(1) a™! = 1(modn),
(2) nod(a® 19— 1,n) = 1.

Toz0a Oasn 2106020 NPOCMO20 O0EAUMEAR D “UCAQL TL BBNOAHEHO
cpasnenue p = 1(mod2q). B wacmuocmu, p > 2q + 1.
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L oxazameavcmeo.

Ycnosue 1) paBHOCHIBHO TOMY, YTO pa3HOCTbL a" ! — 1 menurcs
HA 7, 3HAYUT, a” ! — 1 JesuTCA HA p, YTO JAAET CpaBHEHHe

') a® ! = 1(modp).

YcnoBue 2) Bi€YET, B YACTHOCTH, YTO BEPHO YTBEPXKJAEHHE

2') @™ 1/9 # 1(modp).
C apyroit croponbl, mo Manoit Teopeme ®epma BHIIIOJTHEHO

3) a?~! = 1(modp).
Ilepexoas k rpynne Zy, nosy4aem:

a" Vit 1,0m =16 = 1 (3.1)

Hepagenctso a™1/9 # 1 Bmecte ¢ pasencrsom (a™~1/9)9 = g™~ =
= 1 noKa3bIBAET, YTO MOPSIOK 3jementa a™ /9 papen ¢. 3uaunt, Mo
teopeMe Jlarpamka nopsigok sjemeHTa a mesurcs Ha ¢q. Orcioga u

u3 paseHcTBa aP~! = 1 mo Teopeme Jlarpamxa mosydaem: p — lig.

OueBuano, 4To p — 1:2, mosTomy p — 1:2q, 4To o3HAYaeT Tpebyemoe
cpaBHeHue p = 1(mod2gq).

Teopema nokazaHa.

ITokarkeM Tenepb, KaK 3TO yTBEPXKIEHHE MOXKHO HCIIOJIb30BATh
JJ1s IOCTPOEHUSI OOJIBIUMX MPOCTBIX yuces. i 3Toro npusesem

IIpenno>xkenue 39. Ecau ewnoanens ycaosus npedwdyuseti meope-
MBL U KPOME 3020 UMEET MECTO HEPABEHCTNEO

r<4q+2,
Mo L — NPOCMOE YUCAO.

Hoxazameavcmeo.

[TycTs 1 — cocTaBHOE, TOrAa 1 AEJUTCH HA MPOM3BEJEHUE XOTS bl
ABYX MPOCTBIX YHMCEN p; M py (BO3MOXHO, oauHaKoBbix). Torma, kak
JOKa3aHO B TeopeMe, P1, P2 = 2q + 1.

[Ipou3segeM BBIYUCIIEHUA:

29+ 1)2 =4¢2+49+1<n=qgr+1<qdg+2)+1=4¢>+2¢+1,

IPOTHUBOpEYHE.
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IIpeasoxxeHue JOKa3aHO.

A./zeopumM nocCmpoeHus NPoCcmuvl LUCEN

1) Crapryem ¢ OpOCTOr0 HEYETHOIO YHUCJIA g = q.
2) CnyyaitHpIM 00pa3oM BbIOMpaeM 4ETHOE T:

qg<r<dq+2.

3) IMonaraem
n=gqr+1.

4) Bbibupaem ciydaiiHbIM 00pa3oM 4HMCIO @ = a) B mpejenax 1 <
< a < n—1 1 npoBepsieM BbINOJHAMOCTD ycioBHii (1), (2) u3 Teopemsbl
38. Ecaiu a = a; He y10BJIETBOPSIET 3TUM YCJIOBHUSIM, TO OepeM JIpyroe
cly4aifHOe 4MCJI0O @ = ag. Tak NOBTOpsieM AOCTATOYHOE HUCIO Pas:
a =aj,ay,...,0, N0Ka He HallAeM NogXoAsllee 3HAYEHUE a.

Ecnu st0 yganock caenathb, To n — npoctoe. [losaraem ¢ = g2 = n
¥ TOBTOpSIEM MOCTpOeHue, Hauunasa c wara 1). Tak gemaem mo Tex
1Op, [0Ka HE MOJIYYUM JOCTATOYHO OOJIBIIOE MPOCTOE YHUCIIO.

Ecnu npu 6onbmoM yucse npob As1s1 @ Tak 4 He YJAJI0Ch BBINOJ-
HUTb ycnoBusi 1), 2) Teopembl 38, To U3MEHsieM T U NOBTOPSIEM BCE
CHOBA.

3ameyanue 40. [Tpednoaooicum, wmo nocmpoennoe wucao n — oeti-
cmeumeavro npocmoe. 3a0a0uMcsa GONPOCOM, KAK08A 6EPOAMHOCTMYL
HATOJHCOEHUA “HUCAQ a ¢ 3adannvimu ceoticmeamu (1), (2) u3 meopemo:
38. Bo-nepemz, ommemum, wmo ycrosue (1) a®~! = 1(modn) 6y-
dem aemomamuuecku eunoateno no Manroti meopeme Pepma. B dan-
Hom cayuae (npu npocmom n) ycaosue (2) nod(@™ /9 —1,n) =1 ~
~ nod(a” —1,n) = 1 GuNOAHEHO G TROM U TROALKO TOM CAYHae, €C-
au a” # 1(modn). B noae Z, ypasuenue z7 = 1 umeem ne boaee
T Kophetl, odun u3 xomopwixz pasen 1, a emopoti n — 1. Iloamomy na
npomesrcymre 1 < a < n—1 umeemcsa ne boaee r —2 wucea r, das Ko-
mopuz a” = 1 8 noae Z,,. IMo o3navaem, ¥mo 6ePOAMHOCTMY 6bL60PA

r—2 r 1
maxozo a ne 6oavwie, Hem =5 ~ =

119



3aMeTHM TaK>XKe, YTO TAKUM 06pa30oM MOCTPOEHHOE MPOCTOE YHUC-
70 n Gyger Goabie yeM g2, MOCKOMbKY ¢ < 7 u n = gr + 1. Ilpu
[0CJIEJOBATENBHOM MOCTPOEHUH NMPOCTHIX YHUCEN q], G2, - - . OHH PACTYT
He MeHee, YeM KBaJPATHYHO.

3ameuanue 41. 3adadumca dpyzum 60NPOCOM: HACKOALKO DPEAALHO
HaUmu npocmoe wucao n = qr + 1 npu YKa3aHHBT 02PAHUNEHUAT
g <r < 4q+ 2 smbopa wemnozo .

[Ipexxae Bcero 3ameTum, YTO MO 3HAMEHUTOH Teopeme Jlupuxise
nporpeccusi n = 2qt+1 (t =0,1,2,3,...) COAEP>KUT GECKOHEYHO MHO-
ro npocTeix yuces. Hac uaTepecytoT npocrblie 4ucia 1 yKa3aHHOrO BU-
Jla C BO3MOXKHBIMU MaJibIMK napaMerpamu t = 1,2, .. .. Ecau cipaBea-
JuBa 0000OuIEeHHas runore3a PuMaHa, TO HaMMeHbIIee MPOCTOE YHC-
JI0 B yKa3aHHOM NOCJIeJI0BATEILHOCTH He mpeBocxoaut c(e)q?+e npu
mobom € > 0 (c(e) — koncTanTa, 3aBucsamas ot €). OnblT BbIYUCITE-
HUI TOKa3bIBAET, YTO MPOCTHIE YHCJIA B YKa3aHHOW MOCJIEJ0BATEb-
HOCTH BCTDEYAIOTCsl JOBOJBHO 4YacTO M OJIM3KO K ee Havyasy. 3ame-
THM TaKXXe, YTO MO U3BECTHOM B TeopuM uyuces runorede Kpamepa
Pn+1 — Pn = 0(In? p,) (3mech p, 0603HAYAET n-€ 1O NOPSAAKY MPOCTOE
uncso). [IpumepHo To ke camoe ciefyer u3 0OOOLIEHHON TUIOTE3bI
Pumana.

IIpumep 42. Caedyrougue NOCAEIO6AMEABHOCTNU NPOCTIBL “UCEA
NOCMPOUAL UMEIOUWLAACA Y MEHA NPOZPAMMA, HANUCGHHAA 0OHUM U3
cmydenmoa:
11, 353, 372769, 181860575417,
89130238019578905014857 (23 3naxa);
7, 197, 96137, 19404292081,
733929752109109478339 (21 3nax).

Tax orce nezko oHa NOCMPOUAA NPOCTOE HUCAO
97109445403960531135919281487547185112647209784567
(50 3naxos).

Pabomana ona ma obwvunom npoueccope Pentium 4 6 mewenue
HECKOALKUT cexynd. IIpu amom A He cmpemuncs € pexopoam.
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3agayu U ynpa>kHeHUus

3agaua 11.1. Marematuku B JIpeBuem Kurae cuntanu, uTo umc-
JIO T SIBJISIETCSl IPOCTBIM TOrJA M TOJIBKO TOrJa, KOrjaa n Jeaut 2" — 2.

JlokazaThb, 4YTO JAHHOE YCJIOBHE JAEACTBUTENbHO SIBJISIETCS HEODXO-
AUMBIM JJIs IPOCTOTHI yMciaa n. Bojiee Toro, npoctoe 4uciio n 06s13aH0
JeNUTh pa3HocTh k™ — k mpu yobom k.

IIpuBecTu npuMep, MOKa3bIBAIOUIHA €r0 HEJOCTATOYHOCTh. JIpyru-
MH CJIOBaMH, MIPEJCTABUTb COCTABHOE YHMCJIO 72, TEM HE MeHee JAeJIsliee
2" — 2.

3anaya 11.2. Ilycts p — mpocroe uucio. Jlokazars, 4To

(p — 1)! = —1(modp).
STOT pe3ysbTAaT U3BECTEH KaK Teopema BuibcoHa.
3anmaya 11.3. IIycts n — cocraBHOe uuciio, oTindHoe oT 4. [o-
Ka3aTb, YTO

(n — 1)! = 0(modn).

3anaya 11.4. IIycts a™ — 1 — npocroe 4ncio. Jloka3aTs, 4TO B
3TOM CJiydae @ = 2 U m — TOXKE€ IPOCTOE YUCJIO.

ITpocTeie ymncia Buaa aP — 1,p mpocToe, HA3BIBAIOTCA “UCAGMU
Mepcenna.

3amaya 11.5. IIycts a™ + 1 - npoctoe uncio. Jokasars, 4To a
YEeTHO U N SIBJISIETCA CTEINEHbIO 2.
t
[Ipocteie uncia Buga 22 + 1 nassiBatorcst wucaamu Pepma.
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Jlexyusn 12

Pa3no>xumocTts OeJbIX 4YuceJl Ha MHOXKHUTeJIN

1. IlpeacraBjienne 1LEJIOrO0 COCTABHOrO 4YHMCJa B BUIE
pa3HOCTH KBajpaTOB

IIycts n - monoxuresnbHoe Lesoe HeyeTHoe yucao. [Iycts n = ab
— NMpOU3BEJEHNE HATYDPAJIBLHBIX YMCes, IAe JJisl ONPEENIeHHOCTH a >
b>2 Torman=1t>-s*=({t+s)(t—s) =abrrea =t+s,
b =t — s. Mbl BUOUM, 4TO JIOOOMY pa3yiokKeHUI0 . = ab cooTser-
CTByeT MNpEeACTABIEHHE B BHAE Pa3HOCTH KBAApaToB 1 = t2 — s2 u
Haoboport. ITonyynTh mocnegHee MpeACTaBIeHUE YAcTO OBIBAET JIerye,
YeM MCKATb DPa3JIOKEHHE B OOBIYHOM BHjE. ITY HJEI0 BHICKA3bIBAJI

eme Pepma.

IIpumep 43. Ilycmv mpebyemca gaxmopusosams n = 4559. Jezxo
emuucaums, wmo [\/n] = 67 (672 = 4489 < n < 682 = 4624).
IHonwmaemcs natimu npedcmasaenue suda n = t° — s, beps 6
xawecmee t wucaa: [/n] +1 = 68, [v/n] +2 = 69, [Vn] +3 = 70,....
Hmeem:
682 — n = 4624 — 4559 = 65

(ne nodzodum, max Kax He ABAAEMCA NOAHDIM KEAIPATNOM, NOCKOALKY
82 =64 < 65 < 92 = 81);

692 — n = 4761 — 4559 = 202

(ne nodzodum, max xax He ABAAEMCA NOAHBIM KEAOPAMOM, NOCKOALKY
142 = 196 < 202 < 152 = 225);

702 — n = 4900 — 4559 = 341

(ne nodzodum, max xax He ABAAEMCA NOAHBM KEAOPAMOM, NOCKOALKY
182 = 324 < 341 < 192 = 361);

712 — n = 5041 — 4559 = 482
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(ne nodzodum, max Kax He ABAAEMCA NOAHBLM KEAOPAMOM, NOCKOALKY
212 = 441 < 482 < 222 = 484);

722 — n = 5184 — 4559 = 625 = 252,

3Havum,
n = 4559 = 722 — 252 = 97 . 47.

B paccMOTpeHHOM TNpuMepe Pa3JIoKEHHE MOJIYYUJIOChH MTOUTH CPa-
3y. TO NPOU30IIIO U3-33 TOTO, YTO YUCJIO ¢ HEHAMHOIO MPEBOCXOJUT
(v/n]. MoxHO cKa3aTh ¥ MO-JPYroMy: MHOXHMTENH @, b CPABHUTENBHO
MaJIO OTJIMYAIOTCS APYT OT APYra, a YHUCJO S MAJIo.

Nuorgna, a 6u3ko He K b, a K kb 11 HeKoToporo MuoxuTes k. B
atom ciyyae kn = (ka)(kb) — pa3yioxkenue ¢ 6JIM3KMMHE MHOXKUTEISIMHA
npu mManoMm k. Toraa uimeM npencraBieHne t2 — kn = s2, nonaras
NOCJIEI0OBATE/ILHO t = [\/15] + 1, [M] + 2,..., NOKa He MOJIy4YUM
t2 — kn kak nosHbli kBagpaT.OTCIOZA MOXKHO 3aKJIOYUTh, YTO IJIS
Hekoroporo s umeeM kn = t2 — s2 = (t 4 s)(t — s). Illanc mony4urs
Pa3JIoKEHHE T Ha MHOXXUTEJIM 3aKJII0YAeTCsl B TOM, 4TO HoA(n,t + S)
wm Hoa(n,t — ) byzser owinyer ot n u 1.

IIpumep 44. IIycmv mpebyemca daxmopusosams n = 223027, 06-
aadas donoarumenvhoti ungopmayueti o bausdocmu 00H020 u3 €20 de-
aumeaseti a & wucay 5b, 2de b - dpyzoti deaumens.

Huwem npedcmasaenue t2 — 5n = s2, noaazan nocaedosameabho
t = [V6n] +1,[V5n] + 2,..., noxa ne noaywum t2 — kn e gude s°.

Lanee:

t1 = [V/5n) + 1 = 1056,

t? — 5n = 1115136 — 1115135 = 1,

5n = 10562 — 12 = 1057 - 1055.

Muw eudum, wmo n0d(1057,5) = 1. 3navum, n:1057. IHodcmasasem
3nauenue n u noayuaem padaoxcenue n = 223027 = 1057 - 211.
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2. Metoa dakTop-6a3 Pepma

DTOT METOJ Pa3JOXKEeHHsl HA MHOXHMTENM GOJIbIIMX HEYETHBIX CO-
CTaBHBIX YHCEJI T UCHIOJIL3YeT CieAyouyo Hedopmanbuyo uaerw. Ec-
JIM MBI HajiZieM COBEpLIEHHO Pa3HBIMII cocobamu Ba KBajpara t2, s2,
cpaBHUMBbIX modn : t?2 = s?(modn), 4TO PaBHOCUJILHO BBINOJIHEHHIO
paBeHcTBa t2 = s? 4+ nl A HEKOTOPOro LENoro I, TO MBI MOJTyYaeM
IIAHC HANTH Pa3JIOKEeHHUe 7 Ha MHOXUTEJIH U3 paBeHCTBa t2 —s2 = (t+
+s)(t—s) = nl, Bbruucass d; = Hoa(t+s,n), d; = HoA(t—s,n). Yaaua
OyZer ConyTCTBOBAThH HaM, KOTJa JAJIsi HEKOTOPOro ¢ = 1,2 moJyyurcs
d = d; # 1,n. Paznoxenue n = d - b, rae b = n/d, 6yer uckombiM.

CoBa «COBEPLIEHHO Pa3HBIMU CHOCOGAMH» MOTYT MMETh Pa3Jiny-
HBII CMBICJI, OJMH M3 KOTODBIX peanusyercs B Mertofe dakTop-6a3, K
ONHMCAHUIO KOTOPOTO MBI CEHYaC MPUCTYMAEM.

I[IpoBesem HEBGOJIBUIYIO MOArOTOBKY.

Omnpeaenenue 45. Haumenvwunm abcoarommvim evuemonm (least ab-
solute residue) wucaa a no HewemMHoMy MO0YAI0 L HA3BIBAEMCA HUCAO
b us unmepeaa I, = [—251, 27L] ¢ yeaosuem: b = a(modn). Tax
xax dauna unmepsasa I, pasna 1, HauMeHbLWUL abCOAOMHBLL BBLNEM
8cezda cyuecmeyem u eduncmeenen dan arwbozo a. Obosnawum ezo

b = a| mod n|.

B sTOM ompeneneHun Mbl 3aMEHsieM CTAHJAPTHbIE MMEHA BblYe-
toB 0,1,...,7 — 1 modn ApyruMd CTaHAAPTHBHIMH UMEHAMM: —"T‘l,
—"—;l- +1,...,0,..., "T_l -1, 92;1 Koneuno, MOXHO IPUBECTH aHAJIO-
CUYHOE OMNpeAe/IeHHE U JJ1s1 YeTHOTO MOYJisl, yOUpasi OJHO U3 KPAHHUX

3HaYeHHUIA: —% HUJIH %, HO JUIA HAIUMX LieJiel OHO He MOHaJ00UTCA.

Onpenenenne 46. Ecau B ={-1,p;,p2,...,Pk} — HeKOMopoe mHo-
24CECTNBO UEABT “Uucea, cocnosujee u3 —1 u npocmuix wucea py, P2, ...,
Dk, Mo B-wucaom na3vieaemca maxoe yeaoe wucao b, wmo pasaooice-
nue |b| 6 npousseedenue cmeneneti NPOCMBIT YUCEA COOEPHCUM MHO-
orcumeau u3 B (dpyzumu caosamu: «b noamocmuro pasaazaemcs 6
npoussederue muoocumenseti us Bs uau <«b ne umeem npocmuz de-
aumeaeti, He 8xodauux ¢ By ).
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Onpenenenne 47. Keadpam yeaozo wucsa b* nasweaemcs B-xead-
PAMOM OMHOCUMEADHO HELEMHO20 MOOYAR T, ECAU €20 HAUMEHLWUL
abcoamommniti evivem b%| mod n| asasemca B-wucaom.

Tenepp Bce roToBo K onucaHuio meToaa. IIpeamnosnokuM, 4To HaM
HY>XHO Pa3JIOXKUTh HA MHOXHUTEJIM HEYETHOE COCTABHOE YHCJIO 7.

Yemanosxa

Buauane Boibupaercsi akrop-6aza B = {—1,p1,p2,...,Dk}, CO-
crosmas u3 —1 ¥ HeKOTOpbIX (Pa3/IMYHbIX) NPOCTHIX YHCEJ Py, D2, - - - ,
DPk-

BribpanHble pakTop-6a3a U MOJYJIb 7t TO3BOJISIIOT OAHO3HAYHO CO-
MOCTAaBUTH I060My B-KBaapaTy b% OTHOCHTENBHO T LEJIOYHCJIEHHBIH
sekTop X(b%) = (€,71,72,--- V), Tae € € {0,1}, KOMMOHEHTHI 7; Ox-
HO3HAYHO ONpPEAENAIOTCs u3 pasioxenus b%| mod n| = (—1)¢p]* pP?...
py*. Bextop x(b?) Ha30BEM 4ETHBIM, €CJIM BCE €r0 KOMIOHEHTBI YeT-
Hble. Habop B-kBaapaToB bf, b%, ... ,b,2 HA30BEM YETHBIM, eC/Id CyMMa

£=1 x(b?) — deTHbIt BeKTOp (TEPBble KOMIIOHEHTHI CKJIAJIBIBAIOTCA
mod2, ocTasibHble — KaK LieJible yucsa). B sTom ciyuyae npousseze-
HUE C = l_ﬁ:l b?| mod n| ABAAETCS MOJNHBIM KBAAPATOM, CDABHUMBIM
c nmpou3BeneHneM d = é=1 b? modn. Oboznauus d = t2,c = s2
(t,s € Z), nonyuum cpaBHenue t2 = s*(modn), garomee masc pas-
JIOXKUTb T Ha MHOXXUTEJIH.

Anzopumm daxmop-6asvi

1) Mocnenosarensno sbibupaeM kBaspats:: b3,b3,...,b%, ocras-
JIsisl TOJILKO T€ U3 HHUX, KOTOpbIe sABJsATCA B-kBaaparamu. s 3To-
ro BHIYHCJIAEM HaUMeHbIIHe abcomoTHble BhraeTh! b2| mod n|,i = 1,2,
...,k v npoBepsieM, ABJAOTCA ¥ 0HU B-uncnamu. OnpexesisieM Bek-

2 2 2
tops! X(b7), x(3),- - -, x(bg)-
2) Haxonum yeTHblit mognabop B-kBaapaTos bif, b,-%, e ,b,-g U CO-
2
orserctaytoue uncna d = t2 = [[7_, b3, ¢ = s* = [[_, bij| mod 7],
cBA3aHHblE cpaBHeHUeM t2 = s%(modn).
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3) Boiuncnsem d; = Hox(t + s,n), dy = HOA(t — S,m) M €CU XOTs
661 ast oquoro d = d; (i = 1 wm 2) d # 1,n HaxoquM pa3/IOXKeHHe
n=d-b.

Ecnu B 3) Hac nocruria Heyjaya, HAXOJUM APYroil YETHBINA MOJ-
Habop B 2) u nosropsiem nonbiTKy. Eciu nosropenue 2) u 3) He gaer
pe3ysbTaTa, UlEeM gpyroit Habop B-kBaaparos B 1). Ecim sto Takxke
HC JaeT pe3ysbTaTa (MOC/Je AOCTATOYHO GOJIBIIOrO YKMCJ/A IOMBITOK),
TO MeHsieM (aKTop-6a3y B yCTaHOBKE.

3ameyaHue 48. Pa3aooicerue 60ADWUT HEYEMHBLT COCTNAGHBIT “U-
Cen Ha MHOJCUMEU — IMO BHICOKOE UCcKyccmeo. B npusedernom 6vi-
we aA20PUMME MbL HE OUEHUBAEM DA3MEDHL PAKMOP-6a3bl U MHOHCE-
cmea ewbpannoir B-xeadpamos. Jas yachenus nodobnur demaset
1eo6T00uMo 0bpauamovca K cneyuasvholi aumepamype (0as navaaa
nocmompemas [23]).

Boaee mozo, ocrosnbie 6bi0atousuecs pe3yabmamot 8 0aHHOM Ha-
NPABACHUU NOAYYEHDL C UCTLOADI0BAHUEM MEMOJA KEATPATMUYHOZ0 pe-
wema, 0606uauLe20 U HAB00AUE20 ONPEOEeAEHHBI NOPAJOK 6 UOEAT
Mmemoda paxmop-6a3. B HACTNOAWUT AEKUUAT MbL. HE 3AMPI2ZUBAEM
amom memod, docmotinuiti 20pa3do boaee nNodpobHo20 U MUAMEABHO-
20 U3YNEHUR, YEM MBI MOJCEM celinac cebe No360AuUMD.

IIpumep 49. IIycmv mpebyemca gaxmopusosamsv wucao n = 23299.
Buibepem 6 xavecmee daxmop-6asn mmoocecmeo B = {—1,2,3,5,7,
11}. Bydem 6pamv 6 xauecmee xeadpamos wucaa b? = ([y/n] +1)% =
= (152+1)2,i = 1,2,..., 0cTnasass 0as daavhetiuiezo paccmMompenus
B-xeadpamui:

b? = 1532 = 23409, b?| mod n| =110 =2-5- 11,

b2 = 1542 = 23716, b3| mod n| = 417 = 3 - 139 (ne nodzodum),

b2 = 1552 = 24025, b2| mod n| = 726 =23 - 112,

b2 = 1562 = 24336, b2| mod n| = 1037 (ne nodzodum),

b2 = 1572 = 24649, b?| mod n| = 1350 =2 - 3% . 52.

Bwnuwem coomeemcmeyrowue B-xeadpamam eexmopot:

X(b%) =(0,1,0,1,0,1),

x(83) = (0,1,1,0,0,2),
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x(%) = (0,1,3,2,0,0).

B xauecmee uwemnozo nodnabopa noayuennnr B-xeadpamos bepem
b2, b2 Buvucasem:

d = b2bZ = (155 - 157)? = (24335)2,

c= b2| mod n| - b2| mod n| = (2 -3%2-5-11)% = (990)2.

Hanee noayvwaem pasercmeo

(24335 + 990)(24335 — 990) = 25325 - 23345 =n - |
das nexomopozo |l € Z.

Bunucasem

100(23345, 23299) = 23.

Toaywaem pasaoorcenue

n = 23299 = 23 - 1013.

IIpumep 50. ITonwmaemcsa daxmopusosamsd wucao n = 1829, bepa

6 Kawecmoe b; yeave wucara suda [Vnk| u [Vnk]+1, k=1,2,... ma-

Kue, Mo Haumenvwue abcortommune evuemnt b?| mod n| asasromes

npou3eedenuimu (603 MONHCHO, CO 3HAKOM CMUHYCP ) NPOCTNHLT “wuCeA,

ne npesvwarowuz 19. Imo o3navaem, wmo mu puxcupyem 8 xave-

cmee daxmop-6asv. mroocecmeo B = {—1,2,3,5,7,11,13,17,19}.
3anuwem nosyuennve dannvie:

= [Vn]? = (42)? = 1764, b? |mod n|=-65=(-1)-5-13,
b3 = ([v/n] +1)? = (43)% = 1849, b2| mod n| = 20 = 22 - 5,
b3 = ([v2n])? = (60)2 = 3600, b3| mod n| = —58 = (-1)

(ne nodzo&um ),
_([\/QE]+1 (61 = 3721, b2| mod n| = 63 = 32 - 7,

b2 = ([v3n])? (74 = 5476, b%| mod n| = —11,

b2=([\/%]+1 = (75) = 5625, b2| mod n| = 138 = 3 -2 - 23,
(ne nodzodum),

b2 = ([V4n))? = (85 = 7225, b2| mod n| = —91 = (1) -7-13,

b = ([V4n] + 1)? = (86)% = 7396, b2| mod n| = 80 = 24 - 5
Bunuwem coomeemcmeywuue B-xeadpamam sexmopwi:

x(b?) = (1,0,0,1,0,0,1,0,0),

x(b3) = (0,2,0,1,0,0,0,0,0),

x(b3) = (0,0,2,0,1,0,0,0,0),

x(b?) = (1,0,0,0,0,1,0,0,0),
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x(b%) = (1,0,0,0,1,0,1,0,0),

x(b3) = (0,4,0,1,0,0,0,0,0).

Mui 6udum, wmo b2, bg - yemnviti nodHabop.
Buvucasem:

d= b -b% = (43 - 86)? = (3698)2,

¢ = b3| mod n| - b3| mod n| = (23-5)? = (40)2,
3navum,

(3698 + 40)(3698 — 40) = 3738 - 3658 = nl
das nexomopoeo l € Z.

Bunucasem:

100(3738,1829) = 1,

100(3658, 1829) = 1829,
YMO C8UJEMEADCMEYEM 0 HeYoane 8 PA3A0HCEHUL TL.

Samemum, wmo b%, b2, bg, bg MaKoice A6AAEMCA YEMHBM NOOHAOO-
pom. Buvucasem

d = (42 - 43 - 61 - 85)2 = (9364110)?,

c=(2-3-5-7-13)% = (2730)2.
Mooicro ynpocmumbd 6vpacicCenun, 3aMEHAR 3HANEHUA 6 CKOOKAT Ha
cpasnerus ¢ wumu modn:

dy = (1459)%, ¢; = (901)2.
Tozda

(1459 + 901) (1459 — 901) = 2360 - 558.
Buvucasem:

100(2360, 1829) = 59,

n00(558, 1829) = 31,
wMo daem pPas3aodcenue

n = 1829 = 59 - 31.
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3aJaum U ynpa>kHeHus

3azaua 12.1. Pa3si0XXUTh Ha MHOXXHUTEJIH YHCJIa

ny = 21894583143407671,

ng = 317481472366756346287.

3agaua 12.2. Haiitu npocroe uucno p > 2100
= (p — 1)/2 - Toxe mpocroe.

Taxkue uyucsa Ha3biBatoTca yucaamu Codpu 2Kepmen.

, TAKOE, 4TO q =

3anaya 12.3. Pa3noxxuTh Ha MHOXXHUTEJIH YHCJIA

n; = 573986176056067387809745536553718177449
6887708448761680768591535390324,

ny = 3000482301261042233534380159958868822954036395871448

716256542875772006105366916299426263644379470339,

ng = 16604589036844609947075611165473677273146067100305915

1938763854196360081247044441029824134260263654537.
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Jlexuyua 13

Anropurmsl reHepaluyn MCEBIOCJYYaAHBIX
IOCJIEAOBATEJIBbHOCTEMN

1. PaBHOMepHO pacnpeneJjieHHasi cjy4aitHas
nocJsieqosarenabHocTs (PPCII)

CnyuaiiHasi MOCJ€I0BATENBLHOCTb BBIYETOB T; € Zn,i = 1, ..., ¢, ..
Ha3bIBAETCH PABHOMEPHO pacnpedesenroti, €CJIH BHIOJHEHBI CJIe/lyI0-
1ife CBOMCTBA.

(C1) Ansa mo6oro HaTypasbHOrO 4MCJIa k ¥ NPOU3BOJILHBIX 3HA-
yeHuit MHAEKCOB 1 < ¢ < ... < i} CayyaiiHble BEIHYHUHBI Ty, ..., Tt €
€ Z, He3aBUCHMBI B COBOKYITHOCTH.

(C2) Anst moboro HaTypasbHOro t ciay4vailHasi Benu4uHa Ty € Zy
pacnpezaeseHa paBHOMEPHO:

P(z; =m) = 1
n
ansa awoboro m € Z,.

BaxxubiM cneacreuem cBoitictBa (C]) ¢ TOYKH 3DEHUS] TEOPUH HH-
dopMaluK SIBISETCH «HENPEICKa3yeMOCTb» JII0OOro 3HAUEHUSs Ty [TPU
M3BECTHBIX 3HAYEHHUAX Ty, ..., Ty, €CAM t # t;,7 = 1,..., k. JleficrBu-
TeJIbHO, U3 COBOKYIIHO! HE3aBUCUMOCTH CIIyYaiHBIX BEJHYHH Ty, ---
Tt,, Ty CIEAYET, YTO 3HAHUE 3HAUEHUI MEPBBIX K BEIMYUH HEe U3MEHH-
€T BepOsSITHOCTE! 3HauyeHUH BeJHUHMHBH T;. KpoMe Toro, u3 cpoiicTsa
(C1) cnenyer, uto smobasa nognocnenoarensHocts PPCII Takke B-
asierca PPCII. Moxuo npusectu eme psaf cieactsuit coitcts (Ch)
1 (C2) KaKk BEpOSITHOCTHOrO, TaK M HWH(OPMAIMOHHOIO XapaKTepa.
Cmorpute no sromy nosoay [14]. Tam e MOXHO HAWTH OMMCAHUA
M3BECTHBIX TECTOB MPOBEPKH IOCJIEA0BATENLHOCTH HA CBOMCTBO OBIThH
PPCII. BnpouewM, ete Jyuine 0OpaTHTbCA K KJIACCHYECKOM MOHOrpa-

¢dum . Kuyra [6].
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2. 'enepauus ncesaocty4aiHbIX rocjaea0BaTeIbHOCTE

Ilcesdocaynatinoti Ha3bIBAETCA M0C/IE0BATENLHOCTD T; € Zp,t =
= 1,..,t, ..., BBIYUCIAeMas 10 U3BECTHOMY DEKYDPEHTHOMY COOTHO-
IIEHUIO U II0 CBOMM CTaTHCTHYECKHMM cBoiicTBaMm cxoanasa ¢ PPCII.
[Ipeanonaraercs KOMIBIOTEPHOE NOCTPOEHHE IIOCJIeN0BATEIBbHOCTEN,
M TOCKOJIBKY COBpEMEHHbl€ KOMIILIOTEDBI HCIOJIb3YIOT PEeaJIM30BaH-
Iible B NporpaMMax JeTepMUHHPOBAHHbIE AJITOPUTMbI, Mbl HE MOXK€M
rOBOPUTBH O MOCTPOEHHH CJIyYalHBIX MOCJEN0BATEILHOCTENR, a TOJIb-
KO IceBJocnyyalHbIX. Mbl pACCMOTPHUM psif U3BECTHBIX M€HEPATOPOB
NICEBAOCITY YalHbIX IOCJIeI0BATEILHOCTE.

JTunelinme U MYALMUNAUKATNUBHBLIE KOH2PYIHMHDLE
2enepamopv

[IycTb MHO’KECTBOM BO3MOX>KHBIX 3HAUEHHUI MOCJIEJOBATEILHOCTH
apisiercss Zp. Junetinwi xonepysnmunt zenepamop (JIKI') onpene-
JIETCA PEKYPPEHTHBIM COOTHOIIEHUEM

Ty41 = axy + b(modn),

rae zg € Z, - Havaavhoe snavenue (seed), 0 # a € Zy, — myavmunau-
xamop, b € Zy, - npupawenue. Eciu b = 0, To nostydyaem myavmunau-
xamuenutl xonapysnmuwuti 2enepamop (MKI'). laHHble reHepaTopbI
3aBeJIOMO JAIOT NMEPUOAUYECKHE MTOC/IEJOBATEILHOCTH C IIEPUOJOM, HE
npesbimaowuM n. Ilocneanee 0ueBUAHO, NOCKOJIBKY NPH Tp, = Iy,
MOJIYHaeM Tp, 4 = Ty;+1,0 =1,2,....

I'enepamop ncesdocayuatinmx nocaedosameavrocmed,
ocnosannwml na cucmeme RSA
Yemanosxa

IIpexxae Bcero BuiGupaercs cucrema RSA, kak 3T0 00bsicHEHO B
Jlekuuu 10. Jns paboThl reHepaTopa HaM JOCTATOYHO 3HATH OTKPbI-
ThI€ TITapaMEeTPhl: MOAYJIb 1 M OTKPBITHI KJIIOY €.
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Anzopumm zenepayuu

1) Boibupaercst ciy4aiiHblil BHIYCT Tg € Zo,.
2) Ons i =1,2,... mocje10BaTeNbLHO IPOBOASATCSA BHIYUCJIEHHUS M0

dopmyse
z; = z{_;(modn).
3) Boruucnsaroress Miaamue 6UTH 2; BIYETOB T; € Zn,i = 1,2, ....
Pesyavmam

Bpmapﬂaﬂ nocJje10BaTeJbHOCTD

21,225 -

3ameyanne 51. 1) Jan ewvemnos x;, i =0, 1,... ucnoavayromes ux
cmandapmune umena 0,1,...,n — 1.

2) Kax npasuno, 3aparee onpedesiemcs wucao | snemenmos 6vi-
nycxrol nocaedo8ameAbHOCTIU, KOMOPAA 8 IMOM CAYHAE BVLIZAAIUM
xax

215 %2y 032~

Cexpemnocmd dannoz20 npouecca uMeem mo dHce camoe OCHOBA-
Hue, wmo u cucmema RSA: mpyonocms pasaoscenHus Ha MHOHCUMEAU
boavwuz wucea.

I'enepamop ncesdocayuatinmx nocaedogamenvrocmet
Muxaau - IlInoppa (Micali — Schnorr)

Yemanosxa

Bribupaetcs cucrema RSA, npuuem gi1s pabotsl reneparopa, Kak
M B ONHCAHHOM BbllIe Cloy4yae, TPeOYeTCs JIMIIL 3HAHHE OTKDPBITHIX
[IapaMeTpPOB: MOAYJII M U OTKpBITOro KJouda e. IIpu 3aToMm, ogHako,
JIOTIOTHUTENIbHO Tpebyercst BhinoJsiHeHHe HepaBeHcTBa 80e < N, rae

132



N = |logan| + 1 (anuna n B 6urax). Ilonaraercss k = [N(1—2/e)| u
r=N—k.

Anzopumm zenepayuu

1) Beibupaercst ciyuqaiiHas nocienosarenbHocTs o € {0, 1}* 6u-
TOBOM AJyiMHbI T (seed).

2) IlceBmocnyyaiiHast 1OCAEOBATENBHOCTD JIHHBI kl mopo)xzaaer-
csl B COOTBETCTBHH cO caenyomumu popmynamu: (2 = 1,2,...,1) :

2.1) y; = z§_; (modn);
2.2) z; — NOC/IEeA0BATEILHOCTD T CTAPIIMX OUTOB Y;;
2.3)z; — nmocne 0BaTENbHOCTL k MJIAAIINX OUTOB ;.

3) BoinmyckHasi nocaeJ0BAaTENbHOCTh UMEET BUJ:

21|l z2l|--- Iz,

rze || obo3Havaer onepaunio JONUCHIBAaHUST (KOHKATEHALMH).

3ameuanue 52. 1) Arzopumm Muxaau - [Inoppa boaee sxonomu-
eH, YeM QA20PUMM, ONUCAHHBL Neped HUM, NOCKOALKY 8 HeMm TOCAE
001020 IKCNOHEHUUPOBAHUA 8BTO0UM boabwe bumos, wem 68 Mmom aq-
2opumme. Hanpumep, npu e = 3 u N = 1024 noaywaem k = 341,
mo ecmb 00O IKcnonenyuposanue daem 341-bumosyro wacmv 6bi-
nycxroti nocaedosameavhocmu. Boaee mozo, xadcdoe sxcnonenyupo-
earue mpebyem moavbko 00H020 MOOYAAPHO20 6036edeHus 6 Keadpam
683-6umosozo wucaa u 00H020 MOOYAAPHOZ0 YMHOHCEHUSR.

2) Cexpemnocmd anzopumma Muxaesu — [noppa ocroswvieaem-
ca Ha 60aee CUADHOM, “EM MPYOHOCTL DPA3AOAHCEHUA OOABWUTL “U-
cea wa muodcumenu, donyuenuy caedyrowezo suda: pacnpedeserue
z¢(modn) daa cayuatinot r-6umoeot nocAed08aMEALPHOCTIU T HE Pa3-
AUNUMO TLOAUHOMUAALHBLMY N0 8PEMEHY CTNATNUCTIUNECKUMY MECTA-
MU OM PABHOMEPH020 pacnpedenenus yeanx 6 unmepsase [0,n — 1J.

133



I'enepamop BBS ncesdocayuaiinnx nocaedosamenvrocmedi

Onepatop BBeseH B paccMorpenrne MaHyanieM Biitomow, JleHopoit
Buarom 1 Maiiksiom Iy6om (M. Blum, L. Blum, M. Shub) 8 1983 roay.

Yemanoexa

Bribupaior 60Jibmue ciydaiinbie (pa3JiM4HbIE) MPOCTHIE YUCIIA P,
g, cpaBHMMBIE C 3(od4), BBIYMCIAETCA MOAYJIb N = pgq.

Anzopumm zenepayuu

1) Bribupaercs cayqaitnoe uucio 1 < s < n— 1, B3auMHO npocToe
¢ n (seed). Beruucnserca

zo = s2(modn).
2) IceBmocnyyalinas NOCJIEA0BATENLHOCTD JJIMHbI | BBIYMCIIAETCS

B COOTBETCTBMHU CO cieayowumu ¢popmyaamu (i =1,...,10):

2.1. z; = 22_, (modn);
2.2. z; — HauMeHbLIUH OUT ;.

3) BbIHyCKHa.ﬂ 110CJ1Ie10BATEJIbHOCTb UMEET BHUA:
Z1yeeey 2.

3ameuyanne 53. Cexpemnocmo aazopumma basupyemcsa wa mpyo-
HOCTIU 3a0a%YU U3BAEHEHUA K6adPAMH020 Kopra modn, 2de n = pq -
npouseedenue 60ALWUT PA3AUNHBT NPOCTIHLT YUCEA, MO PABHOCUAL-
HO 3a0da%e PA3A0AHCUMOCTIU “UCAAL T HA MHONCUMEAU (CM. AEKUUIO

10).
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3amaum u ynpa>kKHeHUus

3agaya 13.1. O6bscHUTE, TOYeMy npu ycraHoBke BBS-reneparo-
pa Tpebyercs, 4TObbI IPOCTHIE YKCIA P, q ObLIM CpaBHUMBI ¢ 3(mod4).

3anmaua 13.2. BriBecTu popmyny st obiero 4yjeHa mnocsiaenoBa-
TeJIbHOCTH, nopoxaaemoit JIKT
T+ = axy + b(modn).
3anaya 13.3. Boeisacuurs, korga JIKD u3 npeabiayuieit 3agaun
[OPOXK/IAET MOC/EeA0BATENLHOCTh MAKCUMAJILHOTO NEPHOAA.

3apgaua 13.4. [Iycrs 3agan MKT

Zi+1 = azy(modn).

[Ipeanonoxum, uro Hox(zg,n) = 1. KakoBo BO3MOXKHOE MaKcH-
MaJIbHOE 3laYeHHE NEPUOJA BbIYCKHOM I0C/IeI0BATEIbHOCTH?
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Jlexuyua 14

ITorounsie KPHUIITOCUCTEMBI

1. O6mme nNoHATHSA

[ToToYHbIE KPUIITOCUCTEMBI 31U POBLIBAIOT HCXOAHBIA TEKCT, pa-
6oTast mocJieI0BaTENILHO ¢ ero 6yKBaMH, KaK MpPaBHJIO, U3 OMHAPHOIO
ancasura {0,1}. B omiinyne oT 6JI04HBIX KPUIITOCHCTEM, HCHOJIL3YIO-
UIMX [TOCTOSTHHBIE KJIIOYH JJ1s1 60JIbIINX 6JI0KOB OYKB, IOTOYHbIE KPHUII-
TOCHCTEMBI MOJIB3YIOTCS MEHSIIoIUMHUCA Kiatoyamu. Kak mpaBuiio, no-
TOYHBbIE KPHIITOCUCTEMBI DOoJjiee OhICTpble MpHU paboTe Ha KOMIILIOTE-
pax, OHH HCIOJIL3YIOTCS, HAPUMEDP, B TE€X CJHy4asX, KOrAa MoMmelle-
Hue Tekyueil uHgopMauuu B 6ydep orpaHHYEHO, KOrJa BEPOSITHBHI
omnbky npu nepegaye UHOOPMAIUH U T. II.

CyuiecTByl0T OOIIMPHBIE 3HAHUA O MOTOYHBIX KPUIITOCHCTEMAX,
OHH IIHUPOKO HCIIOJIb3YIOTCS B IPAKTUKE, HO OYEHb HE3HAYUTENLHO (B
OT/INYHE OT BJIOYHBIX KPHUIITOCHCTEM) OTPAXKAIOTCH B OTKPHITOM JIH-
Teparype. MOXHO, TeM He MeHee, OXKHAATh, YTO B OunKaiiiue roapl
[NOTOYHbIE KPUNITOCUCTEMBI OYAYT UHTEHCUBHO PAa3BUBATHCS.

IToToYHBIE KPUNITOCHCTEMBI MOTYT HCIOJIb30BATh KaK CHMMETDH-
YecKHe, TaK U OTKPLIThIE KJIIOYH. B JaHHON JEeKIHUH MBI OrPaHHYUMCS
PACCMOTPEHHEM TOJILKO OJHOTO U3 BO3MOXKHBIX METOJOB I'CHCPALIMH
KJIIo4eii.

Hanomuuwm, yro kpunrocucreMa BepHaMa ucnons3yer B kauecTse
niargopM OGuHapHble nocaeaoBaTesbHOCTH. OHa BBIMISIAUT CIIEAYIO-
uyM obpasoMm: ¢ = m; D ki,t = 1,2,..., rae m; — eOUHHMLA HCXOJ-
HOro Tekcra, k; — eauHuya noroydoro kJroua (keystream), npeacras-
naomye u3 cebsi Takke 6ykBbl OuHapHOro andaBUTa, C¢; — €IUHULA
mPOBAHHOTO TEKCTA, MOJYYAIOUIAscs CJI0XeHHeM mod2 eAMHUIIBI
HCXOJHOr0 TEKCTA M KJIIOYa.

3ameuanme 54. Ouesudrno, wmo nomounsvili ka4 ki, ko, . .. 6 xpun-
mocucmeme Bepnama dorswcen b6uwmbv He KOpOue, “em UCTOOHWBLL
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mexcm. Cexpemnocmy Kar0uets KPUNMOoCucmemv, abCoOAOMHAA 8 MOM
CMBICAE, YMO 3HAHUE MOALKO WUPPOBAHH020 MEKCMA HE NO3BOARAEM
80CCMAHOBUMb UCTOOHBIE Mmexcm, bosee Mo20, wacmuyHas pacwud-
poexa mexcma e dobasasem céedenHuli 0 MOM, KGK MONCHO PACULug-
posamvd ocmasvroli mexcm.

Hedocmamxu cucmemvt maxoice 0MesuoHd — 2pOMO3KUT NOMOY-
KLl K404, MPYOHOCTD® 8 Ynpasaenuy u nepedave xKaroued.

2. CHHXPOHHBIE IOTOYHbIE KPUIITOCUCTEMBI

Tak Ha3BLIBAIOTCS CUCTEMBI, B KOTOPLIX KJIOY kK = ki, ks, ... reHe-
PUPYEeTCsl HE3ABHCHMO OT MCXOAHOro M IuudpoBaHHOro Tekctos. I1po-
yecc mu@dpPOBKU MOXKET ObITH OMUCAH CJIEAYIOUIMMH NPeodpa3oBaHu-
SAMU:

Oit1 = f(Uiak),
ki = g(O'i,k),
¢ = h(ki,m;),

rae g — HAYaJIbHOE COCTOSIHME CHCTEMBI, ONPEAESISIEMOE TOJIbKO IO
Kiouy k, f — dyHKuus, onpeaensmomas nocjae youmue COCTOSHUS,
g — byHKIMS, reHepupYyOLIasa MOTOYHbIN KoY Kk, kg, ..., h — DyHK-
s wu@dpoBaHus, KOMOUHHUPYIOUIAs] €IUHHUIBI UCXOLHOTO TEKCTa M
U eIMHULBI [OTOYHOrO KJIIOYa Kj, BBIAAIOLIAs B KA4eCTBEe 3HAYEHU
eIuHULbl I POBAHHOIO TEKCTA C;, © = 1,2,....

3ameyanme 55. 1) Heobrodumocmsd cunrpornusayuu.

B nomounoti cunzpornoti kpunmocucmeme oba ywacmuura dosdrc-
Ho Jeticne06amb CUHIPOHKO, UCTLOAB30BAML €JUHBLL KAON U ONEPU-
posamv ¢ o0notli u mot oce nosuyuel. Ecau mepaomea uau, na-
obopom, dobasasromca edunuyb, WuPPO8aHH020 MEKCMa, Mo NPOYECC
CHO8a HEOOTOOUMO CUHIPOHUZUPOBAMD.

2) Hepacnpocmpanenue owubox.

Fcau xaxue-mo edunuys wu@dposarnnozo mexcma uU3MeHAOMCR
(o ne ucuesarom uau dobasasromca), mo ama owubxa He 6AUAEM
Ha pacwudposKy 0CMasbH020 mexcma.
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3) Obnapyorcenue axmueubnx amax.

H3 1) caedyem, wmo dobasaenue usu euibpacvieanue eQuHuY wWug-
POBAHHO20 MEKCTNA HEMEDAEHHO NPUBOJUM K JECUHTPOHUIAUUL U MO-
orcem 6umod 3aMEYERO NPUHUMAIOUSUM.

3. CaMOCHHXPOHU3UPYIOUIecs: MOTOYHbIE
KPHUIITOCHCTEMBI

Takue cucTeMbl ONpeenslOTCs CAEAYIOUIMME TPe0bpa30BaHUIMHU:

0; = (Cimt; Cimt+1,- -, Ci-1),

ki = g(aia k)a
G = h(ki1mi)7
rae, o9 = (C—t,C—t41,.--,C—1) — Ha4aIbHOE (OTKPBITOE) COCTOsIHUE, Kk

— KJII0Y, g — QYHKIMS, IPOU3BOAALIAS TEKYIIHiA K04, h — pyHKIuUs
wudpoBaHuUsl.

Kak u paublue, k; — eqUHHUIBI [IOTOYHOTO KJIOYa, M; — €IUHHULbI
HUCXOJHOrO TEKCTa, C; — EAUHHIIL] IH(PPOBAHHOIO TEKCTA.

3ameuyanue 56. 1) CamocunTpoHU3AYUA.

Tax xax dewudposxa 3a6UCUM MOALKO OM 02ZDAHUYEHHO20 YUCAQ
edunuy wu@dposarnozo mexcma, mo eCAu KAKUE-MO U3 HUT UCHE3AU
uau 006aBUAUCD, YEPE3 HEKOTOPOE 8PEMA IMO Yorce we bydem uzpamv
poau.

2) Oezpanuvennoe pacnpocmparerue owubox.

Owubxu pacnpocmpanAOMCR, HO MOALKO HA 0ZDAHUNEHHOE YUCAO
wazo6.

3) Tpydnocmov obHnapyotcenus owubox.

Hecxoavko mpydnee obrapyotcums owubru, wem 6 npedvdyusets
cucmeme (8 CUMIPOMHBLT NOMONHBT KDPUNTNOCUCTEMAL), TOCKOALY
OHU MPOABAMOMCA HE CPA3Y.
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4. JIuHeiiHblil perucTp caBura ¢ o6paTHoO CBA3BLIO
(Linear feedback shift register — LFSR)

LFSR 4acToO MCNO/MB3YIOTCA NpH TeHepaliM MOTOYHBIX KJIIOYeil.
Jlns 3TOrO €CTh CiieAyIoUUe IPUYMHBL:

1) LFSR xopomo BCTpauBaeTcst B «XKeJe30»,

2) OH MOXEeT MPOM3BOJUTH IOCJIEJOBATEILHOCTH OOJIBIIOrO I1EepPH-
0Ja C XOPOIIMMHU CTATUCTUYECKUMH CBOHCTBAMH,

3) on anrebpanyeH, XOpoLIO MOAJAETCS M3yYEHHIO.

Onucanue aunetinozo pezucmpa ¢ 0b6pamnoti cea3v10

Onpenenum LFSR ayuubl L cocTosinuii (/14 3/1EMEHTOB 33,1€DPXK-
ku): 0,1,...,L — 1, Kax/J0e U3 KOTOPbIX MOXET NpuHHUMaTh (input),
XpaHuTh (store) ogun 6ut uHopmanuu, a Takxke yacos (clock), kou-
TPOJIUPYIOMIMX MMPOXOXKJAEGHUE MTaHHBLIX. B TeueHne eaMHUIbI BPEMEHH
[IPOUCXOAAT CJIEAYIOLIHME COOBITHS:

4.1) comepkanue sg cocTosiHusl 0 BBIMYCKAETCS ¥ CTAHOBUTCS Ya-
CTBIO BBINYCKHON 10CJIEJ0BATEJILHOCTH;

4.2) copep:kaHue S; COCTOSIHMUS © MEPEXOAUT B COAEPIKAHHE COCTO-
sauust 1 — 1 ansa Bcex 1 <1< L - 1;

4.3) nosiBnsiercst HoBoe conepxanue cocrosinusi L—1 (feedback bit)
SL—1, ABJIAOLIEeCs cyMMoil mod2 comepkaHuii HEKOTOpPOro GHKCH-
poBaHHOro moamHOXKecTBa cocroanmit {0,1,...,L —1}.

Hanpuwmep, nycts ¢;,t = 0,1,..., L —1 — METKH COOTBETCTBYIOLIMX
cocrosinuit. Onpenenum s; kKak cymmy mod2 cojepkaHuit i-x cOCTO-
SIHU#, [JIs1 KOTOPBIX ¢f—; = 1.

Onpenenum ceasyrowuti muozonrenc (D) = 1+cD+.. . +c DF €
€ Z3[D), KoTOpbIil Ha3BIBAETCSA HECHHTYJISDHBIM, €CIu ¢, = 1, cuHry-
JSIpHBIM, ecyiu ¢f, = 0.

Iycrb [sp—1,SL—-2,--.,51,80] — BEKTOP HAYAJBHBIX COJEPXAHMIL,
coorsercTBylOUUX cocrosiuusiM LFSR.

IIpengioxxenue 57. Ecau sexmop navaavhu codeporcanuti 3adux-
CUPOBAH, MO BHUNYCKHAR NOCAEIOBAMEALBHOCTND S = 80, S1,...,SL—1,
SLy... npu j > L eduncmeennvim 06 pasom onpedeasemcs Gopmyroti:

sj =c18j-1+ c25j_2+ ... +crsj—L (mod 2).
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IIpumep 58. ycmw L = 4, [s3,s2, 51,50 = [0,1,0,1],

c¢(D)=1 +D+D¥+D* moecmvcy =1,c0=0,c3=1,¢c4 =1.
Toz0a s4 =s3+s1+so0=0+0+1=1,

S5 =84+ 852+ 51 =141+ 0+ 0, credosameavro, sunyckras nocae-

dosameavrocmd umeem 6ud

,0,1,0,1,0,1,0,....

Ilepuod smoti nocaedosamenvrocmu pasen 2.

IIpumep 59. ITycmv L = 4, [s3,s2,51,50] =[0,1,1,0],
c¢(D)=1 + D+ D* mo ecmvcy =1,c0=0,c3 =0,c4 = 1.

Tozda s4 = s3+389=04+0=0, s5 =84+, =0+14+1, u dazee:
s¢ =0,s7=0,s8 =0....

Moorcro nposepumsv, wmo danwnas nocaedosamesvrocms umeem
MAKCUMEILHO 803MOdCHb nepuod 15, nockoabky nepeoe nosmope-
Hue codepoicanuti pezucmpa npoucTodum, xK020a NOABAREMCA CMPOKa

(518, 517, 16, 515) = [0, 1, 1,0].

Daxmn 0 NepuodudHOCMU U CMAMUCTNUKE BBNYCKHLLT
nocaedosameavrocmeti LFSR

Henpusogumsiit Muorouner f(D) € Fyr[D] HassiBaeTcst npumu-
muenvm, ecim ssemenT D nopoxaaer rpymny Fy..

1. Ecin ¢(D) € Z,[D) nenpusoaum, To Kaxapi u3 2L — 1 nenyne-
BbIX BEKTOPOB HAYaJIbHBIX COJEPXKAHMUI [Sf_1,SL—2,..,S1, S0] HECHH-
rynsipuoro LFSR gaeT BbinyckHyIo Moc/ie10BaTEJILHOCTH C IEPUOJIOM,
paBubIM min N, as kotoporo ¢(D) gemur 1+ DV.

2. Eciu ¢(D) k ToMy e NPUMUTHBEH, TO Kaxablil u3 2 — 1 neny-
JIEBBIX BEKTOPOB (S[_1,SL_2,---,51,S0] JAET BBIIYCKHYIO I1OCJEI0Ba-
TEIHOCTh MaKCHMaJIbHO BO3MOkHoro nepuoga 2L — 1. Bor nouemy
LFSR =< L,c¢(D)|e(D) — npumutuBer > Ha3biBaercs eme LFSR
MAaKCHUMAJIbHON JJIMHBI.
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3. IlycTh BBIYCKHAs MOC/IEA0BATENBLHOCTD S MOJIydYeHa C UCIOJIb-
30BaHHEM [IPUMHTHBHOTO MHOTOYJIEHA, TO €CTh OHA UMEET MAKCUMAJIb-
HO BO3MOXHbI nepuos. Ilyers 1 < k < L—1, S — noanocnexosaTens-
HocTh (6e3 nmpobesios) B S anunb 2L 4 k — 2. Torga mobas Henynepas
I0CJIeJ0BATELHOCTh AJIMHBI k nosiBasiercs B Tounocty 2X~% pas kak
noAnocneoBaTebHOCTh (6e3 mpobenos) B S. Hynesasa nossnsercs
2L=k _ 1 pa3. Ipyrumu cnoBamu, pacnpezesieHne B MOC/IeA0BATEIb-
HOCTHM S MOYTH PaBHOMEDHOE.

Obsachenue

HeobxoanMo o6bsicHUTE, modeMy Takoe 4ucjo N cyuiecTByeT. Mbl
JIOKaXxeM, 4To B Jitobom ciyudae MmHorouned c¢(D) menuT B Kosblie
Z,[D] mHorousieH D" -1 41 (snauut, N cywectByer, npuuem N <
< 2% —1). Tak xak c(D) uenpuBogumbiit crenenu L, on ompeaens-
et nosie For (cM. nekuuio 8). ITopsiiok MyJIbTHIVIMKATHBHOM CPYIIIbI

oL DaBeH 2L _ 1. Mo Teopeme Jlarpanxa muorounes D € F3. yno-
BJIETBOPSIET COOTHOLLIEHUIO D¥*-1 = 1, 94TO Ha A3BIKE MHOrOYJIEHOB
PABHOCUJILHO DABEHCTBY BHAA ‘

D¥ ! =1+ ¢(D)f(D) (4.1)

111 Hekoroporo MHorouseHa f (D) € Zy[D]. Ilocnenuee o3Ha4yaer, 4To
L_

¢(D) nemmur muorounen D?”~141. 3amerum, uto uncyio N B TOUHOCTH

paBHoO nopanky |D| snementa D B MynpTunMkaTuHol rpynne F7, .

ITo onpenenenuto npUMUTHBHOCTL D paBHOCHJIbHA TOMY, 4TO IO-
pasok D B rpynne F}, B TouHOCTM paBeH 2L _ 1. Kak 3ameueno
BBIIIIE, 3TO JAET MAKCHMAJILHO BO3MOXHBIH nepuox 2L — 1 semyckwoit
[0CJIeJOBATEJbLHOCTH.
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3agauM U ynpa>kHeHUs

3agaua 14.1. IokasaTs, uro muorounen f(D) = D* 4+ D3+
+D? 4+ D + 1 € Z,[D)] nenpusoauM, HO He npumuTuBeH. Yemy paBeH
NepuoJ BHIMYCKHOM nocsenosaTeasHoctd LFSR ¢ TakuM cBasyomum
mHorousiesom f(D)?

3agaua 14.2. Iposeputs, 6yaer au muorounen f(D) = D+
+D + 1 € Z3[D] HenpuBOAMMBIM ¥ IIPUMATHBHBIM.

3anauya 14.3. IlokazaTtb, yto MHorouseH f(D) = D* + D3+
+1 € Zy[D) nenpusoguMm. Byaer s on npumuTuBHbIM? YeMmy paBen
nepuoj BbIMycKHOM nocyenoBatensHoct LFSR ¢ takum ceazyroumm
MHOTOYJIeHOM?

3anauya 14.4. IlpoBepuTb, YTO HENPHBOAMMBIA MHOIOYJIEH
f(D) = D® + D? +1 € Z5[D) siBnsieTcsi NIpUMUTHBHBIM. Y6eaUTD-
Csl, YTO B Ka4eCTBE CBSI3YIOUIEr0 MHOrOYJIEHA OH JAET BBIMYCKHYIO
I10CJIENOBATEILHOCTh MAKCUMAJILHOTrO meprosa 31, BLI6paB BEKTOPOM
HavYaJIbHBIX cozepxanmii [1,1,1,1,1].

3agaya 14.5. IToctpoutrs LFSR MakcumanbHOro nepuoga ¢ 6-to
COCTOSIHUSIMHU.

3aaaua 14.6. Cneayomasn mudpoBka noaydena mudgpom Bep-
HaMa, B KOTOpoM K04 rerepupyercsa LFSR ¢ asuuoii perucrpa 7:

O’ 11 1,01 0’ 07 1’0’ 1’0’ 1’ 1, 1’0’ 01 1’ 1) 1101 1101 150,0’ 07 150’0’ 07 1’ 11
0,0,0,1,0,1,0,1,1,1,0,0,1,1,1,0,1,0, 1.

Hpe,ELHOJIO)KHM, 4YTO M3BECTHO Ha4aJI0 HCXOAHOI'0 TEKCTa

1,0,0,1,0,0,1,0,0,1,0,0,1,0,0.

HaiiTi Bechb HCxomHblt TeKCT. YTO MOXXHO ObLJIO Obl CKa3aTh NpPH
JJyinHe perucrpa 87
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Jexyua 15

NnesTndukanna u ayreurudpukanmus

Yewi, aanve u zeocm — gom mou doxymernmaor!
Kot MarpockuH.
9. ¥Ycnenckuit. Tpoe u3 IIpocrokBaumuo

1. OcHOBHBIE ITOHATUSA

Aymenmugurayueti Ha3bIBAETCS IPOLEAYPA, C TTOMOUILIO KO-

TOPOi MPOBEPSIOLINIA yCTAHABJMBAET 3aKOHHOCTb HAEHTU(DHUKALMU
0JIb30BaTeNs1 B HH(OPMALMOHHON CUCTEME.

PesyabraToM ayTeHTH(dHUKALUN SABJISIETCS IPUHSATHE WA OTKJIOHE-
HHE NOCTYIHUBILIErO OT I10JIb30BAaTEJIsI TPeDOBaHUS.

Hrak, noap3oBaTesb AOMKEH HOKA3aTb CBOIO IPaBOMOYHOCTb, &
POBEPSIIOLINIA JOMXKEH IPOBEPUTH IMPABUJILHOCTD JOKa3aTeJILCTBA.

TpeboBanust K NIPOTOKOJY ayTEeHTH(HUKALUH:

® I0JIb30BaTEJIb AO/KEH HMETh BO3MOXXHOCTb JOKa3aTh 3aKOH-
HOCTh CBO€il MIEHTU(HUKALHUH, MPOBEPSIOUIUN JO/DKEH HMETH
BO3MOKHOCTb IMPOBEPUTH 3TO;

® BEPOSITHOCTb OTKJIOHEHHS IIPABUJIBHOIO JOKA3aTe/IbCTBa H Be-
POSITHOCTD NPHHATHS HENPABUJIBHOIO J0Ka3aTE/NbCTBA JOJIKHBI
OBITh MPEHEOPEeXKUMO MaJIbI;

e mnpoueaypa ayTeHTH(HUKAUUN JOJDKHA ObITH YCTOWYHBA K HOJ-
6opy, MOJJIOry U MOJJENKE.

IIpoTokon ayrenTHdHUKALUMA JOJIKEH ObITH IIPOTOKOJIOM peajlbHO-
ro BpeMEHH, OTBEYAIOLIUM HAa BOMPOCHI: KTO, e U Korjga?

U nentudukanus 6a3upyeTcst Ha OJTHOM U3 CJEAYIOIUX IPU3HAKOB
UM UX KOMOHMHAIMH:
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1) 3nanue yero-ymbo (mapoussi, PIN, cekperHoro kmoua, gokasa-
TeJIbCTBA HEKOTOPOrO pe3yJbTaTa | T. IL.);

2) BO3MOXHOCTb INPEALABJIEHHS] 4YCro-aub6o (MArHUTHOM WM
CMapT-KapThl, NACIOPTa, HHOI'O JOKYMEHTA);

3) BO3MOXKHOCTH IPOBEPKU HHIUBUAYAJbHBIX 0cobeHHocTell (0T-
[EeYaTKOB MNAJIbLEB, MOAMUCH, TOJIOCA, CTPYKTYDPHl CETYATKH IJ1a3a,
JOHK u . 1.).

Koneuno, umeercs cBsi3b npoueaypbl ayTeHTHGUKALMK ¢ 1Hdpo-
BO# nognuchio. '1aBHOE oTyiMYHe B TOM, 4TO LU pOBas NOANHUChH, KAK
NPABHJIO, HE CBSA3aHA C PEAIbHBIM BPEMEHEM.

PaznnuarT cuibHyio U ciaabyro ayreHtudukanuio. [Taponau, PIN
- 3T0 cjabasa ayreHTudukauus. [lepeitieM Kk UX paccMOTpeHHIO.

Duxc UpOoBaAHHBLE NAPOAU

O6b1yHO napoJsib — 310 coBo u3 6, 10 win Gosiee GYKB, 3HAKOB.
ITaposib sBJISIETCS pa3e/IEHHBIM CEKPETOM MEXAY IMOJIb30BAaTENEM H
cucremoii. OCHOBHasA 3aJa4a — KaK XPaHUTb apOJib.

BoaMmoxkHBI cllegyrouiyie cnocobbl.

1. [Iaposin xpaHsiTcs B cieuuasbHoM ¢ailiie, 3alUIIEeHHOM OT YTe-
HUSI ¥ 3AIUCH.

2. ITaposn xpaHATCA KaK 06pa3bl AJ1s1 HEKOTOPOM OJHOCTOPOHHEMN
yukuuu. Paits1 Jo/LKEH ObITH 3AUIUIIEH OT 3AMUCH.

CyluecTByIOT OnpeeseHHble NpaBUJa: OrPaHHYEHHE [1apoJisi Ha
JJIMHY, TpebOBaHHE HUCIOJIb30BATh 3HAKHM Pa3HOM MPHPOIBI, Orpaliu-
YyeHHE M0 YHUCJIY HJIH BPEMEHH HCIIOJIb30BaHUS MapOJIeid.

IIpumenenue 6 UNIX

Daiis1 napoJeil COAEPKUT OJHOCTOPOHHIOW (QYHKIHIO, XPAHUT 00-
pa3 npu 3Toit pYHKUUH U3BECTHOrO TEKCTA, CaM MapPOoJIb HCIIONb3YeTC s
KaK KJI0Y ajs1 3Toit pyHKuuu. B kadyecTBe Takoil (pyHKUHH BBICTY-
naer cjerka MoauduuMpoBaHHbI cTangapr wudposanus DES (cm.
npusoxenue 1).

IIpu BBOZE MO/IBL30BATENIEM NAPOJIS CHCTEMA TEHEPUPYET HA €ro
OCHOBe KJ0Y WWH(pOoBaHUs U IWHQPYeT U3BECTHBLIA TEKCT, a 3aTeM
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cpaBHHBaeT MNGPOBKY € epBOHAYANBHOM MIMGMPOBKOI, [TOJy4eHHOl
B MOMeHT 00pa30BaHus apoJIs.

PINs u passkeys

PIN unu personal identification number, ucnonssyercs kak ¢uk-
CHUPOBaHHBI MapOJIb, 0OBIYHO COBMECTHO C KAaKUM-JIUO0 pusnyeckum
HOCHTEJIEM — IUIACTMKOBO# uiu TesedonHol Kaproil. Beexenue (co-
obuienue) npasuiabHoro PINa TpebyeTcss npu MCNOb30BAaHMH Kap-
Tbl. PIN 06b1uHO KOpOoTKuil. IHOrAa MPUMEHSIOTCS J{OIIOJIHUTENhHEIC
Mepbl, HanpuMep, KoHduckauus kaptTel, ecau PIN Tprxael nabpan
HENpPaBUJIbHO.

Passkey Ha3bIBA€TCS TEXHOJIOTHS, IIPH KOTOPO# NApOJIb MOJb30BA-
TeJisl nepepabaThIBaeTCsl OAHOCTOPOHHEN (yHKIHel B K04 mudpo-
BaHUSI.

Odnopa3oene napoau

Hmeetcst obmuii Ciucok A0nmycTUMBIX nap napodieit. [lonn3oBarens
BbIOMpaeT oaHy u3 map u coobuiaer cucreMe. CUCTEMa MOHUMAET, YTO
NpaBUILHBIA TAPOJIH — 3TO BTOPOIi 3JieMeHT napbl. Kaxkqas napa uc-
[OJIL3YETCS] TOJILKO OJMH pas3.

2. MHuorokparHasa uaeHTudKanusa

OpHoit u3 HanboJiee U3BECTHBIX CXEM MHOTOKDPATHOI uAeHTHDU-

Kaluu sIBJISIETCS

Czema Jlamnopa (Lamport)

Yemanosxa
ITycts umeercst monb3oBatesns A cucrems! C. Ilycrs umeercs ox-
HOCTOpPOHHSAAs yHKuus H.

IIpomoxoa

1. ITons30BaTens A BbIOUpAET YMCJIO t BO3MOXKHBIX HIAEHTU(QUKA-
LM ¥ 33aKa3bIBA€T y CUCTEMBI CJydalHOe 4UCJIO W.
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2. Hauanbubiit pasaenennsiit cexper H'(w) = wy nepegaerca cu-
creme C. Cucrema C BKJIIOYAeT CYeTHHK, nosiaras i(A4) = 1.

3. IIpu i-it unentudpukauun A noceinaer C coobuenne (A, i, w; =
= H" Y (w)).

4. C nposepsier, uyto i = i(A) u yro w;—; = H(w;). Ecsn oba pa-
BEHCTBa BepHble, C' NPUHMMAET NapOJib, U3MEHsIsl 3HAUEHUs] CYETYMKA
i(A), nobaBnsisi K HeMy 1 U cOXpaHsisi W; BMECTO Wi_].

fAcHo, yTo mosib30BaTENs A CMOXET OCYLIECTBUTH TOJILKO ¢ HIEH-
TUdUKALUIL.

Obsacnenue

ITocsie Toro kak mpousoiger t uaeHTugUKauUi, cucreMa byaer
xpanuThb 3Havenne HO(w) = w. Cuerunk 6yzer nokaswiath i(A) = t.
Hns nocnenyromeit uaeHTHdUKAUMKN Moab30oBareat0 A HeobxoauMo
nepegath cucteMe C TaKoe YUCJIO v, JJIs KOTOPOrO BBIMOJIHAETCS Pa-
BeHCTBO H(v) = w. Ilockonbky ¢yHkuuss H OmZHOCTOPOHHSIS, NpH
npaBUIbHOM pabore A He MOXKeT HAWTH Takoe v. 3AEChb XK€ CKPBITO
00'bSICHEHHE TOr0, KTO JOJDKEH BbIOMPATh HAYaJIbHOE YHCJIO0 wW. ITO
JomkHa genath cucrtema C, Beab A MOXKET B3STh NIPOU3BOJILHOE U U
nonoxuth w = H(v), a BIocneAcTBMH OOMAaHYTb CHCTEMY Ha OJHY
JUIIHIOK uaeHTudukauuo. [lpy xenaHun OH MOXET ¢ caMoro Haya-
Jla 3ape3epBHPOBaTh 3a coboit Joboe uucyio | BO3MOXKHBIX 0OMAHOB,
nonoxus w = H'(v).

KoneuHo, 4ncna B npoTokosie MoryT 6bITh Jit060it npupoab!. Bax-
HO TOJILKO HaJIMuue OJHOCTOpOHHe#H dpyHkuuu H.

3aMeTHM TakXe, YTO CUETUYUK HAEHTU(HUKAUUA UIPAET BCIIOMO-
raTefbHy0 posb. Ilo cyTu, eMy He HaJO0 HUYErO CUHUTATH, OH TOJIBKO
JIOJDKEH YKa3blBaTh Ha moJib3oBaTens A, urobel cucrema C morJa
[PABUJIBHO BBIYUCJISAITH U CBEPSTH JAHHBIE.

3. /loka3aTeJIbcTBAa C HYJIeBbIM pa3rJalleHueM

CBOICTBO HYJIEBOrO pa3rJIAllleHHsl O3HAYAET, YTO II0JIb30BaTeJb
JOKa3bIBAaeT 3HAHHE Yero-aubo TaKuM 0Opa3oM, YTO MO JOKa3aTeJlb-
CTBY HEBO3MOXXHO YCTAHOBUThH CAMO 3HAHHE.
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OnnuM n3 HanboJsiee U3BECTHBIX JOKA3aTEJbCTB TAKOrO COPTA sB-
JdeTca cAeayoUul NpoToKoJI.

IIpomoxoa Puama - Ilamupa (Fiat - Shamir)
Yemanosra

Heutp T, KOTOPOMY J0BEPSAIOT BCE MOJIL30BATEH, BHIOMPAET OT-
KPhIThIl MOAY/Ib N = pq, PABHBIA NPOU3BEJEHUIO PA3JIMYHBIX 60JIb-
IIMX CEKPETHhIX MPOCTBIX 4ucen p,q. [Ipou3BosibHBIA MOJIBL30BATEb
A Bnibupaetr cekpernoe uncio 1 < s < n — 1, B3aMMHO MPOCTOE C N
Hoa(s,n) = 1. Janee A seruucnser v = s>(modn) u perucrpupyer v
B ueHTpe T B Ka4eCTBEe OTKPLITOrO JaHHOIO.

Hoenmugurayua

[TpoBoauTCS CieAyOLIMI TPEXIIArOBbI MHTEPAKTUBHBIA IPOIIECC,
B pe3yJsikTaTe KOTOpOro moJib3oBaTesib A uaeHTuduuupyer ceba aas
nosik3oBaTens B, moka3biBasi 3HaHue s. Jlasee npuBoAsTCS nepeaasa-
eMble JaHHbIE:

1. A Bribupaer ciiyyaliHOE YUCJIO T, BLIYMCJISIET €ro KBaJIpaT

z = r?(modn)

U nepefaer z Aas B.
2. B ciyuaitHbiM 06pa3om (€ BepOSTHOCTHIO 1/2) BribMpaeT uuciio
e € {0,1} u nepexnaer ero A.
3. A Beluucasier
y =1 - s%(modn)

1 nepenaer ero B.

IIposepxa npasusvrocmu udenmugduxayuy

[Tonb3oBaTenns B B ciyuyae, ecin y # 0, npoBepsieTr paBEHCTBO

y? = zv*(modn).
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Ecmu oHO BepHO, uaeHTH(HMKALUA CYUTAETCH NPABUILHON. B ciy-
yae y = 0 gokazaTenbcTBO OoTBepraercs. Tak Kak S B3aMMHO IIPO-
CTO ¢ n, paBeHCTBO y = 0(modn) BO3MOXHO TOJBKO B CJiy4ae, €CJIu
r = 0(modn). 3aMeruM, 4TO, KaK 06BIYHO, BbIYeTHl modn ¢urypu-
PYIOT [I0J CBOMMH CTaHAAPTHBIMH MMEHAMH.

Obsacnenue

Ecim e = 0, To y = r(modn). B 3Tom ciyyae mpoBepka gaer

PaBEHCTBO

y? =12 =2 =1 -v"(modn).

Ecnu e = 1, o y = rs(modn), Torga

y2 = 1-2,32 =7I- v(modn),

YTO MPUBOAMT K NMPABHJILHOMY BBIBOAY.
KpunrocroiikocTh NpoTOKOJIA OCHOBBLIBAETCSI Ha TPYAHOCTH BbI-

YMCJIEHUS] KBaPATHBIX KOPHEH U3 [POU3BOJIBHBIX 3JIEMEHTOB modn,

rae n = pq — NPOU3BEJAEHHE PA3IMYHBIX OOJIBIIMX CEKPETHBIX YHCEJI

(cM. mo sromy noeoay Jiekuuio 10).

Hyaesoe paszaawenue

Eciu e = 0, To B nmosny4aer y = r(modn), 4To HMKakK He 3a-
BUCHUT OT ceKpeTa s. B ciiyuae e = 1 monb3oBarenp B mosaydaer
y = rs(modn), 4TO B CHIy IPOM3BOJIBHOCTH T HE IIO3BOJISIET €MY Bbl-
qucJuTh S. Kak 6b110 cKa3aHo Bhlllle, BLIYUCJIEHHE S [0 €ro KBaJApaTy
s2 = v(modn) siBisieTcss TPyAHOUN 3aa4Yeil.

Boamoorcnwti obman

HonyctuM, uto A BoBCe He A, a HEKOTOPBIH 3J10yMbilLIeHHUK C,
nblTaomuiics BhIIATh cebs 3a A. IIpu 3TOM eMy, KOHEYHO, CEKPET S
HeusBecTeH. Moxer s oH obManyTb B? Moxer, ecyiu yraJjaer ciy-

YaiHBIA OTBET €.
Ecnu on yragaer, uro e = 0, To eMy He Hy>XHO 3HAThb S, OH [IOCBLIET
y = r(modn), rae r MoXeT ObITb BLIOPAHO UM CaMHM IIPH IMOCBLIKE
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z = r2(modn). Ecnu o He yragaer, To eMy Hy»XHO OyJeT mociaTh
y = rs(modn), 4TO HEBO3MOXHO.

Ho kak oH Moxer 06MaHyTh, yragas oTBeT € = 17 O4yeHb npocTo.
Ou 6epeT NMpOM3BOJILHOE T, HO NMOCHLLIAET B KauecTBe T He r2(mod
n), a T1 = r? - v~} (modn). [Monyuns orser e = 1, o B KauecTse y
noceutaer y; = r(modn). [onb3oBarens b Beruncaser (y;)? = r? =
= zjv(modn) u BuauT BepHOe paBeHCTBO. OJHAKO €CAM yraJaTbh HE
yazaercs, To C noay4yaer orBeT e = 0, U TOrJa eMy HY>KHO IOCJIATh
takoe 3Hauenue 71, uro (r1)? = z1 = r2s7?(modn), To ecTh emy
HY>XHO 3HaTh s~ (modn), a 3HauuT u s(modn).

Mbl BUANM, 4TO OOMaHYTb MOXKHO BCErJa C BEPOSITHOCTHIO 1/2.
OO6BIYHO 3TOT MPOTOKOJ MPOBOJUTCA B ¢ PayHIOB, rae t 3aBUCUT OT
yposxm TpeboBaHuUil HagexHOCTU. Takum obpa3oM, BEPOATHOCTL 06-

MaHa 57 2 MOXXHO CIeJlaTb CKOJIb yrOAHO MAaJIOHA.
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3amauyn U ynpa>kKHEHUs

3anaya 15.1. B ceru kakawiit noJsib3oBaresib A umeer cBoit oT-
KPbIThII aropuT™ mudposanus E4 u ceKperHbiit ajiroput™ Jetud-
poBauua Dj. Coobmenune m or A x B mnoceuiaercas B ¢dopMmare
(Eg(m),A). Axpec A rosoput B, ot koro nputiio coobuenue. ITo-
Jiydatesib B M3BJIeKaeT U3 COOOLIEHUS M U aBTOMATHYECKH [0ChUIAET
obpatHO no ykasaHHoMy azpecy A coobwenue (E4(m), B) B ToMm xe
¢opmare.

ITokaxkute, 4To TpeTHit moss3oBareib C, KOTOPbIt MOXeT mepe-
XBaTHIBATb COODILEHUSA U MOCBLIATH UX B IPABHJILHOM ¢opMarte, CIio-
cobeH u3BJieYb COOOLIEHHE M.

3apaua 15.2. [Tokaszars, yro usdmenenue ¢popmara Ha Eg(Eg(m),
A), A) u aBromaruyeckoro orsera E4(E4(m), B), B) He fenaer KoM-
MYHHUKalu0 6e30macHoi.
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Jexuyus 16

SJIeKTpPOHHBIE MOAIINCHU

Buw ne Jocmoescxuti, — cxa3ana 2pasicdamxa,
cousaeman ¢ moaxy Koposvesuim.
- Hy, nouem 3namsv, novem snamsv, — omeemua mom.
- Hocmoescxuti ymep, — cxa3daqa zpadcdanxa,
HO KGK-TNO He 0NeHd YyeepeHHO.
- ITpomecmyro! - 2opavo eockauxnya Bezemom. -
Hocmoescxuti 6eccmepmen.
M. Byarakos. Macrep u Maprapura

1. OcHoBHBIE TPEGOBAaHUA

SnekTpoHHble (LHU(POBbIE) MOANKUCH YAOCTOBEPSIIOT MOJIMHHOCTD
3JIEKTPOHHBIX JOKyMeHTOB. Heobxomumo, 4ToObI OHM YAOBJIETBOPAIH
BCeM TpeDOBAHUSIM, MPEIbSABJISIEMbIM K OOBIYHBIM MOAMHUCSM Ha Oy-
Ma>XHbIX HOCHUTENsAX. B To »xe BpeMsi 0COOEHHOCTH BBIIIOJIHEHHUS 3JIEK-
TPOHHBIX NOAMNHCEH — 3anuch UX B ¢aiijibl — BbIABUTAIOT K HUM HOBBIE
TpeboBanus. [VIaBHBIM OTJIHYHEM 3JIEKTPOHHON MOANUCH OT OOBLIYHOM
ABJISIETCS €€ 3aBUCHUMOCTb OT [OANUCHIBAEMOTO JOKYMEHTA.

IlepeuncnuM ocCHOBHBbIE TpeOOBaHHs, KOTOPLIM JOJIXKHA YJOBJIE-
TBOPATD 3JIEKTPOHHAA MOANUCH:

® nposepaemocmd — JI0OOH 1oJIL30BaTEb HHPOPMALMOHHOM CH-
CTEMBI JO/KEH UMETh BO3MOXXHOCTb IPOBEPHUTH MPABUIILHOCTh
MOJIHUCH;

® HEOMKAOHAEMOCTd — JOJKHA OBITH MPEeayCMOTPEHA BO3MOXK-
HOCTb ZI0KA3aTeJbCTBa (B TOM YHCJIE FOPHIMYECKOr0) TOro, 4TO
MOAMNUCH MOCTABJIEHA UMEHHO JIMLOM, BBIIYCTHBIIMM COOTBET-
CTBYIOIIUNA JOKYMEHT;
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® YNHUKAALHOCTMS — IOANUCH AOJKHA ObITh IPUCYIA OAHOMY JIUILY,
NOAJIENIKA, JIOJXKHA OBITh TPYAHOU 3a/a4eif;

® HEOMBEMAEMAA YACTMD JOKYMEHMA — 3TO O3HAYAET HEBO3MOXK-
HOCTb I[N€PEHeCeHUsI MOANUCH HA APYroff JOKYMEHT;

® 30UUMA LEAOCTNHOCTIY JOKYMENMA — €T0 COAEPKAHUE HE MOXKET
ObITh M3MEHEHO, 3aMEHEHO M T. II.

WNuoraa TpeboBaHHE YHHMKAILHOCTH (POPMYIMPYIOT KaK «HEBO3-
MO>KHOCTb MOAJAEJKH». Mbl 3aMEHSIEM €ro Ha «IOAAENKA J0KHA ObITH
TPYAHOIi 3ajayeii», rfie MOHIATHE «TPYJHAs 33Ja4a» MOHHMAETCS KaK
06b1yH0 B Kpunrorpaduu. «Hesoamoxuocts» Ha 100 % obecneunts
Henb3s. [locneanue 2 TpeboBaHUST CBUAETENLCTBYIOT O HEPA3AEIUMO-
CTH JOKyMeHTa H nognucd. OTMETHM B CBSI3H C 3TUM, YTO CYLIECTBYIOT
noanucu dobasaennvie (added), [y NPOBEPKH MNPABUJIBHOCTH KOTO-
pbIX HEOOXOAMMO 3HAHUE MOAMHUCAHHOIO JOKYMEHTA, H 80CCTNAHABAU-
sarowgue (Tecover), rae U3 MOANUCH BOCHPOM3BOAUTCS CaM JOKYMEHT.

2. OcHOoBHBIEe 0003HAYEHUS

B cucreme, npeaycMaTpHBAIOLIel JEKTPOHHYIO MOAIUCH, JOJIXK-
Hbl OBbITH BBIZEJNEHBI CIEAYIOIINE 3JIEMEHTHI:

M — npoCTpaHCTBO JOKYMEHTOB;

M — npocTpaHCTBO JAll1KECTOB AOKYMEHTOB;

S — npocTpaHCTBO MOAMHUCEIL;

R: M — M, — unbeKTHUBHAsT PYHKIHs, COMOCTABISIONAA AOKY-
MEHTY €ro JaiJXKecCT;

R™!:ImR — M - obpatHas Kk R dyHkuus;

h : M — M - oxHocTopoHHsis1 ¢pyHKUUsT (OOBIYHO 3TO X3LU-
dbyHkuusa).

YacTro moAnuch CTABUTCS He MOJ CAaMUM JOKYMeHTOM m € M, a
nox ero paimxecrom R(m) € M.
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3. Iloanuck Ha 6a3ze RSA

Yemanosxa

Kaxxaplit noJsib3oBarens A HEKOTOPO#H HH(POPMALIMOHHON CHCTE-
Mbl yCTAHABIMBAET cucreMy wudpoBanuss RSA, Bbibupas OTKpHITHIE
JaHubie (n4,€4), A€ M4 — MOAYJIb CHCTEMBI, €4 — OTKPBITBIA KJIIOY
KU POBAHHUS, U BLIYUCIISIET CEKPETHBIN K04 AeiundpoBaHus d 4, u3-
BECTHBII TOJBKO noJib3oBarento A: eqdq = 1(mody(ny)).

Jlnst nonn3oBarens A onpeaensiioTCs COOTBETCTBYIOLIUE IPOCTPAH-
crBa M = My = S = Z,, u nekoropas byukuus R : Z,, — Z,, (4acro
B KayecTBe R ucnonb3yercs casur modmn).

Aaszopumm nodnucu

1) Nmeerca nokymedT m € Zy;
2) Briuncnsiercs paiigpxect

m = R(m) € Zy;
3) Beruucnsiercs nognuch

s = m% (modn,).

Anzopumm nposepxy nodnucy

1) Bepytcst oTKpbITHIE AaHHbIE (124, €4);
2) Boruucnsiercs

5°4 = Mm% = m(modny);
3) BoccranaBnuBaercs

m = R™(m).

Obsacrenue

ITosscHUM paBeHCTBO 2) M3 aJropuTMa NpPOBEepKM moamucu (Bce
To e camoe, uTo 1 B RSA). Tak kak eqdq = 1l(modp(n,)), Aus
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nekoroporo k € Z umeem eqdsy = 1+ kp(na). Torma mdacs =

= mlthke(ra) = m(mea))kE = m(modna). TMocneauee paBeHCTBO
noapobHo obbsicueno B Jekuuu 10.

Mp! BUAMM, YTO JaHHASA MMOAIKCH SIBJISIETCS BOCCTAHABIIUBAIOLLIEI.
B ee npaBusnbHOCTH MBI y6ex<JaeMcsl NpH MPABUJIBHOM IOCTPOEHHH
JOKYMEHTa M, U3 COAEPXKAaHUS KOTOPOr0 AOJXKHO OBITH BHIHO, YTO
NOANKCh § — IPABHJIbHAS.

ObpamaeM BHMMaHHE Ha BBINOJIHEHHE BCeX TPeOOBaHWN K 3JeK-
TpoHHO# noamucu. O6 3TOM MOXKHO FOBOPHTH TOJIKO IPU [IPABHJIb-
HO#t ycraHoBke cucteMbl RSA (cm. nekumio 10). IToctaBuTh moamuck
B 9TOM CJIy4Yae MOXET TOJIbKO A, HUKTO JpYroif He 3HAeT U HE MO-
»KET BBIYUC/IUTb CEKPETHBIA K04 d4. 3aMeTHUM, 4TO NpOLEeAypa Io-
CTAaHOBKHM NOAINMCH INPOTHBOIOJIOXKHA npoueaype mudpobanus. eii-
CTBUTENIBHO, 3111 POBATH TEKCT AJisi A MOXKET KaXXblil, a IOCTABUTD
CBOIO MOAMKMCH MOXKeT TOIbKO A. 3aTO MPOBEPUTHL €€ MOXKET KarKJbli,
4YTO, COOCTBEHHO, U TpebyeTrcs.

IIpumep 60. ITycmo p = 11, ¢ = 7, mozda n = 77, p(n) = 60.
ITycmy e = 13, moada d = 37. IIpednoaoocum, wmo m = 2, m =
= R(m) = m+ 1 = 3. Iodnucvro das m 6ydem m? = 337 = 31(mod
77). Iposepaem: m = 313 = 3(mod77),m =3 -1 =2,

4. Bo3mo>xHble aTakm Ha noanuch B cucreme RSA

B nekuuu 10 paccMoTpens! Bompockl KpuntocToiikoctd RSA. Hc-
HO, YTO OHHM MMEIOT MPSIMOE OTHOLIEHHE K HAJEXHOCTH COOTBETCTBY-
rouel noanucu. Mpl He 6y jeM NOBTODATH yxe cka3aHHoe. OTMeTHM
TOJILKO HEKOTOpble 0COGEHHOCTH, NMpUCYylIMe moanucu B cucreme RSA
U He CBSI3aHHbIE HANPSMYIO CO CTOMKOCTBHIO CAMON CHCTEMBI.

Hcnoavaosarue MYADMUNAUKATIUBHOCTNU

ITycTh Mbl OTKa3aJIUCh OT HMCIOJb30BaHus yHKuud R (npuns-
JI1 ee PaBHOW TOXXAECTBEHHOH <bym<uuu). Torma u3 aByx noanuceit
s = m‘li" (modna), s; = mg" (modn4) MoxHO cdOpMUPOBATH HO-
BYIO NPABUJIbHYIO MOANKUCH S1S2 = m'li"mg" = (mymg)%4(modn,).
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Ecnu B3ath ¢pyHkuno R Takywo, uro R(mymg) # R(mi)R(m2) (na-
IPUMED, HETPUBHUAJIBHBINA CABHT), TO MOAOOHAs NOAJEIKA OKA3bIBAET-
cs1 HeBo3moxHOM. Ilenb pyHkumu R — HApyWHTb CBOACTBO MYJIBTH-
IJIMKATUBHOCTH IO/IIMCH.

ITodnucy na 3awudposanrom doxymerme

JonycTuM, 4TO NOAL30BaTENL A XKEJaeT He TOJIbLKO CHabauThL J0-
KYMEHT ™ MOANUCHIO S, HO ¥ 3alindpPoBaTh COOOLIEHHE C UCIOJb30-
BaHHEM OTKPBITHIX JaHHBIX (ng,epg) Apyroro nojb3osarens B. Mme-
I0TCSL JBE BO3MOXKHOCTH — CHauaJla 3aluudpoBaTh, 3aTEM MNOIIHCATD
WIH CIEJIaTh BCE TO XK€ CaMO€, HO B JPYrOM IOPsIKe.

[Mognucy Ha 3amudpoBaHHOM Jokymente s = (R(meB)
(modng)))94(modn4) uMeeT oueBHAHYIO CIAGOCTH, KOTOPYK OObIY-
HO CTapalTCcsl He JonyckaTh. Tperne nuuo, obosnayum ero C, mo-
)KET BHaYaJle «CHATb» NOANUCH aboHeHTa A, HCIIOJIb30BaB OTKPBITHIN
KJIIOY €4:

54 = (R(m®?)(modnp))?°4(modn,) = R(m®?)(modng)(modn,),
a 3aTeM 3aMEHHUTb €€ CBOEi IOJIHUCHIO
s1 = (R(meB)(modnp))% (modnc).
TakuM 06pa30M MOXKHO NOCTaBUTH CBOI NOANUCH HA 4y>KOH JOKY-
MEHT.
HenoctaTku BTOpPO#l CXeMbl, KOrJia JOKYMEHT BHAuYaJse IOJNMCHI-

BAaETCs, a 3aTeM Ludpyercs, He CTOJbL O4YeBHAHBI. VX Jiyulie Bcero
IOKa3aTh Ha IpUMepe.

IIpumep 61. ITycmov ng = paga = 8387 - 7499 = 62894113, e4 = 5,
da = 37726937, ng = ppgp = 55465219, eg = 5, dg = 44360237.
ITycmd R - mootcdecmeentnoe omobpasrcenue, m = 1368797. Tozda
1) s = m%4 = 59847900(modn ),
2) ¢ = s°B = 38842235(modng).
Ioavaosameav B nposepaem npasuibHocmd noonucy:
1) 5 = B = 4382681(modnp),
2) = §%4 = 543835568(modn,).
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Obnapyorcusaemca, umo m # m, TOmA 6ce Jeaasocsb no Npomo-
xoay. IIpununoti amozo asasemca mo, ymo ng > s > ng. Mo 3naem,
YMOo WuPpPosamv MoHCHO MOALKO Me COOOULEHUR, KOTOPHE He Npe-
60CT00AM COOMBEMCMEYIOULE20 MOOYAA.

CaMmpblit mpocToii crnocob ycTpaHeHUsl BO3MOXKHOM OIIMOKM yKa3aH-
HOrO THUIMA 3aKJIKYAETCH B TOM, YTO MOJIb30BATE/M NPUMEHSIIOT pPa3-
Ju4Hble MoAysu (cienoBaTenbHO, u cucreMbl RSA) ans umdposa-
Hua ¥ noanucu. Ilpu sTom n1060i MoAy/Ib AJIST MOANKCH JOJIXKEH OBITh
MEHbIIIe JII0O0ro MOAyJIst JJisl HU@PPOBAHHUS.

5. Cxema 6a30Boii 3JiekTpoHHOMK noanmucu b I'amansa

Ycemanosxa

Bribupaercs 6osblioe npoctoe 9uciao p. B kadectBe miaTgopMel
MCIIOJIL3YEeTCs1 MPOCTOe KOHEeYHOe noJe Zp.

Kpowme storo, neobxoguma ogHocroponusisi dyukuus h: {0, 1}*—
— Z,, conocTaBiAomas 6MHAPHLIM I10C/IeJ0BATEILHOCTAM JIEMEH-
Thl BbIOpaHHOro nosst. Yacto B posit A BhICTYNAaeT X31I-PYHKIHUS.

Tak:xe He06XOJUMO 3HATH MOPOKJAIOUIUN IJIEMEHT g MYJIbTHILIU-
KAaTHBHOM Ipymnsl nous Zj.

Cayuyaitno BeibpanHoe uncyio 1 < a < p — 2 urpaer poJib A0JIro-
CPOYHOrO KJIKYa.

[To yka3aHHBIM JAHHBIM BBIYUCJISIETCS OTKPBITOE 3HAYeHue y = g2.

Hanusie (p,g,y) OTKPHITHI.

Aazopumm nodnucu

IlycTs m — qOKYMEHT, npeACcTaBasOmuil coboit 6UHAPHYIO mocJie-
JOBATEJILHOCTh MPOM3BOJIBHON AJIUHBI.

1) CayuaitupiM obpa3om Beibupaercs uucyio 1 < k < p — 2, nna
kotoporo Hoa(k,p — 1) = 1, urparouiee pojib CECCHOHHOTO KJIK0Ya;
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2) YcioBue B3aUMHO#N NPOCTOTHI k ¥ p — 1 1103BOJISIET OJHO3HAYHO
BoluncanTh 1 <! < p — 2 takoe, uro kl = 1(mod(p — 1));
3) Boiuncasiercst 1-it 31€eMEHT NMOAMMCH

r =g
4) Boluucnsercsa 2-it 3J1eMEHT NOANUCH
s = l(h(m) — ar)(mod(p — 1)).
[Tognuceio nox JOKyMeHTOM m obbsiBasieTcs napa (7, s).

Ioacnenue

OnemeHTbl Moas Zp, B YACTHOCTHU T, 3aIUCHIBAIOTCA CBOMMM CTaH-
JapTHeiMH uMeHamu. [Tostomy 1 < 7 < p — 1. DneMeHTb], BbIYKC-
nenubie mod(p — 1), B YaCTHOCTH S, TaKXKe 3ANMCHIBAIOTCS CBOUMH
cranaapTHbiMd uMeHamu. [Tostomy 0 < s <p — 2.

IIposepxa nodnucu

1) Heobxoaumo 3HaTh OTKpHITHIE AaHHbIE (D, g, Y);

2) Ilposepsiem: 1 <7 < p-—-1,1 < s < p— 2, B IPOTUBHOM
clly4yae NOANUCh HeBepHA (KOHEYHO, ciydail s = (0 BO3MOXEH, YTO He
JIOTYCKAETCs BOJIEBBIM DPACIOPSKEHMEM, YCTPAHUTb HEJ0Pa3yMeHHe
MO>XHO, 3aM€HUB k, & BMECTE C HUM U T);

3) Boruucasiem v; = y'r’;

4) Boruucsiem h(m) u vy = g"m);

5) INoanuch NPUHUMAETCS, €CIM OKA3bIBAETCSl YTO U] = U2, B IPO-
THBHOM CJIy4yae OHA CYMTAETCS HEBEPHOM.

Obsacnenue nposepxu

Brrunciasem:

v = yr,rs — gargk[(h(m)—a,r) — gargh(m)—a.r — gh(m) = vs.

IIpu sTOM Hcnob30BasHCh paBeHcTBa gP~1 =1, kl = 1+ (p—1)t ana
HekoToporo t € Z.
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ITpumep 62. Bubepem p = 31,9 = 3,a = 5, mozda y = 3° = 26.
IIycmb 1 conocmasasem 6unaproti nocaedosameavrocmu u3 < 4
3HAK06 ee FHANEHUE KAK 3ANUCU Yucaa 6 2-unnol 3anucu. Hanpumep,
doxymenmy m = 1011 conocmaeasem wucao 1+1-240-22+1.23 = 11:
h(m) = 11.
IIycmoy k =7, mozda | = 13.
Buinwucasem snemenmav nodnucu:
r=3"=17,
s=13(11-5-17) =13(11 — 25) = —13- 14 = 13 - 16 = 28(mod30).
IIposepxa nodnucu
1)1<7r<30—1<17 < 30 (sepro),
0<5<29——0<28<29 (sepro);
2) vy = 2617 . 1728 = 325.316 — 341 — 311 _ 13
vy =31 =13.

Caabocmu anzopumma

[TocMOTpHM, YTO IPOU30MAET, €CJIM B KaUyecTBe KJo4el a, k OyayT
BbIOHMPATHCS KpaiHHE BO3MOXKHbIE 3HAYEHUsT 3TUX [1apaMeTpOB.

Ilycts, HanpuMep, a = 1. Toraa y = g ¥ o BUAY 3TOr0 OTKPKITO-
ro 3Ha4Y€HHs JIErKO BOCCTAHABJIMBAETCSI AOJTOCPOYHBIN KJ04 a. To xe
caMoO€e MOXKHO CKa3aTh M TOr/Ja, KOrjJa napamerp a UMeeT HeboJibluue
3HAYEHHUs UJIM 2Ke, HaoDOpOT, UMeeT 3Ha4YeHHe, HEHAMHOro OTJIMYa-
oueecst oT p — 2. 3aMeTuM, YTO 3HAHHUE @ MO3BOJISIET MOAJE/LIBATH
NOANUCH Ha JIIOOOM JOKYMEHTE.

Ecnu 3Hauyenne k GJIM3KO K KpallHUM BO3MOXKHOCTSIM, TO IO BHU-
Ay T = gF Jerko BBIYMCINTE k, 9TO MO3BOJISET NOAAENBIBATh MOAITHCH
Ans janHoi ceccun. Bosee Toro, 3Hanue k mossosisier u3 s = l(h(m)—
—ar)(mod(p — 1)) Bbruuciuts ks = kl(h(m) — ar) = (h(m) — ar)-
-(mod(p — 1)). 3arem moxuo nomyuuts a = (ks — h(m)))(-r)"*
(mod(p — 1)). Torma mMoxHo 6yaer noaAesnbiBaTh Bce noamucu. Ot-
CI0Jla BBIBOJ: K BBIOODY CECCHOHHBIX KJIIO4el HeoOXOAHO OTHOCHTHCSH
CTOJIb XK€ CEPLE3HO, KaK U K BbIOODPY JOJTOCPOYHOro KJIH04a.
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3ameTuM, 4TO B 0OUIEM CAy4ae BBHIYHCJICHUE @ NO Y, WK k 10 7 —
3TO BbIYMCJIEHHE AUCKpeTHoro jsorapudma. ITosTomy B obiem ciyyae
[P [IPaBUJILHOM BBIOOpE P — 3TO TPy HAs 33Ja4a.

OOBIYHBIM BO3PAXKEHHEM HA OTMEUYEHHbIE C1aboCTH sIBISIETCS CJIe-
AyIOLIee YTBEPXKJEHUE: Npd OOJIBIIOM p BEPOSITHOCTH BhIOOpA 3HaYe-
HHUH, OJM3KUX K KpaiHUM, NpeHebpeXuMo Maja. ITO TaK, HO HUHO-
ra 3JI0YMBIILIJIEHHHUK HAXOAUTCS B CAMOUN CUCTEME W BhIOHMpAEeT mapa-
MeTp He ciy4ailHbIM obpa3oM. IlocTaBuB cnabyro moanuch, OH BHO-
CJIEACTBUU MOXET J0Ka3aTh BO3MOXHOCTD €€ [TOCTAHOBKM 0€3 3HAHUS
CEeKpeTa, TO eCTh YATH OT IOPUAUYECKON OTBETCTBEHHOCTH.

BazoBas cxema Jub [amansi neXuT B OCHOBE TAaKMX CTaHJAPTOB,
KaK POCCHICKHIA cTaHJapT Ha 3JsiekTpoHHylo nognuck [OCT P 34.10-
94 u cranpgapr CIIA DSS (Digital Signature Standard) (cm. npuso-
XKeHue 2).
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3aza4yu u ynpa>kHeHHUs

Sapmaya 16.1. PaccmoTpuM crieayiollee ynpouieHHe CXeMbl JJib
Famans. [TycThb p — npocToe 4ucio, g — NOPOXKJAOLIHUIA SJTEMEHT MYJIb-
TUIUIMKATUBHOM rpynnbl Z;. T JAHHBIE OTKPBITHI.

ITonb3oBarTeny BbibMpaeT cekpeTHoe uyncio 1 < a < p— 1 u or-
KpbIBaeT 3Hauenue y = g*(modp).

K coobuenuio m € {0, 1}* npumensiercs u3sectHas xsw-byHKIHs,
Aawomas 3uavenue h = h(m) € Z,. Bee, kak B anropurme 3mb Tama-
JIsl.

Honyctum, uto Hoa(h,p — 1) = 1. Toro MoXKHO ZOGUTHCS, BHECS
HeobXoAMMble KOPPEKTHUBBI B CJIydae HEBBbINOJTHEHUs. Mbl HE yTOYHS-
€M, KaK 3TO MOXXHO CIeJIaTh.

[Tpu reHepanuy NOANKCH I10JIH30BATENb BHIYUCISET 3HAYEHHE

z=h"la(mod(p — 1)).

B kadecTBe moAmMcH mojJ JOKYMEHTOM M IPEAJIAraeTcst MCIOJIb-
30BaTh g°.
IIpBepka npaBUJILHOCTH NOAIMMUCH 3JIEMEHTAPHA!

(*)! = g"'h* = g%(modp).

[Moanuck NpUHUMAETCS, €CJIM MOJIyYeHHOe 3HA4YEHHEe COBIIAJET C Y.
O6bsCHUTD, IOYEMY YIIOMSIHYTasi CXeMa HelpHeMJIEMA.
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Jexuua 17

OIeKTPOHHBIE IJIATEXKU

1. OcHOBHBIE TOHATUHA

N3zobperaresieM TEXHOJOTHMHM 3JIEKTPOHHBIX [LJIATEXKEH SIBJISETCS
H. IIaym (D. Chom) - ocHOBaTeNb M HCHOJHUTEJbHBIA JUPEKTOP
¢upmbr DigiCash u ogHOBpeMEHHO NMPU3HAHHBINA CIELUAITUCT B 06J1a-
ctu Kpunrorpaduu.

DigiCash paspaborana u 3amateHToBajla KpHOTOrpagUYECKYIO
TEXHOJIOrHI0 6€30MacHbBIX 3JIEKTPOHHBIX Mmuarexeil. Komnanus Master
Card International monyuuna or DigiCash pa3spemenue Ha ucnosn3o-
BaHHE 3TOM TEXHOJIOTMH [JIsT CO3JAHUST MCTOPDHYECKU IIePBBIX 3JIEK-
TpoHHbIX KapToyeKk Master Card. 9To no3Bosmsio komnanuu Master
Card International 3axBaTUTh JIHAEPCTBO B 0BJIACTH 3JEKTPOHHBIX
IJIaTexXen.

DJIEKTPOHHbBIE JAEHbI'H — 3TO JIMIIbL HHGOPMALKS O PEAIBHO Cyle-
CTBYIOUINX CPEACTBAX.

Hac ceituac uHTEpecyeT TOJIBKO TO, YTO COAEPKUT AaHHAs UHOP-
Mal{sl ¥ C MOMOIIBIO KAKMX KPUNTOrpadHUIecKNX CPEeICTB OHA 3allH-
mieHa. B aroM cMbiciie Mbl He obpaliaeM BHUMAHHE HH Ha 3alHIEH-
HOCTb MaTEpPHAJIbHBIX HOCHTEsel 3Toi HHGOpMauuu (3JEKTPOHHBIX
KapTOYeK, APYTHUX BO3MOXHBIX HOCHTEJEil), HA Ha TOHKOCTH obpalie-
HUSI 3JIEKTPOHHBIX IUIaTeXxeill B puHAHCOBOI cdepe.

KoHneuHo, 3/IeKTpOHHbIE IJIATEXH CYLIECTBEHHO Pa3BHJIMCH 33 M0-
cnepuue 20-30 ner. OHM cTasIl MHOrOOOPa3HBIMU M0 CBOMM (DYHKIIM-
OHAILHBIM BO3MOXHOCTSM. [IpHayMaHO TakXe HEMaJ0 KPHUITOrpa-
¢uyYecKUX OPOTOKOJIOB [JIst 3aIUUTHI SJEKTPOHHBIX MaaTexel. Mol He
CTaBUM CBoeit Lenbio 0603peTh Bee 3To. Hama 3agaya ropasmo 6osee
onpezeseHHasi — HA OCHOBE TEXHOJIOTHH, JIeXKAlEH B OCHOBE MEpPBBIX
3JIEKTPOHHBIX IUIaTeXei ¢ ucrnosab3oBanneM Master Card, Boiaenuth
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OCHOBHbIE MPHUHUHUIIBI X KPUITOrpaduyecKoi 3alUThbl OT HECaHK-
I{MOHUPOBAHHBIX MOJb30BaTesei. Jlajee Mbl ynorpebsisieM TEPMHUHBI
«KapTO4YKa», «KYIIOpa», HO 3TO JAeNaeTcsl TOJIbKO Jsi obJierdyeHust
uznoxeHnus. [Ipexxae Bcero Hac uHTEpecyeT nHGOPMALUs U ee 3alu-
LIEHHOCTH B 3JIEKTPOHHBIX IJIATEXKAX.

2. Heob6xogumble 3JIeMEHTbI 3JIEKTPOHHOII KapTO4YKH

DJIeKTPOHHBIE KADTOYKH, BIEPBbIE BhINYUIEHHbIE KOMIaHueid Mas-
ter Card International, 6bly1n gebernpiMu. Kaxknas peanbHas KapTod-
Ka COOTBETCTBOBAJIA ONpPEAEJIEHHOMY HOMUHAITY. Jlajiee 3TOT HOMUHAJ
pPacxXoJ0BaJIC BJIAJEJblieM KapTO4yku Oe3 nonoJiHeHus. IIporusorio-
JIOXKHBI BapHUaHT — KpPEJUTHas KapTO4Ka, JAJisi KOTOPOil Oompezesisi-
Jlacb CyMMa KpeauTa. Bo3MoxxHbI Bcsikue apyrue BapuaHThl. Vx ot-
JINYMSA JIeXKAT B YUCTO (pUHAHCOBOM cdepe B3aUMOOTHOIIEHH baHKa-
SMHUTEHTA, BBIMYCTUBLIET0 KapTO4YKy, DAHKOB CO CYETAMH BJIAJENbIA
KapTOYKHU U TE€X, KOMY OH [0 Hell [UIATUT 3a NOKYNKH (IPOJaBLOB), ca-
MOTO BJIaJIeJIbLIA ¥ poAaBLoB. Hac 3T B3aMMOOTHOLLIEHHU S HE HHTEPE-
CYIOT, II03TOMY MbI OCTaBJIsIEM OJHO IIOHSITHE — «<HOMUHAJ». KapTouka
JOJDKHA COJIEPXKATh COOTBETCTBYHOWLY HH(popMauuw. Byaem roso-
PHUTh, YTO KapPTOYKa JOJIXKHA COAEPXKATb HOMHUHAL. DTO BO-IIEPBLIX.

Bo-BTOpBIX, KAPTOYKA JOJKHA UMETh HOMep, bsarogapsi KOTOpO-
My GaHK-3MHTEHT MMEET BO3MOXKHOCTb CJEAMTDH 33 TeM, 4YTOOBI I1a-
TEXHU 10 JAHHOM KapTOYKE HE BBILIJIM 32 PAMKHM €€ HOMHHAJIA.

B-Tperhux, noxasyii, 3T0O caMoe [JIaBHOE — KapTO4YKa JOJIXKHA
6bITh MHpOPMAUMOHHO 3aluuieHa. HeobXo uMo OrpaguTh 3amnucaH-
HYIO Ha Heil HHGOPMAIHMIO OT MOAJENKH, [10JI0ra, 3aMEHbI, UCII0JIL30-
BaHHUSA HECAHKIMOHMPOBAHHBIM I10JIb30BATE/ICM, KJIOHUPOBAHUSA U T. II.
HanmoMHuM, 4TO MBI OCTaBJIsSIEM 32 KaAPOM 3alUIIEHHOCTb HOCUTENS
UHGOPMALMA ¥ COOTBETCTBYIOIIUX ceTeil. 3al[UIIeHHOCTh KAPTOYKH
obecrnieunBaeTCA 3JEKTPOHHOM MMOANUCHI0O DAHKA-3MUTEHTA.

IMepeuncinM ocHOBHblE TPeOOBaHMS K JEHbraM, B TOM YHCJE U
3JIEKTPOHHbBIM

® HEBO3MOXXHOCTb MOAJENKH,
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e HEBO3MOXXHOCTh BTOPHYHOI'O HCIOJIb30BAHUS YK€ HUCTPAYEHHO
cyMMbl (BbIXOZa 332 PAMKHM HOMHHAJIA),

® HEOTCJIeXXMBAEMOCTD ILJ1aTeXKeu.

C HOMMHAJIOM Bce JoCTaToyHO oueBHAHO. CrnpocuM cebsi: 3ayem
Hy>xeH Homep? Mbl yke JaBa/id eCTECTBEHHBIA OTBET HA 3TOT BONPOC:
HOMED Hy»KeH AJ1s1 obecriedenusi Broporo Tpebosanusi. Ecim sTo Tak,
TO HAHKY-IMHUTEHTY HYXKHO 3HATH TOJILKO TO, CKOJIBKO €lIe OCTAETCs
Ha KapTO4YKe HEM3PaCcXOJOBaHHBIX cpeAcTB. BoJiee Toro, eMy maxe aTo
He HY>HO 3HaTh. J[0CTaTOYHO 3HATH, XBATAET JIM OCTABLIUXCS CPEJCTB
Ha o4yepeHOi mIareXx. BaHk moykeH (pUKCHPOBATH HOMED KAPTOYKHU
[T IPABUJIBHOTO CHSITHS CO CYETa CYMM ILJIATeXell.

ITocMoTpuM Ha Tperuii MyHKT TpeboBanuii. PeanbHble OymarkHbIE
JEHbTH B [IPOLIECCe CBOEro 0bpalieHust He HeCYyT HHGOPMALMK O CBOEM
BJIagesiblie. TOJIbKO B PeAKUX CiIy4asiX, KOrAa MIPOU3BOJASTCS KaKHe-TO
ONepaTHBHbIE MEPOMPHUSATHS, JOMYCKAKTCA CHELHAJIbHbIE METKU KYy-
HIOp MJIM [IEPENUCHIBAIOTCA MX HOMepa. B perynspHoit cutyauuu JeHb-
ru 6e3/MKu. BhINycK 3JIEKTPOHHBIX JEHEr, YIOBJETBOPSIOUIUX ITOMY
TpeboBaHHUIO, ObLT B CBoe BpeMs 6GosibmiuM mocTrxenueM. Tpebosa-
HHMe 00ecneYnBaJIoCh TaK Ha3bIBAEMOM «CJIerNoif» noAnucelo. Ee Takxe
npuayman . ITaym, uro craBuiu eMy B 3aciyry aaxe B GoJblueit
Mepe, 4YeM H300peTeHHe TEeXHOJIOTHH 3JIEKTPOHHBIX miatexeit. K co-
3JaHUIO MOCJIEAHEH MOYTH OJHOBPEMEHHO C HUM MPHIIJIXA ApPYrHe, a
BOT JI0 «CJIeroft» moAmMCH B TO BpeMs HHKTO, kpome [I. IIlayma, He
JTOJTy MaJICSI.

HeobxoauMOoCTh B BHINOJIHEHHH TPETHLETO MYHKTa TPeDOBaHMIA 3HA-
YUTENBHO BO3pPOCJIa Toraa, koraa Hacenenue CIIIA npakTuyecku moJi-
HOCTBIO OKa3aJI0Ch «I10J] KOJIIIAKOM» HAJIOrOBBIX U APYTUX CIENCITy K6.
Bce niaTeku B CBA3M C INHPOKUM PACIPOCTPAHEHUEM KAPTOYEK CTaJIH
npo3payHbiMi. Bor Torza-to u 3apaborana «cienasi» MOSIUCH.

K coxaneHuio, B Hacrosiliee BpeMsi KOHTPOJIUDYIOUIME OpPraHbl
CIIIA cHoBa Bouutd B cuity. Ha 60/bIUMHCTBE 3JIEKTPOHHBIX KAPTOUYEK
KpacyoTrcsa ¢dhaMuwiIdd uX BiagenbleB. Tak Ha3biBaeMble KpPeOUTHbHIE
HUCTOPUH MOJIL30BATENIEH AKTUBHO YYUTHIBAKOTCS H, KAXKETCH, MPOTH-

163



BOCTOSITh 3TOI OIOPOKPATHYECKOH MalllMHE HEBO3MOXKHO. S yxe He
FOBOPIO O T€X CTPaHax, rJe TEeXHOJIOTHH 3JEeKTPOHHBIX IJIaTeXxel Ta-
Koe TpebOBaHUE HE MPEAYCMATPHBAIOT BOBCE.

3. TexHoJIOrUs 3JIEKTPOHHOrO IJjaTexka
Yuacmnuxu

1. Bauk-smurent C, OCYLIECTBASIIOIUA 3MHUCCUIO 3JIEKTPOHHBIX
JIEHET;

2. Kimment A, 3akaspiBatomuii y C' 3J€KTPOHHYIO KapTOUKy (uJH
JpYroe MpaBO 3JIEKTPOHHOIO IJIATEXA);

3. IIpoxaBer; B, uMmemrouixii BO3MOXHOCTb [PUHUMATh 3JIEKTPOH-
Hbl€ MJIATEXU JAHHONW CUCTEMBI.

KoneuyHo, «npoaaBlOoB» B cHCTeME OOBIYHO AOBOJIbHO MHOLO, Mbl
pacCMaTPUBAEM OJHOr0, TaK KaK OCTA/IbHbIE (DYHKIHOHUPYIOT MO TOMH
ke cxeme. KpoMme nepednciieHHbIX OCHOBHBIX YYaCTHUKOB MOTYT ObITh
BcriomoraTtesibHble. Hanpumep, 6aHkd, B KOTOPBIX OTKPBITHI (pYyHKIH-
OHUPYIOILHE B CUCTEME CYeTa y4acTHUKOB. OHM He 6A3aTeSILHO COB-
nagat ¢ 6ankoM C. Bauk C oCylecTBIsIET ClielHaIbHbIE OlePalltH,
B3aHMOJENCTBYsl ¢ HUMH. DTa YUCTO (PUHAHCOBAS CTOPOHA JeJa Hac
He uHTepecyer. s npocTorhl cunTaeM, 4TO (PYHKUHOHMPYIOUIHE B
CHUCTEME CYeTa BCeX YYaCTHHKOB OTKPHITHI B C.

3axa3 saexmponnoli xapmouxy

Kuuent A noceinaer B 6ank C nonydabpukar 371eKTPOHHOM Kap-
TOYKM C ee HOMEPOM M cBoeil moamuchio. Bank C cTupaer moamuch
KJIMEHTA U CTAaBUT CcBOIO. IIpu 3TOM OH cHMMaeT co cyera KjiueHTa A
yKa3aHHYIO TaM CyMMY, PaBHYI0 HOMHHAJIy KADTOYKH (Tenepb OHA Ha
KapTOUYKe), U BO3BPAIAET KapTOYKY CO CBOEHl 3JIEKTPOHHOM IOMH-
CBIO.

Jaexmponnsiti naamesrc

[Tpu nokynke toBapa (ycayr) kauentoM A y npoaasua B npouc-
XOJMT CJIeyoLIee:
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- B nposepsier 4yepez C' NOAJIMHHOCTH KAPTOYKH M HAJIUYME HA
Hell JOCTATOYHBIX CPEACTB [JIsl OIJIATHI MOKYIKH;

— IpH BBINOJIHEHUH NIPUBEJEHHBIX BBILIE YCI0BUN B oraaer ToBap
KJMEHTY A, napajnenbHo ¢ 3TuM 6aHk C KJIaJeT Ha CYeT MPOAABLA
B cooTBercTByIOUyI0 CyMMY, CHUMAsl €€ C 3JIEKTPOHHOI KapTO4YKH A.

Ioachenue

[IpoBepKa NOJIMHHOCTH KAPTOYKH OCYUIECTBJISIETCS OJHUM M3 CJIe-
JYIOLIMX Cr1ocoboB:

— ecv npojaBel; B nuMeeT U eHTpaIM30BaHHYI0 CUCTEMY [IPOBEPKH,
3aKJIIOYAIOUIYIOCA B MOCTOAHHOM ¢Bsizu ¢ C, oH nepegaer B C JaHHbIE
KapTO4YKM — nognuch 6anka C ¥ HOMEp KapTOUKH;

— eCJIM CHCTEMA NPOBEPKHU IOJJIMHHOCTH ABTOHOMHA, TO COOTBET-
crByomas cBsa3b mexay B u C ocyuiecTBiasiercs nepuogunyecku. Jan-
Hble nepegalTcs Jubo B onpenesieHHOe BpeMs, Jubo 1o Mepe uX Ha-
KoruieHusi. B 3TOM ciy4ae ecTb pUCK BTOPHYHBIX ILTAaTEXed (BbIXoAa
3a HOMHHaJI) co cTopoHbl A. 3aTo 3TOT crocob GoJiee AelIeBbIi.

Ecsn niaTexx mo KapTouyke OCyLIecTBJIsieTcsl BrepBble, TO baHk C
3aHOCHUT ee HoMep B 6a3y maHHbIX, PUKCHPYS OCTATOK CPEICTB HA Kap-
Touke. B nmocnenyrouiue niarexu 6aHK HaXoaUT B 6a3e JaHHBIX HOMEp
KapTOYKH U NMPOU3BOIUT COOTBETCTBYIOUIUE PACUEThI, BLIYUCIISAST OCTA-
TOK CPEJACTB Ha Kaprouke. Ecyin miarex npeBocxoaur ocTaTok, 6aHK
HE M03BOJISIET €r0 IIPOU3BECTH.

ObOpaTuM BHUMaHHE HA TO, YTO MEPBOHAYAILHO DAHK MOXKET He
3HATb HOMEpA, I03TOMY €My HEM3BECTEH W BJIaJeJIell.

4. Master Card
[TpuBeseM UCTOPUYECKH MEPBBIA TPUMED OMUCAHHOMN BbILIE TEXHO-
JIOTHH, PEATM30BAHHBINA B KADTOYKAX, U3 HA3BAHMUS.
IIpomoxoa 3a6edeHus INeKMPOHHOT KAPMOUKU
Yemanosexa

Bank C 3aBogutr RSA - cucremy mudposanus. lnsa sToro Beibu-
paroTcst ABa 60JbIINX PA3JIUYHBIX POCTHIX YUCJIA P U ¢, BHIYUCIISETCS
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MOIYJb T = pq U 3Hauenue ¢yukuun Ditnepa ¢(n) = (p— 1)(g — 1).
BribupaeTcst oTKpBITHI K04 mudpobanusa 1 < e < ¢(n) — 1, B3a-
MMHO 1pocToii ¢ ¢(n): Hoa(e, p(n)) = 1. Boluncnsiercss ceKpeTHEIi
ko4 aemwngposanusa d takoit, uro ed = 1(mody(n)). Kpome storo
¢ukcupyercs ogHOCTOpOoHHAA PyHKuus f: Z, — Z,.

Homunan

B nepsrix Master Cards HOMUHAJ1 B3aMMHO-OJHO3HAYHO COOTBET-
CTBOBa1 MOAYJIO 1 (DAaHK BHIOMPAT HECKOJILKO PA3JINYHBIX, HO (DUK-
CHDOBAHHBIX MOJYJEH).

Homep

Knuent A Bbibupaer ciyyaiinoe 4ucio z € Z, (HOMep Kymopbi)
¥ BbIYMCJIAeT 3HadeHue f(x).

Hoaygdab puxam xapmouxu

Knuent A Beuibupaer ciyuaitHoe 4yucio r € Z), TO €CTb YHUC-
g0 1 < r < n— 1 Blaumuo npocroe ¢ n: Hoa(r,n) = 1. Iocnex-
Hee yCJIOBME rapaHTHpYeT CyLIeCTBOBaHHMe obpaTHoro r—! k r modn:
rr~! = 1(modn). [anee knueHT A BbIYHMCIAET

y = f(z)r®(modn),

rae r® Ha3bIBAETCsA 3aTEMHSIIOUIMM MHOXxHTeneM. Bce Bbiyersi mod
T 3aMMCHIBAIOTCH CTAHJAPTHLIMU HOMEpPaMH. 3Ha4YeHHE y NepenaeTcs
bauky C.

daexmponnas Kapmouxa ¢ Konupxol

Bank C BpluncaseT:
z= yd = f(a:)d'r‘ed = f(a:)dr(modn)

U nepejaet 310 3HadeHne kiaueHty A. Ilpu srom C ocyuectsisier Bce
COOTBETCTBYIOIIHE GAHKOBCKME OINEPALMH, YIIOMSHYThlE B OIMHCAHHUU
TEXHOJIOTHH.
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Cramue Konupxu

Knuenr A, nony4yus 3HauyeHue 2, BHIYMCJISET
-1 _ d d
z-r~+ = f(z)*(modn).

Terneps OH MoJydaeT KApTOYKY C HOMEPOM I W JIEKTPOHHOM noAnu-
cbio Ganka f(z)%.

ITpumeuanue

JIONOMHUTENILHO K JAHHOMY MPOTOKOJIY HCIOJb3YIOTCA MPOLEAay-
pbl ayrentudukanun A ans C 1 Hao60poT.

IIpomoxoa mpan3axyuu naamedica

IIposepka nodaurHOCTIU KAPMOYKY

[poxasen; B, nony4us oT A 3MEKTPOHHYIO KapTOUKY, MOCBLIa-
er undopmanuio (f(z)?, ) 6anky C. Bauk C nposepsieT paBeHCTBO
(f(z)%)® = f(z)(modn). Eciu 0HO BHIMOMHEHO, KApTOYKA MPABUIIb-
Hasl.

3aMeTMM, YTO TaKyl MPOBEPKY NpPHU aBTOHOMHON cHCTeMe OCy-
lecTBJIseT caMm npoaasel; B (Tounee, ero kaccoBblit anmapat). Beap
U151 3TOrO JOCTATOYHO 3HATH OTKPBITHIA KIIOY € U W3BECTHYIO OJHO-
CTOPOHHIOKW (YHKUHUIO f.

Iposepxa docmamounocmu cpedcne Ha Kapmoke

Bank C uuier HOMep z B 6a3e mamHbx. Ecim ero Tam mer (mep-
BbIfl JIATEX 110 JAHHOH KapTOUKe), TO OH 3aHOCHTCA B 0a3y JAaHHBIX
C COOTBETCTBYIOIIUM OCTATKOM. Eciu ecTb, TO ¢ KAPTOYKM CHUMAET-
csi cymMMa muaTexa u ¢ukcupyercst HOBbIH octaTok. Koneuwo, ecin
IUIaTeX NpEBLIIIAET OCTATOK, CAENKa He Pa3peliaercs.

Kak y»e 0TME4Yaoch, B HACTOSALIEE BPEMsI CYLIECTBYET MHOTO pa3-
JIMYHBIX BADMAHTOB TEXHOJIOTUHU 3JIEKTPOHHBIX rnaTexeit. CyuecTsy-
[T crocobbl 06pa30BaHMs KAPTOYKH, Npu Korophix 6ank C jpaxe He
3HAeT, CKOJIbKO Ha Heil cpeacTs. Beab 6aHKy HY»KHO 3HAaTh, HE CKOJILKO
CpeJCTB, a XBATAET JIK UX HA OYEPETHON IJIATEX.
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K coxanenuio, Bce bosibliee pacnpoCTpaHEHHE MOJyYaeT Apyrasi
TEeHJeHLHs], Koraa 6aHK MMeeT BO3MOXKHOCThL MOJIy4aTb MOJIHYIO HH-
¢opManyio 0 mIaTeXXax KOHKDPETHOTO KJIMEHTA, 3alUChIBasi ee B TaK
Ha3bIBAEMYI KPEAUTHYIO HCTOPHUIO.

Yro ganvme? Korma-to MeyToit ObLIM 3JEKTPOHHBIE KAPTOYKH.
CaM ux BUJ SBOJIIOLMOHHPOBAJ — OT OOBLIKHOBEHHBIX MATHHUTHBIX JIO
CMapT-KapT, SABJSAOUUXCA MHUHHUKOMIbioTepaMu. [losBunuck apyrue
BU/bl SJIEKTPOHHBIX ILJIATEXEHN, KOTOpble Bce Hbosee monynsapHsl. Ilo-
TpebHOCTH B KpUNTOrpadUyYeCcKoi 3audTe BO3pOC/IM MHOMOKpaTHO. B
MaiikpocodTe Bce HOBblIE TEXHOJIOTHMH JOJIXKHBI OBbITH COMVIACOBAHBI C
orzaenoM kpurnrorpadpun. [TosiBusiace HOBasi MeuTa — O JIMYHBIX JEHb-
rax. Kak oHM ZOJIKHBI BBITMISAETh — cephe3HbIi Bonpoc. Bo3moxHo,
4YTO U 3Ta paHTACTHYECKas ujes Oyaer peasn3oBaHa. A, MOXeT ObITh,
ecThb elle Kakoi-Hubyap nyth? [Toka Mbl HE MOXXEM TOYHO OTBETHUTH
Ha Noa00HbIE BOMPOCHI.
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3azauu U ynpa>kHeHUs

3anaua 17.1. [IpuBecTu cxemy 3aKa3a 3JIEKTPOHHOI KapPTOYKH,
B KOTOpOIt ukcupyercs: uMms Biaaaenabua. [Ipeanonaraercs 3amuues-
HOCTb TaKO# (PUKCALUH.

3anaua 17.2. [IpuBecTu cxeMy 3J€KTPOHHBIX IJIATEXEH, IPH KO-
TOpOit DAaHK-3MHUTEHT He BJaJeeT MONHONH uHGopMmauueirt 06 ocrat-
Ke cpelAcTB Ha KapTouke. OH MOXET JIUIIb CYyOUTb O AOCTATOYHOCTH
0CTaTKa [PH OYEPEJHOM ILIATEXE.
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Jexyua 18

YnpasaeHue KJI04aMu

Assume the cipher is known
to attackers —

- all security is in the key.
Kerchofls’ Principle

1. OcHOBHBbIE TOHATUSA

B kpunrorpacduyecknx Merogax 3amuThl HHPOPMALMU KIHOYAM
orBOgUTCA 0c0basa poJib. OOBLIYHO MPeIoIaraeTcst, YTo CUCTEMA Mnd-
POBaHMs U3BECTHA, 3HAYHUT, CTOMKOCTh WMdpa onpenessieTcst LEIH-
KOM M MOJIHOCTBHIO CTOHKOCTBIO Kiouyei. B cuMMeTpuyHbIX cucTemax
wudpoBaHUs 1 OCHOBAHHBIX HA HHUX MPOTOKOJIAX HEOOXOAMMA CTOIA-
KOCThb KaK KJI4Ya WndpOBaHUsA, TaK U KJjwuda gemndpoBaHus. B
aCHMMETPUYHBIX CHCTEMAX, B KOTOPBIX KJIOY IKUEPPOBAHUS OTKPBIT,
CTOMKOCTb ONpPEEssSIeTCs] HEBO3MOXHOCTBHIO HOAJENKH MM moabopa
KJII04a gemndgpoBaHusl.

3agayu ynpaBJieHHs1 KJIIOYAMM 3aKJIIOYAIOTCSA B MPABUJILHOM BbI-
MOJIHEHUHU CJIEAYIOLIHUX ONEePalUil, CBA3aHHBIX C XKHU3HBIO KJIIOYeii:

— reHepauus KJwuei,

— XpaHeHHe KJIIo4ei,

— pacnpenesieHue KJK4ei,

— 3aMeHa KJIIoyei,

— YHUUYTOXKEHHUE KJIIoyeil.

B nacrosimiee BpeMst K104 OOBIYHO MOAPA3AEIAIOTCA HA JOJIIO-
CPOYHBIE U CecCHOHHBIE (KpaTKocpouHnble). Kpome sToro, cymecTsytor
NOHSATHUSA MAacTep-KJIO4Yell, sIBJSIIOIUXCSA TJIABHBIMU KJIKYAaMH CEpBe-
poB, Kiroyeil mudpoBanusa ¢ailioB U CEAHCOBBIX KJIOYEl, MpeaHa-
3HAYEHHBIX AJd M pOBaHUS NEPeAaBAEMbIX JAHHbIX.

Kunrou Moxer BhIMIsAAeTh KakK OMHApHasi MOCAEA0BATENbHOCTD,
YHCJIO, BBIYET WM HAabBOp COOTBETCTBYIOLIUX IIOCJIEOBATELHOCTEH,
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YHCesJ WM BbIYeTOB. BO3MOXKHBI M CylIecTBYIOT GoJjiee CJIOXKHBIE 00-
pa30BaHUSI, KOTOPHIE MOXKHO CYMTAThH KJIIOYaMHU.

B nacrosiiee BpeMsi NPUHATO CYHTATH HAMEKHBIMU KJIIOYH pPas3-
psiaHocTH He MeHee 80 OUT [J1s1 CHMMETDHYHBIX CUCTEM U He MeHee 768
OUT JJ1s1 ACHMMETPUYHBIX CUCTEM. DTH OLEHKH, KOHEYHO, YCJIOBHBI. B
OCHOBHOM OHH YUYHUTBIBAIOT BO3MOXXHOCTH 10A60pA [y TEM IOJHOTrO Ie-
pebopa BceX BO3MOXKHBIX KJIIOYEH.

Hanpumep, npu pa3psifHOCTH KJIIOYa KDHUINTOCHCTEMbI CHMMET-
puuHoro mudposanusa B 64 6uTta (06beM KJIIOYEBOrO MPOCTPAHCTBA
264) xomnbroTep, BomosHaomuit 10% nepe6opos kumoweit B cekyHay,
[NOTPATHUT HA MPOBEPKY BCEX BO3MOXKHBIX KJIIOUE 5—6 ThICSAY KOMIBIO-
TEpPHBIX JIET.

CoBpeMeHHasi BBIYMCJIHTENbHAS TEXHUKA CIHOCOOHA nepebupaTth
56-6urHble kiaoud. B 1999 r. yaanocs BekpeiTh mugp RSA ¢ kiaoyom
pa3psaaHoct 512 6ut. Pabora mo pasmoxeHuto Moays n mwudpa Ha
COMHOXHTENHN: M = Pg BeJach B TEUEHHe 7 MEeCALEB C MPUBJICYEHUEM
JJ151 TapaJIJIeNIbHBIX BbIYUCJIEHU pecypcoB 292 MOUIHBIX [TPOLECCOPOB.
B Hacrosilee BpeMsi ycnexu B JAHHOM HalpaBJIeHUH 00yC/IaBJIMBAIOT-
Cs1 KaK Pa3BUTHEM BBIYHCJIUTEILHON TEXHUKH, TAK U JOCTHXKEHHUSIMU
B 00J1aCTH aHAIN3A.

2. Pacnpenenenue kJjaroueit

OaHuM 13 HanbosIee U3BECTHBIX IIPOTOKOJIOB PACIPEAE/IEHUs CeaH-
COBBIX KJIOuelt aBaserca nporokos Llepbep (Kerberos — Tpexronosbiit
rec ¢ XBOCTOM M I'PUBOIl U3 3Meil, KOTOPhIH, COIVIACHO ApeBHerpeye-
CKOil MHUOJIOrMH, OXPAHSAET BXOJ B MOA3eMHOe LapcTBo). [IpoTokon
paspaboran B MIT (Maccadycerckuii HHCTUTYT TEXHOJIOTHIA).

Ilpeanonaraercs, 4YTo B MaccoBOi HHQOPMAIMOHHONU CHCTEME
nosib3oBateneil A, B,... umeerca ueHTpasbHblii cepsep C, 3amauei
KOTOpOr'O SIBJISIETCS TeHepalus U CHabXeHHe KJII0YaMH MO0JIb30BaTe-
Jieit 11 ux coobuienust Mexay coboii. Ilentp C nosb3yercs goBepueM
BCEX IM0JIb30BaTENEN CUCTEMBI.
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IIpomoxoa ILlepbep (Kerberos)

Yemanosxa

[Ipenronaraercs, 4TO Ka) bl MOIL30BATENb UMEET JOJIOCPOY-
Hblil CEeKPeTHBI KJIIOY, pa3fefieHHbI Mexay HuMm u cepBepom C.
[Tonw3oBarens A umeer kmwou K ac, nons3osarens B — KpouT. A

Pacnpedeaenue xarouets

lenepanusi 1 pacrnpezesieHie CeaHCOBBIX KJIIOYEH kK MeX 1y M0JIb30-
BaTEJISIMH OCYLIECTBJISIETCS CJIEAy UM UHTEPAKTUBHBIM MHOTOIIIAr0-
BbIM nponeccoM. O6o3nayenus Fk , ., E ... 03Ha4aloT, COOTBETCTBEH-
HO, mudpoBaHue KaodoM K¢, KI0UoM k U T. A.

(1) A—C

A nopoxgaer Metky N u nmochutaer cepsepy C undopmaiuio: A, B,
N, yTo o3Ha4aer ciaeayouee: A xejaerT uMeTh coobuienue ¢ B, MmeTka
N craBuTCcs, yTOOBI BHIAEIMTL AaHHOe obpauenne A k C or Apyrux

obpauieHuit.
(2) A—C

C nepepaer A mmdpoeky FEg ,.(k, N, L, B), koropyto A crnocoben
NPOYMTATh, B HEl COJAEPXKATCA yKa3aHHble B CKOOke maHHble k, N, L,
B, rne L - Bpems xu3HH ceccuoHHOro kmawoya k. Kpome sroro, C
nepegaer 6uner (ticket) Eg,.(k, A, L), kOTOpBIi A mpOYMTATH HE

MOXerT.
(3) A— B

A nepenaet B ticket Egp.(k, A, L) n ayrentudukarop (autentifica-
tor) Ey(A,Ta, A*), koTopble B MoxeT npoyuTaTh: BHadase buser, a
3aTeM ¢ nomouiplo k ayrenTudukarop. Cumeon T4 obo3Havaer Jio-
KaJIbHOE BpeMs, A* — BCroMoraTesibHbIA KJIIOY JJIsi BOBMOXKHBIX pa-

6o4ux coobuuenuit mexay A u B.

(4) A— B
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B nposepsieT, 4To A OZMH M TOT Ke, YTO JIOKaJIbHOE Bpemsi 14 Haxo-
aurca B paMkax L u nepegaer A coobumenue Ei (T4, B*), B KoTOpOM
B* o3Hauaer ele 0gWH BCIIOMOrATEJbHbIN KIIIOY, JJIsl TEX XKe lLieeit,
yto u A*.

3ameuyanue 63. 1) Hcnoav3osanue 10Kaavh020 8pemeny Npednosa-
2aem €20 CUHTPOHUIAUUIN.

2) Bpemsa L nosgoasem mnozoxpamno aymenmugduyuposams A
dan B 6e3 donoanumenvhuir obpawenut x C.

3) Ilepswie sepcuu npomoxoaa Lepbep npednosazaru ucnosvsosa-
nue DES dan wugpposanus E. B daarvretiuwsem 6vii0 paspeuseno uc-
N0Ab308aHUE 4100 0T CUMMEMPUNHOT CUCTIEMD! WUPPOBAHUA.
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3amayu M ynpa>kHeHHNd

3agauya 18.1. IIpeamosoxxuM, 4TO B HEKOTOPOI CTPYKTYpE HC-
H0JIb3yeTCs1 CUCTEMa WH(POBaHHs, B KOTOPO#, KaK, Hanpumep, B DES
(cm. npunoxkenue 1), kmoun K npeacrasasiioT coboit 6UHApHBIE 110-
cyien0BaTeNbHOCTH hukcupoBanHoi aaunbl | (B DES sra anuna pasaa
56). IIpeanosoXuM, YTO KJIIOYH XPAHATCA B 3alIMPOBAHHOM C HC-
nosb3oBaHueM cucrembl RSA Buge, kak

C = K¢(modn).

3nech, Kak 0OBIYHO, @ = pPg — MOAYJbL cucTeMbl RSA, e — OTKpbI-
Thiit K104 mudpa. Kimou K npu 3TOM paccMaTpUBAETCA KaK 4YHCIIO
B aABouyHO# 3anucH. [lokazaTs, 94TO ¢ GOJBIIONK BEPOATHOCTHLIO KJHOY
K MoXeT GbITb PacKphIT IyTeM nepeGopa npuMepHoro oobema 242,
OTkyza nosiBusach JonoNHUTENbHAsA ciabocts? Kakoe cBOMCTBO Ha-
TypaJibHBIX YHMCEJI MOXKET ObITh MCIOJL30BAHO?
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Hexyus 19

SiaunrudeckKue KpHUBbIE

1. Onpenenenus 1 ocCHOBHbIE (PaKThI

[Tycts F — npoM3BOJILHOE 110JI€ XaPAKTEPUCTHKH, HE PABHOM 2 MK
3. Hycrs f(z) = 23+az+b (a,b € F) — MHOro4sIEeH, B3AUMHO IPOCTOI
co cBoeit popmasbHO# npoussoaHoit f'(z) = 3z% + a. DTo o3Hauaer,
uro mMHoroureH f(z) He umeer kpatHbix KopHeil. [locienee ycnosue
PABHOCHJILHO HEPABEHCTBY AUIsl AuCKpuMuHaHTa A = 4a3 + 27b% #£ 0.
DIIUNTUYECKON KpuBO# Hax mojeMm F, onpenessieMoif MHOTOYJIEHOM
f(z), nazpiBaerca MHOXecTBO Touek (z,y) € F2, ymosieTsopsiommux
yDaBHEHHIO

v =2+az+0b (1.1)

BMecTe ¢ dopManbHO# TOUKO#, 0bo3Hayaemoit 0 1 Ha3bIBAEMO# «TOY-
KOl Ha DECKOHEYHOCTH ».

Ecau none F umeer xapakTepucTuky 2 (Mbl PACCMOTDHUM TOJIb-
KO ciiyyail koHeyHoro noiss F = For mopaaka 27), To saaunTuye-
cKast KpuBas Haj F' onmpenesnsiercst aHATIOTMYHO KAK MHOXXECTBO TOYEK
(z,y) € F?, y10oBIeTBOPSIOMMX YPABHEHHUIO BHIA

v +zy=2>+az’+b (a,b,c € F), (1.2)

rneb#0,a=0wum Y [_ja% =1
WHoraa 3/UIMNTHYECKHE KDHUBLIE HaJ MOJIeM XapaKTePUCTUKH 2
ONpeaeNAlTCs ellle ypaBHEHHEM BHJa

V+ey=23+ax+b (a,b € F) (1.3)

TaKXXe BMECTe C «TO4YKO#i Ha OeckoHeyHOCTH» ( M C HEKOTOPBHIMH
OrpaHMYeHUsIMH Ha K03 duuuentsl. B kpunrorpadguu rakue KpuBbie
OPAKTUYECKH HE UCHOL3YIOTCA. MBI 3TOT Cayyail He pacCCMaTPUBAEM.
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YcnoBue Ha CyUECTBOBAHHME KDPATHBIX KODHEH y MpPaBbIX 4YacTel
(1.2), (1.3) He Hak/IaabIBAETCA.

3aMmeruM, 4TO ypaBHEHHUs] YKA3aHHOTO BUJA SIBJISIIOTCS KaHOHUYE-
ckuMu. Hy>XHO NOHUMATH ONpEsesIeHHEe B TOM CMBIC/IE, YTO CYLIECTBY-
€T CHCTeMa KOODJMHAT, B KOTOPOii ypABHEHHE MMEET YKa3aHHBIA BUA.

Hakonen, B ciy4ae monss F' XapaKTEPUCTUKH 3 3JIHNTHYECKAs
KPHUBasl ONpEJENsieTcsl yPABHEHUEM BHAA

v=23+az? +bz+c  (a,b,c€F), (1.4)
rJie MHOTO4JIEH, CTOALIUI B IPABOM 4aCTH, HE UMEET KPATHbIX KOPHei.
Kak U B pacCMOTPEHHBIX BBILIE CIY4YasiX, BHAEASIOT (HPOPMATILHYIO
TouKy 0 KpHUBO#l «HA OECKOHEYHOCTHU>.

IIpumep 64. ITycmv K = F7. Paccmompunm xpusyro E, onpedeaen-
nyro ypasHenuem y? = 3 + 2z + 3. 3amemum, umo E - sanunmuve-
cxas xpusas. Jeticmeumeavno, nod(x3 + 2z + 3,3z +2) = 1. Imo
8UOHO U3 caedYowuT evivucaenuti no arzopummy Jexauda:

23 4+ 2¢ 4+ 3= (32° +2) - 5z + (6 + 3),

3z2+2 = (6z + 3)(4z +5) + L.

Moorcro maxorce npocmo evinucaums duckpumunanm: A = 5(mod
7).

3ameuanne 65. Had noaem Fs xpusas y? = z3 + 2z + 3 yorce ne
sanunmuyna, max xax #od(f(z), f(z)') =z +1 u A = 0(mod5).

Hac B nepByio ouepesb MHTEPECYIOT JIIMNTHYECKHE KDHUBBIE HAJ
KOHEYHBIMH NOJsIMH. [0JIe3HO OTMETUTDH, YTO 3JUIMITHYECKHE KDH-
Bble 3aHMMAIOT B MaTEMAaTHKE BAa>KHOE MECTO, TaK KAaK EeCTECTBEHHO
HOSIBJISIIOTCSL B CAMbIX Pa3J/IMuHbIX ee objyactsax. JJoctaToyHo xoporuo
U3Y4YeHbl 3JUIMITHYECKHE KPUBBIE HAJ MOJSIMH KOMILIEKCHBIX, Belle-
CTBEHHBIX M DAlMOHAJIbHBIX YHCEJI, U3BECTHbIE CBOMMHM IIPHJIOXKEHHUS-
MU B MaTeMaTHYECKOM aHa/u3e, F€OMETPHUH, TEOPHH 4ucesl. MBI, Ko-
HEYHO, He 3aTPAaruBaeM M [JaK€ He YIIOMHHAEM MHOTHE H3BECTHBIE
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pe3ynbTaThl 00 3JIMNTHYECKUX KpuBbIX. Hallla nenp — npeacraBuTh
B JIAKOHHYHOM BHJE HeobXxoAumble HaKThl U3 TEOPUH SJUTHIITHYECKUX
KPHUBBIX JUIs1 KpUNTOrpaduu.

Ilycty F - snnunTuyeckasi KpUBasi HaJ MPOU3BOJILHBIM mojieM F.
Ee BaxHeHIIUM CBONCTBOM SIBJIIETCS BO3MOXKHOCTH ONpPEAEJIEHUST HA
MHOXXECTBe TO4YeK F onepainuu CJIOXKEeHHUsl +, OTHOCUTEJIbLHO KOTOPOii
E cranoButcsa abenepoit rpynnoit. Ecsin xapakTepuctuka noJsist Heyer-
HA, 3TO JEJIAETCS CJeAYIOIM 06pa3oM.

1. ®opmasibHasi ToYKa 0 UrPAET POJIb HYJISI CPYIIIbl ITO 03HAYAET,
yTo ans aoboit touku P € E umeem P40 = 04+ P = P. B yactHocTH,
-0=0.

B nyukTtax 2-5 Mbl 0603HauaeM yepe3 P, () MpOU3BOJIbHLIE TOUYKHU
E, otnnuubie ot 0.

PaccMoTpum BHavasie ciyyait mosis F XapakTepUCTUKH, OTJIMYHON
or 2,3.

2. Jlerko Buzers, uto BMecte ¢ Toukoit P = P(z,y) € E cy-
wecrByer toyka —P = —P(z,—y) € E. llonaraem P + (—P) =
=(-P)+P=0.

3. I3BecTHO u JIETKO NpOBepsieTCs1, YTO JyIsi mapbl To4ek P(zy,y),
Q(z2,y2) ¢ pPa3nUYHBIMHM NEPBLIMM KOODAMHATAMM: T # T2 NpsIMast
l = I(P,Q), uepe3 Hux npoxoasuiasi, nepecekaer E ue 6osee, yeM B
tpex toukax. [Iycrts | nepeceuer E ewe B Touke R = R(Z3,y3). Bos-
MOXKEH, IpaBja, ciaydail Kacauus | kK E B Touke P, Torma mnosiaraercs
R = P, wnu kacauus B Touke @, torma R = Q. Cymma P + @ paBHa
1o onpejesieHuio Touke —R = —R(z3,y3), rae £3 = £3,Y3 = —Y3.

4. Ecniu Q = —P, T0 ecTh nepBble KOOPAUHATHI TO4eK (), P oqu-
HAKOBbBI, 3 BTOPbIE€ OTJIMYAIOTCS 3HAKOM, TO IO onpeaesienuio P+ Q =
=Q+P=0.

5. Hakonen, B ciayuyae paBeHcTBa To4ek P = () B kayectse | Ge-
perca KacatenbHas K E B Touke P, mercs Toyka R ee nepeceueHus
¢ E v nonaraerca 2P = P+ P = —R, rae, Kak 1 paHbliie, TOYKa — R
OTJIM4aeTC OT TOYKH R 3HakoM BTOpO#t KoopauHaThl. Ecim Bapyr
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0Ka3aJIoCh, 4To P — Touka ABOiHOro Kacauusi K F npsiMoii [, To mno-
naraerca R = P u jpanee, Kak onpezessijiock panpiie, 2P = —P, 10
ectb 3P = 0.

IIpumep 66. Paccmompum xpusyro E nad nosem Fs, 3adamnyro
ypasnenuem y> = 3 4+ 2z + 1. Jleexo nposepums, ymo nod(z3 + 2+
+1,32z2% 4 2) = 1, caedosameavro, kpusas E - srrunmuveckas.

Henocpencreennoe nepeuncienve gaer sce Touku E: 0, P(0,1),
_Pl(Oa 4)) P2(1’ 2)a _P2(1’ 3)1 P3(3’ 2)1 _P3(3a3)'

[Tonpobyem Berqucauth cymmy P; u (—P,). CrHauana 3anuuem
ypaBHenue npsiMoit | = P(P;, —P,), npoxoasiueil 4epe3 3TH TOYKH.
Obuiee ypaBHeHue npamoit y = ax + [ gaeT cucremy

1 =g,
3=a+8.

Orcroga nonyyaeM o = 2, 8 =1; 1 : y = 2x + 1. Pewmas cucremy

y =241,
y2 =23 +2z+1,

nonyuyaeM ypasHenue z° + z2 4 3z = 0, oTKyaa z; = 0, 4TO COOTBeET-
crByeT Touke Pj, o = 1, uro coorBercrByer Touke P, 3 = 3, 4To
coorBercTByeT TOukKe R = P3. Snayut, P, + P, = —P;.

Mb1 He MpUBOAMM BBLIBOJ, COOTBETCTBYIOIIMX (POPMYJI IJIsSl CJIOXKE-
HUSI TOYEK 3JUIMIITHYECKON KPUBOIA. 3alMIIEM TOJIBKO UX OKOHYATEb-
HbI BUJI.

Ecnu P(zy1,y1), Q(z2,y2) — Touku kpuBoit E, ornnunbie or 0 u
MMEIOLIHE PA3JIMYHble 1-ble KOODAMHATHI: T 7# T, TO KOOPJUHATHI X
cymmbl R(z3,y3) = P(z1,y1)+Q(z2, ¥2) Bouucasiorcs no popmynam:

2

T3 — I
Y2—"N
= = —_— - . 1.5
Y3 Y1+ (m2 _m1> (z1 — 23) (1.5)
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Koopauuathl Toukn R(z3,y3) = 2P (z1,91) BBIUMCIAIOTCS TIO

dopmynam:
322 + a)
= - 21: P}
T3 ( 2y1 1
— n (_?’_‘_”i_"i) (z1 — z3) (1.6)
Y3 =-—-un 2y1 ’ .

rae, koueuno, y; # 0. Ecu y; = 0, To 2P(z1,31) = 0 no ompe-
Aeneruio, PopMyJibl JUIst CI0XKeHHsT TOYEK C MPOTHBOMOJIOKHBIMU TI0
3HAKY NepBLIMH KOOpAMHATaMH OYEBHIHBI — CyMMa paBHa 0.

Cayuant nonss F = Fyr ocobbiit. Touka —P B HeM aJa TOYKH
P(z;,y1) umeer no onpegenenuto Koopauuarsl —P(zy, 2y + ;).

Eciu P+ Q = R # 0, To KoopAuHATH TOYKH R(z3,y3) onpexe-
JSIOTCS N0 KoopAuHaTaM Todek P(Z1,y1), Q(x2,y2) cornacho creny-
omum ¢opmyaam.

Ecau z; # z9, TO

y1+y2 2, Y1+ 92

+a+z) + 0,
T + T z1 + T2 L

v+ Y2 Y1T2 + Y271
= (L2 4 q)py 4 2220
Ys (a:1+z2 )23 T + X2

Ecnn z; = z9, T0 ectb P = Q, TO

x%+y1)2+$%+y1

Ia = +a,
3 ( T T
2
7+ Y1

Mbul He mpuBoauM 3aech HOPMYJIbI AJISL SJLTMITHYECKUX KPUBBIX
Haj nosieM F' xapakTepucTuku 3.

3ameuanue 67. Baocrno ommemumo, wmo 2pynna G = G(E) aa-

Aunmusecxoti Xpueoti nad awbum nosem F' abeaesa no onpedeaenuro.
Odnaxo, ecau F = Fy(q = p") - xonexunoe noae, ona ne obasana Goims
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yukauseckoli (6 omaunue om zpynnu Fj). Moocro doxasamo, «wmo
epynna G 6 3Mom cayuae Aubo YUKAUNECKAR, AUbO ABAAELTCA NPAMOL
cymmol ey yukauveckux zpynn. Ona 00Ho3HA“HO Npedcmagarem-
ca 8 gude npamoti cymmv. G = Zy, @ Zy,, 20e Zy, oboznanaem yux-
AUNECKYI0 2pYNNY nopadka n, no deaum n,, bosee mozo0, Ny OeAuUm

g-1.

Tenepp Mbl moroBopuM o nopsiake |G| 9Toi rpynmel, 04EBHAHO,
OTPAaHHYEHHOM CBEPXY YHCJIOM 2 + 1.

Ouenka |G| < 2g+1 caumkoM 3asbiena. Xopouee npubJinKeHue
JIaeT CIeAYIoas TeopeMa.

Teopema 68. (Teopema Xacce). ITyemov N = |G| - nopadox epynnoi
G = G(E), mozda

t=IN - (g+1)| <2/a (1.7)

Kpusasi E HasbiBaeTcs cynepcunzyaaprot, ecnu t2 = 0, g, 2, 3q
i 49. B npoTHBHOM cCllyyae OHA HA3BIBAETCS HE CYNEPCUHZYAAD-
noti. Ecom ¢ ects crenens 2 u E cynepcuHrysnsipasi, TO MopsiioK
rpynnel G = G(E) HeuereH, a eCiM He CYNEPCHUHIYIsSIPHAsi, TO 4€-
teH. CormacHo TeopeMe Barepxaysa [28] npu npoctom ¢ mis mo6oro
4uciaa t Takoro, yTo [t| < 2,/g, cymecTByeT no kpaiineit mepe OZ-
Ha 3/naunTHdeckast Kpusast E, onpenenennas Hag Fg, mma koropoi
N = |G(E)| = q+1—t. Eciu q aBnsieTca CTENEHbIO 2, TO AJisl JH0GOT0
HE4YeTHOro t Takoro, 4To |t| < 2\/6, CYLIECTBYET MO KpaitHeil Mepe OZ-
HA HE CYNEPCHHTYJISIDHAS 3JUIMNTHYECKasi KpuBasi E, onpenesneHHas
Hax Fy, nns koropoit N = |G(E)| =¢+1—t.

2. OuudpoBka 3JIMIITHYECKUX KPUBBIX

Kak rosopusioch B caMOM HavaJjie Kypca, obblyHasi paboTa HAeT C
onudpoBaHHBIMU TeKcTaMU. B nekiuu 8 66110 06bACHEHO, Kak -
PYIOTCH 3JIEMEHTBI KOHEYHOro mnojs. Ec/iM MBI XOTHM HCIOJIB30BaTh
JU1st IKPPOBAHUSA SJLTUIITHYECKHE KPUBbIe (60Jiee TOYHO — IpYIIbI 3JI-
JIMITHYECKUX KPHUBBIX), Mbl JOJI)KHbl YMETb OLX(POBLIBATL 3TH KPH-
Bole. K coxkasieHu1o, 10 CHX 1Op HEU3BECTEH XOPOLIHUii crocob 3To Je-
JnaTh onpenaeyieHHo. OQHAKO CyUIECTBYET BIIOJIHE IPUEMJIEMBIN METOX
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BEPOSITHOCTHOMI OLH(POBKHU, K U3JI0XKEHUIO KOTOPOrO MBI Ceifyac Npu-
CTYTIAEM.

Beposamnocmnndi memod oyudposru 3A4aunmuwecrot
Kxpusou

IIpennonoxkuMm, uro nobasi eJUHULA M TEKCTA OrPaHHYEHA HEpa-
sencTBamMu 0 < m < M. Bribepem none Fy, ana nopaaka koroporo
BBINIOJIHEHO HEPAaBEHCTBO q > Mk npu aocratodHo 6osbuioM ¢pukcu-
poBaHHOM 4ucJie k (Ha NpakTHKE OOBIYHO JOCTATOYHO 6paTh k Mex-
ay 20 u 50). Yucna or 1 g0 Mk 3anuceiBalorcs B Buge mk + j, rae
1 <€ j < k. YcraHaBiIMBaeTCs B3aMMHO OAHO3HAYHOE COOTBETCTBHE
Mexay Humu 1 Mk nepsbivu (o cranzaptHoit onudposke Fg) sie-
menramu nona Fg. Hanomuum, yro kaxnjoe umcio t or 1 go Mk
MO>KHO 3aIIMCaTh B P-MYHOM BbIPaXKeHHH t = (Qr_1, ... Q100)p, 32TEM
B3ATb MHOI'OYJIEH Qg+ Q1T+ . . .+ozr_1:vr‘1 € Zp[x], [peICTaBJISIOLIUNA
anemeHT noas Fg, u cuuTaTh ero cooTBETCTBYIOIUM YuCIy t.

Takum 06pa3oM At JAHHOLO M Mbl [OJYYUM K 3JIEMEHTOB IOJIs
F,, orBevatomux uucinam mk+1, mk+2,...,mk+k. Ilocnegosarens-
HO GepeM B KauecTBE I 3TH 3JIeMeHThI. J[JIs KaXKJ0ro U3 HUX IbITAeMCsI
Haiitu y € Fy u3 ypaBuenus (1.1)

v =f(z)=24+az+b

(310 mAs ciyvasi, ecnau p # 2,3, QIS MCKJIIOYMTENBHBIX CJIyYaeB UC-
nosib3yem apyrue ypasuenusi (1.2)—(1.4)). Ecnau Mbl HajineM y Takoe,
uro y? = f(x), Ml nonaraem P, = (z,y) — TOuKa, COOTBETCTBYIOIIAsA
m. Takum 06pa3oM Mbl CONOCTaBUM (MHBEKTUBHO) BCEM BO3MOXKHBIM
€IMHUI[AM TEKCTa TOYKH 3JLIUITUYCCKON KpuBoit F.

Jlerko Bugets, uto m = [z — 1)/k] (uenas gacts), 4TO NO3BOJISIET
no snementy nosnst Fy (Tounee, ero Homepy) oaHo3HA4HO u 3dek-
THUBHO BOCCTaHABJIMBATb M.

Bameuanue 69. Ilocxoavky f(z) Aeasemca noanvim Keadpamom
npumepho 6 50 % cayaes, 6pOAMHOCTIL HEYCTIETA 6 CONOCTABAECHUL
m mowxu P, ne npesocrodum 51,; H3zeecmmuo boaee mouroe ymeep-
orcdenue: f(x) asaremca xsadpamom ~ 8 N/2q cayvaaz.
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3agaun u ynpa>kHeHUs

3apnaya 19.1. Ilpoeeputs, 4To ypaBHeHHE

yv=x34+2r+1

33J]a€T IJUIMITUYECKYIO KpuByo F Haj noseMm Zg.

Haitti Bce anements! rpynnel G(E). IIpuBectu Tabmuuy ciioxe-
HUs 9TUX 3j1eMeHTOB. KakoBa anrebpaunyeckasi CTpyKrypa 3toft rpyn-
nei? Byner v oHa nukJn4eckoi?

3agaua 19.2. [Tocrpouts 3/MNTHYECKHE KPHBbIE HaJ MOJSMHA
F,4,F13,F52, npuBecTH TabJHULBI CIOKEHUSA MJIsT COOTBETCTBYIOLINX
rpynn. Kakosa ux anre6paudeckasi cTpyktypa?
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Jexuyus 20

Kpunrorpadus, ocHoBaHHas Ha 3JIJIUNTUYECKHNX
KPUBBIX

1. AHaJjior BO3BeZeHUs B CTEEHb

U3 nekuuu 9 u3BeCcTHO, KAK MOXXHO HCIOJIB30BATh MYJIbTHILIAKA-
TUBHYIO TPYNIy KOHewHoro noJs Fy (g = p") B KauecTBe MIaATGHOPMBI
JJIsl IOCTpOeHus: KpunrocucreMbl. Hanbosiee nonynsipHbIMHA SIBJISIFOT-
Cs1 CXEMBI, B OCHOBE KOTOPBIX JIEXKHUT CJIOXHOCTh pPa3pelieHus npobie-
MBI JUCKpeTHOro Jiorapudgma. Llejqbio HACTOALIEH JIeKUMH SIBJISETCH
NOCTPOEHHE KPUIITOCUCTEMbI, AHAJIOTUYHOM BbIlLIEYTOMSHYTO, HO OC-
HOBAHHOU HA CJIOXKHOCTH IOXO0XKel mpobJieMbl 1151 abesieBoil rpyIIIbl
G = G(E), cooTBeTCTBYIOIIEH JIMOTUIECKONR KpUBOi E Haj KOHEY-
HbIM mosieM F.

Urak, nycts E — sjnunruyeckas KpuBasi, onpeiesieHHas Haj, [10-
neMm F =F, (g=p"), G = G(E) - ee rpynna. B nauxom cnyqae G —
KOHeYHasi abesieBa rpyrnmna, KOTOPYIO Mbl 3alUCHIBAEM C aJAJAUTHBHOIMA
onepauueii. Takum 0O6pa3oM, BO3BEAEHHIO B CTENEHb k B rpymnie F:‘l
Tenepb COOTBETCTBYET BbIUMCJIEHHE 3jeMeHTa kP, rae P — TOYKa Ha
E.

3ameyanme 70. [Tycmv N = |E| - wucao movex na E. Tozda N -
maxoice nopadox zpynnve G: N = |G|. 3navum, NP = 0 dar amoboti
mouku P € E. Ilosmomy moorcho cuumamsv, ywmo 0 < k < N — 1.

U3 npeapiayueit JeKuuu U3BECTHO, KaK MOXHO 3 deKkTusHo co-
MOCTABJIATH €AWHULAM HCXOAHOTO TEKCTA TOYKH SJLIHNTUYECKON KPH-
Boit E. Bynem umers 3T0 B BHAY.
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2. JuckpeTHblii JJorapudm HaA JJIUNTHUYECKOM
KpHMBOM

Onpeaenenne 71. Fcau E - savunmuneckas xpusas wad nosem
F =Fy (g =p"), a B€ E - duxcuposannas mouxa xpueoti, mo
npobaemoti 6vivucAeHUR OUCKPEMHO20 A02apuPma omuocumeavhno B
na E na3vieaemca npobaema pewenus ypasrnenus euda tB = P dan
npouseoavnoti mowku P € E. Bydem nucamsv: x = logg P, zoma
maxoe 3navenue T dasice npu ozpanuvenuu 0 < r < N — 1 moorcem

0KaA3aMbBCA HEOOHOIHAYHBIM.

Koneuno, npu HeymayHoM Bblbope To4ku B 3Ta npobiema mMoxer
NOJIYYUTHCA OOBOJILHO npocToii. Hanpumep, 3To npoucxoaur, ecau B
Kak ssieMeHT rpymnel G = G(FE) nMeer Manblit nopsgok. Ecmu rpyn-
na G uMKJIMYecKas, TO B KadecTBe B jxeslaTeslbHO OpaTh ee Mopox-
marouuit asieMedT. Toraga nipu orpanudenuu 0 < x < N — 1 yucno
z = logg P onpexensiercst ogHO3Ha4YHO. B nporuBHOM cityuae (korga
G - npsimoe npou3sBeieHUe ABYX LUKJNYECKUX UM B He nopoxnaaer
rpynny G) norapudpm = = logg P MOXeT U HE CyL|eCTBOBATb.

TeM He MeHee, Moxoxe, YTO Npob6JieMa BBIYMCIIEHHUS] JUCKPETHO-
ro norapudMa A SJIUNTHYECKUX KPUBBIX B obiieM ciydae Gosiee
HENOJAT/IMBA, YEM COOTBETCTBYIOIIAs NpobJeMa AN MyJIbTUIIMKA-
THUBHBIX FPYII KOHeYHbIX moJieil. CuiibHasi TEXHHKA, pa3BUTas B TEO-
puH noJiell, B JaHHO CHTyallMH HermpuMeHuMa. Hanpumep, usBecTHb
3¢ deKTHBHBIE aIrOPUTMbI BBIYHCJIEHHS AUCKPETHBIX JOrapudmos B
rpynnax F3., eciu, KOHEYHO, T He CJMIIKOM BeJuKo. B To ke Bpe-
Ms1 Jaxke JJis moJieft For ¢ OTHOCUTENBHO HEOOJIBIIMMY 3HAYEHUAMH T
JUCKPETHBIA JiorapudM Ha SJUIMITUYECKHX KDHUBBIX, ONpEAEJeHHbIX
HAJ 3TUMM [OJIIMH, TPYJHO BbIYUCINM B obueM ciaydae. [Tona For
HauboJiee y06HB! /11 KOMIIBIOTEPOB, BOT MOYEeMY HIM(POBAHUE C UC-
I10JIb30BaHUEM 3JIMIITUYECKUX KPHUBBIX HAaJ HUMH CTOJIb IOMYJISPHO.

3ameuanue 72. [Jonzoe 8pems He CYWECTNB06AAO CYOIKCTOHEHUU-
AALHBLT GA20PUMMOE HATOHCOCHUA OUCKDEMHHT A02aPUPMOE HAO I~
AUNMUNECKUMY KPUEHMU, ECAU MOALKO Nopadox zpynnit G = G(E)
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deauaca nwa docmamoyuno boavwoe npocmoe wucao. Oonaxo 6 camom
xonuye XX 6. Menesec, Oxamomo u Bancmoyn (Menezes, Okamoto,
Vanstone) [24], ucnoav3ys cnapusanue Betias, yxa3aau esodwcenue
G 6 MYADMUNAUKAMUSHYIO 2DYNNY HEKOMOPO20 PACULUPEHUS TOAR
Fp 2 Fy (¢ =p"), 0aa xomopozo npobaema svnucaenus duckpemmo-
20 aozapupma 6 G ceodumca x anaso2uwhol npobaeme 6 F;k,. Oodna-
K0, N0 CYWLLCMEBY, EOUHCTNEEHHBMY IMMUNMUNECKUMY KPUBKMY, 04
KOMopur k MaA0, AGAAIOMCA MAK HA3VEAEMBE CYNEPCUHRYAADPHBIE
Kpusnie, cpedu KOmopur Haubosee u38ECHYBL KPUBHE 6UIa:

E :y* =23 + az,p = 1(mod4),
E:y? =13 +b,p = 1(mod3).

Bo/IbUINHCTBO 3JIIMIITUYECKUX KPHUBBIX CYIIEPCHHIYJISIPHOCTBIO HE
obJaZlaeT, AN HUX JaHHOE CBEeJEeHHEe 3aJ1a4YM He 00JIerdyaer.

3. Ananor anropurma Juddn — Xennimana reHepanum
KJII04ya

HonycruM, yto nBa KoppecrnoHgeHta A u B moroBapuBaloTCsi O
reHepaly CEeKPETHOrO KJI04Ya, KOTOPHIA 3aTeM MOXeT ObITh HCIOJIb-
30BaH AJis MHUEPPOBKY U AeIUPPOBKH B KJIACCHYECKOH KPHUIITOCHCTE-
Me MJIM JJIsT KaKuxX-HuOyap Apyrux ueneit. CHavasa OHM BbIOMpAIOT
OTKpHITEIM criocobom KoneuHoe nose Fg (¢ = p”). 3arem crposT cay-
JaiiHbIM 06pa3oM jutHnTHYecKyo Kpusywo E nan Fy. [lanee Bbibupa-
ercs ciydaitHast toyka C € E. Bee nepednciieHHble JaHHbIE OTKPBITHI.
Mo>KHO cyMTaTh, YTO OHH MEPEAAIOTCS [0 OTKpPhITON cetu. [Ipeamo-
Jlaraercsi, 4To nopsimok ssemenrta C rpymnsl G = G(FE) nocratoyno
6onbuoii. JIyist redepanyu KJiio4da A BHIOUpaAeT CEKpPETHOE HATYPaJib-
HOE 4YHUCJIO @, BhiducisieT ToukKy aC € E u nepeaaer ee KOOpAMHATHI
koppecnionaeHty B. Tot, B CBOI o4epenb, BLIOMPAET CEKPETHOE YHC-
70 b, Boiuncssier Touky bC € E u nepenaer (OTKPHITO) €e KOOPAHHA-
Thl KoppecnionjeHTy A. CekpeTHbiil KJII04, KOTOPBI OHH M€HEPUPYIOT
AJsa JanbHeiero ucnoJib3oBanusa, ectb abC = baC € E. On mno-
Jiy4aeTcsi yMHOKeHueM coobuienusi bC' Ha a KOppecrmoHOeHTOM A u
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ymHOXeHHeM coobienust aC' nHa b koppecnonzenTom B. BoamoxHo,
YTO KJIOYOM OyJeT ciiy»XuThb He mapa KoopauHaT Touku abC € E, a
ee nepBasi KOOPAMHATA MJIM KOMOHMHALMA KOODAMHAT, YTO, KOHEYHO,
YK€ He NMPUHIHUIHAJILHO.

Bo3MOoxxHBI nepexBaTUMK JOKEH BOCCTAHOBMTH a 1o aC uiau b
no bC. nst 3Toro eMy HEob6XOAMMO PEUIUTh MPO6JIEMy BbIYMCIECHUS
JAHMCKPETHOro jorapudma, uTo, KaK y»Ke 0TME4alloCh, ABJIAETCA TPY .-
HO 3ajadeit. B nanHOM ciiyyae MOXKHO MOBTOPHUTH y>Ke CKa3aHHOE
paHee 0 €1aboOCTAX aIrOPUTMA HU3-32 €r0 HeaBTOPU30BAHHOCTH.

4. Ananor nporokosa Maccu — Omypsl

[Iycts E - u3BecTHas 3/MIMNTHYECKAs KPUBAsi M3BECTHOTO MOPSI-
ka N Hax monem Fy (¢ = p”). Kaxaplit n3 MHOXECTBA KOPPECMIOHAEH-
TOB BHIOUpAET 4uciIo e takoe, uro Hoz(e, N) = 1, u Haxozut uucio d
Takoe, 4T0 ed = 1(modN).

HonycruMm, yTto koppecnongeHT A (YMCia KOTOPOro es, dq CO-
OTBETCTBEHHO) XOHYET MepecJiaTh KOppecloHAeHTy B (uucia KoTopo-
ro eg, dg COOTBETCTBEHHO) MOCJaHHE T, 3AKOAMPOBAHHOE TOYKOM
P = P, € E. [Ina sToro oH BHayajie BbIYUCJIsET M mepejaeT B
TOYKY €4 Fm, MoMy4aeT B OTBET BBIYUC/IEHHYIO TEM TOUKY €geqPm,
BBIYMCJISET U nepefaeT TO4Ky daepeqPm = epPp, 4To mossons-
€T KOPPECNOHJAeHTy B nosny4yuts P, (a 3HAYUT, 1 M) YMHOXEHUEM:
dpegP,, = P,,.

5. Ananor nporokosia duaps lamans

Hycrs E - snnuntuyeckas kpusas nagnosem Fy (g=p"),C € E
— ee duKcUpOBaHHAasA Touka. Kaxkaplii U3 [MOJbL30BaTeseil BbIOMpAET
CEKPETHOE YHMCJIO e i OTKPBITO nybsukyeT Touky eC. UTobbl nocnare
coobiienue m KoppecnonAeHty B (uucio KOToporo eg), KOppeCHoH-
nent A nocsuiaer emy napy touek (kC, P, +k(epC)) xpusott E. Ins
Npo4TeHUsl coobwennst B ymuoxaer kC Ha ep ¥ BBIYUTAET PE3yJlb-
TaT u3 P, 4+ k(egC) (cuumaer macky). B utore on nonyuaer Py (T0
ecTb coobmenne m). Bo Bcex BblumcieHuaAx k — ciaydaiiHOe 4HMCIIO,
HCIO/Ib3yeMOe OJUH pa3.
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3agaun U ynpa>kHeHus

3anaua 20.1. IIpuBectu npumeps! nporokosoB Juddu — Xenn-
MaHa 1 Maccu — OMypbl I/ 3JUIMOTHYECKMX KPUBBIX HAJ MOJAMHUU
Fs5,F13,Fou.

3apgaya 20.2. [Iycts E - snuntuyeckas KpuBasi Hag noseM Fog,
3ananHasa ypaBHenueM y2 +y = 3. [TokasaTe, uTo A1 Mo60it TOUKM
P € E umeer Mecto paBeHcTBO 3P = 0. 9T0 03HayaeT, 4TO rpymmna
G(F) umeer nepuon 3.

Ckosbko Touek conepxut rpynna G(E)? Kakosa ee anrebpanye-
CKas cTpykTypa?
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Jexuyua 21

Aunrebpandyeckoe mudpoBaHnue

1. OCHOBHbBIE TOHATHUHA

CpaBHHUTEILHO HEIABHO, JIET 7—8 Ha3aJ, MOsSIBUJIOCh HOBOE HAIlpaB-
JIeHle B KpUNTOrpad Uy, OTVIMYUTENILHOR 0CODEHHOCTHI0 KOTOPOTrO SIB-
JISIETCs1 UCIOJIb30BaHNe B KadecTBe MJIATHOPM GECKOHEUHBIX HEKOM-
MyTaTUBHBIX rpynn. Eme He okoH4yaTenbHO 0¢OpMHIOCH CaMO Ha-
OpaB/ieHHe U HE YCTOSJIOCh ero Ha3BaHue. JacTo HCHOJL3YIOT TEp-
MUH «KpunTorpadwus, 6as3upymoumasics Ha rpynnax» («group based
cryptography»). fI npegnounTaro NpuMeHsITb TEPMHUH «airebpaunye-
cKasi Kpunrorpacusi», nosarasi, YT0 B CKOPOM BPEMEHH K pYyIIaM
B KauecTBe IUIaTGOpM m0baBsATCS Apyrue airedpanyecKue CHCTEMBI.
OcHOBBI 3TOr0 HanpaBJIeHUsI U3JI0XKEHbl B MOHOrpadun A. MsicHuKO-
Ba, B. lInuabpaitna u A. Ywakosa [26).

HoBoe HanpaBneHue OTKPHIBAET HOBbIE BO3MOXKHOCTH U CTABUT HO-
Bble 3aJ1a4H.

Ouensp BaxkeH BhIOOp KJ1acca abCTPAKTHBIX CPYIII, UCHOJIL3YEMBIX
B KayecTBe m1aTdopMbl. IHTYUTHBHO SICHO, YTO STH IPYIIBI JOJIXK-
Hbl ObITH HAJEEHbl KAHOHHYECKUMH (HOPMAMH 3AIKMCH UX JIEMEHTOB.
Ilo-BuaMMOMY, MpoLECC MEPENUCKH MPOU3BOJILHOIO 3JIEMEHTA, 3alld-
CAHHOI'O B BHJE TPYINIOBOIO CJIOBa OT MOPOXKJAIOLIUX 3JIEMEHTOB, B
KaHOHUYECKYI ¢opMy JoJykeH ObiTh 3¢pdekTuBHbIM. Kpunrocroii-
KOCTb JOJI’)KHA OCHOBBIBAaTbCS Ha KAaKHX-TO TPYAHOPAa3pEIIMMBIX 3a-
[la4aX B 3TUX CPYINIaXx.

Hacrosiiuast nekiusi TOJIBKO cJierka 3aTpardBaeT 0603HaYEeHHOE Ha-
npasJjienue B kpunrorpaduu. Ilo cytu mena, Mbl mpHBOJMM OZHY CXe-
My, MCIOJIb3YIOUIYI0 B KayecTBe mjarTdgopm rpynnsl koc Apruxa. B
HACTOsILIEE BPEMsI 3TO BECbMa MHOMyJspHas Tema. 'pynmbl Koc Ap-
THHA JJOCTATOYHO XOPOIIO M3YYEHbI, B HUX MOXKHO 3(p(HEKTUBHO BhI-
NOJIHAITH BBIYMCJEHUSI PA3HOrO TOJIKA. B TO ke BpeMsl CyLIECTBYIOT
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TPyAHOpa3pelnuMble npobJieMbl, Jallue BO3MOXKHOCTb NOCTPOEHUS
CTOMKHUX KPHUIITOCHUCTEM.

JlaHHas JIEKIMs [IpEeArosaraeT JOBOJILHO CYLIECTBEHHOE 3HAKOM-
CTBO C aOCTPaKTHBIMH IDYyIIIaMH.

2. I'pynnbl koc ApTuHa

I'pynmsl, 0 KOTOPBIX HAET PEYb, ONPEAESIOTCS CBOUMH KOHEY-
HbIMH [IPEJICTABJICHUSIMU BHAA

B, =< O1y+.-,0pn—1:0;0; = 0i{0j 1149270 |1,—]| > 2,

0i0j0; = 0j0i0; npu i —jl=1>, n> 2. (2.1)

OueBnaHO, YTO eCTECTBEHHOE 0TObparkeHue rpynmnsl B, B rpynny
B, 1, conocTaBnsoee NOPOXKAAOUNUM 3JIEMEHTAM 0], . . . Op—] TOY-
HO TakK € 0D03HAYEHHBIE MOPOXKAAIIIHUE 3JEMEHTH rpynnsl By,
ABJIseTcss BJoXeHueM. TakuM obpasom, rpynnsl Bo,Bs,...,B,,...
06pa3yoT MHAYKTUBHYIO BO3pacTawulyo cucteMy rpynm. I'pynmna Bo
— DeckOHe4Hasi LUUKJIMYeCKasi rpynna, rpynnsl B, npu n > 3 yxe
HEKOMMYTaTHUBHBI.

CylecTBYIOT Tak»Ke reOMETPHYECKUE OMNpeesIeHHsl Py KOoc, O
KOTOPBIX MbI 31eCh NOAPOOHO He roBopuM. /I3 siurepaTypsl 0 rpynnax
KOC yrnomsineM MoHorpadmuu [8; 18].

B rpynmax Koc MOXXHO yKa3aTb OJHO3HAa4YHblE (POPMBI 3AMUCH HMX
anemenToB. J[J1s1 3TOr0 BHAYase HHAYKTUBHO ONPEAEJIUM 3JIEMEHTHI:

Ay =1,Am41 = DpomOm—1---01.

HazoBeM kocy (TO €CTb 3JIEMEHT TpymNIbl KOC) MOJIOXKHUTEIbHON, eC/u
€e MOX>KHO 3alHCaTh B KAYeCTBE MOJIyTPYIIIOBOrO CJIOBA OT IMOPOXKIa-
IOLIMX 3JIEMEHTOB (HE BKJIIOYAIOUIEro B 3aMMChb OOPATHBIX K IMOPOXK-
paownm). IIycts B o3Hauaer moJsiyrpynimy MOIOXHUTEIBHBIX KOC.
OkaspiBaercsi, 4ro Jioby Kocy b € B, M0XHO OJHO3Ha4HO 3amu-
caTh B Buge b = AKX . ¢, rme k € Z - MaKcUMaLHO BO3MOXKHBIN TMO-
KasaTesb, a 31eMeHT ¢ npuHaanexut BY. Cyuwectsyer oueBuzmHbiit
romomopduam rpynmnsl B, B rpynny moacranoBok S,. Oka3biBaercs,
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YTO MOXKHO BbIGPATHL TaKMe 3JeMeHThI by, ... ,b € B, | = n!, o6pa3sl
KOTOPBIX B3aUMHOOIHO3HAYHO COOTBETCTBYIOT 3JIEMEHTAM CPYyIIbl Sy,.
Takue Kochl Ha3bIBAIOTCS NpocThiMU. Kaxkaasa koca b € B, aonyckaer
eIMHCTBEHHOE pa3JioKeHue Buaa b = Aﬁb,—1 ... by, roe k € Z makcu-
MaJIBHO, b;,, ..., b;, — npocTble Kocbl. 3HAUUT, KAHOHU4YECKON dopmot
asemenTa b MoxxHO cuntath Habop (k,b;,...b;,). Baxno ormeTuTs,
4YTO rEOMETPHYECKAs] CTPYKTYpa, CBSI3aHHASI C KAHOHHYECKUMH ¢op-
MaMHu, SIBJISETCA aBTOMATHOH. JTO, B YaCTHOCTH, 03HAYAELT, YTO MpPO-
IIECC TIEPENUCKH B KAHOHMYECKYIO (phopMy He 6osiee, yeM KBaJpaTH4EH.

3. Cxema AHuesns — Anwens — Fonadnnga (L. Anshel,
M. Anshel, G. Goldfeld)

B pa6ore [17] npeasoxena ciaeayrouas cxeMa reHepaliuy KJo4Ya.

Yemanosxa

Koppecnonaents A u C Boibupator (oTkpeiTo) rpynny B,. Kpome
9TOr0 OHM BBIOMPAIOT (TaKXKe OTKPHITO) ABa HAbOpa 3JIEMEHTOB:
aiy,...,ar € By, c1,...,¢ € By,.

Aanzopumm

Koppecrnonaear A BoiGupaer ceKpeTHbt 3jiemeHT u = u(ay,.. .,
ax) ¥ BbluucasieT Habop snementos ¢ = uTlqu,..., ¢ = u"tqu.
[Ipu stom A ny6ukyer (OTKpHITO nockL1aeT Koppecnonaenty C') Hop-
MaJIbHble (POPMBI 3JIEMEHTOB CY, . . - , C].

Koppecnongenr C aHanoruyHsiM 06pa3oM BhIOMPAET CEKPETHLIN
aJieMeHT v = v(cCy, ..., C), BHIYUCIISET HOPMAJIbHbE (POPMBI 3JIeMEH-
T0B @} = v layv,..., aj, = v~lagv u nochTAET MX B OTKPLITOM BHJE
KOppecnoHaeHTy A.

Hanee A BblUMCASIET HOpPMaJbHYI GOpMYy 3JIeMEHTa wq4 =
-1 1,-1

=u"lu(al,...,a;) = v v luw = [u,v].
B cBoto ouepenn, C BulyHC/IsieT HOPMATLHYIO (hopMy 3JieMeHTa
we = v~ (b, .. ., b)) = v luTlvu = [v,u] = [u,v]7 L.

CekpeTHbIft KJII04, U3BECTHLIA Tenepb 0GOMM KOPPECTOHJEHTaM,
€CTb JIEMEHT [u, V).
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KpunTocToiKocTb CHCTEMBI OCHOBaHA HA TPYAHOPAa3PEIMMON 3a-
Jaye HAXOX/JEHUs 10 HOPMaJbHON ¢opMe 3/MeMeHTa BUAA T ldxr u
3neMeHTy d compsiratoumiero ssementa r. VHoraa Takymo npobaemy
Ha3bIBAIOT «IpobyieMoii conpsixxeHHocTu». Ho 3TO He coBceM ToOYHO.
Knaccuueckast npobsiema conpsikeHHOCTH Aast rpynnbl G ecTb mo-
MCK OTBETa HAa BOIPOC: CONPSKEHbI JIM JABa IPOU3BOJILHBIX 3JIEMEHTA,
g, f € G? B nannHoM ciyyae Mbl 3apaHee 3HA€M, YTO 3JIEMEHTHI a) U a;
(¢j u cj) compsxkenst (i =1,...,k j=1,...,1). Heobxoanmo Haitu
COMPATAIOUIUI 3JIEeMEHT.

O TpyaHocTH JaHHOM MPOBJIEMBbl MOUCKA COINPSKEHHOrO 3JIeMEH-
Ta MOX>XHO TOBOPUTDH TOJILKO MPH MPABUJILHOM BBIOODE KaK 3J1eMEHTOB
aj,...ag, by,..., b, Tak U anemeHTOB u, v. Pax MaremaTuKOB BepaT,
9TO 3Ta NpobJjieMa BBIYHUCIMTENLHO TPYAHA B obuieM ciydae. ABTOp
CKOpee NMPUAEPKHUBAETCH CKENTHYECKOr0 B3IJIsLAa HA BO3MOXKHOCTb UC-
0JIb30BaHUS I'PYIII KOC B KayecTse miaTdopM anas mugposanus. Bo
BCSIKOM CJy4ae, B NpeAJIOKEHHbIX paHee BapuaHTax. BoJiee momxo-
ASIIMMU JJIs1 39TON LEIH OH CYMTAET OECKOHEYHbIE HUJILIIOTEHTHBIE U
pa3peluuMble TPYNNbl ¢ XOPOIIMMH KaHOHHYECKUMH (opMaMu 3e-
MEHTOB (HamnpuMep, cBOOOAHBIE HUJILIIOTEHTHBIE U CBODOAHBIE pa3pe-
LIMMBI€ TPYIIBI JOCTATOYHO BBICOKHX CTElEHEi).

K coxaslenuio, paMKH npejiaraeMoro Kypca rno3BOJISIIOT TOJBKO
00603HAYUTh JAHHOE HAIIPABJIEHHUE.

CyuwecTByOT U Jpyrue BO3MOXXKHOCTH Pa3BUTHSI KPUNTOrpadu,
B TOM 4MCJie CBSI3aHHbIE C pa3BuTHeM u3MKH (KBaHTOBOE MG POBa-
nue). Kakue u3 Hux Oyayr peasn3oBanbl, TOKaXXeT BpeMsi. ABTOD ke
3aKaHYMBAET ITOT KypC JIEKUHMl, CONPOBOXKAsl €r0 YeThIPbMsI [IPUJIO-
JKEHHSIMU U CIIMCKOM JIUTEPATYPHI.

191



3aza4yu U ynpa>kHeHus

3apgaya 21.1. [IpuBecTy KOHKPETHBIM NPUMED pa3feeHust KJIo-
ya B cxeMe AHmenm — Axwmens — lonadunga.

3azaya 21.2. O6bICHATD, I0YEMY HCIIOJIL30BAHHE BMECTO IPYII-
nel Koc B, cBoboaHoit rpynnbl F, B cucreMe AHmens — AHiens —
lonadunga He obnagaer MOCTATOYHON KPHUITOCTORKOCTHIO.
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IIpunoocenue 1

Crangapr mmudpposanus DES

1. Actopusa co3maHus

B konue 60-x rr. XX cronerus ¢pupma IBM ununuuposana Hayd-
HO-KCCJIEIOBATEILCKUIA TPOEKT B 06J1ACTH KOMIILIOTEPHOM KPUIITOrpa-
¢duu. Opaum u3 ymuaepos B mpoekte crasn Xoper Qeiicrens (Horst
Feistel), 10 3Toro mpMHMMaBIIMiIl y4YacTHe BO MHOTHMX NPHKJIAJHBIX
NpOeKTaX, B YaCTHOCTH, B pa3paborke g BBC CIIIA cucremsi
«cBoii-uykoit». Ilog ero pykoBomcTBOM OblL1 pa3paboTaH NPHHIHUI
¢ poBaHUs, Ha3BaHHbIA ero umeneMm. B 1971 r. 6b11 co3man anro-
purm wndposanus LUCIFER, npogaunsbiit 6anky Jlnoitaa B Jlonmoune
[JIsl IPUMEHEHHs B cucTeMe 0bopoTa HamuyHbIX AeHer. [[udp ucmosn-
30Bas1 128-6uTHbIil KJIO4, nepepabaTbiBalomuii 64-6uTHbIe OJOKH HC-
XOIHOro TeKCTa B 64-6uTHbIe 6JI0KM MIHPPOBAHHOIO TEKCTA.

B nmanbHeimeM rpynma pa3paboOTYHKOB MOJ PYKOBOACTBOM YOJI-
repa Taumana (Walter Tuchman) u Kapaa Meitepa (Carl Meyer) yco-
sepuedcrBoBajyia LUCIFER. Ilostomy, koraa B 1973 r. Hanmonasib-
Hoe Gropo crangapros CIIIA (rorza NBS, nozauee — NIST) o6bsiBHiIo
KOHKYPC Ha CO3JaHue 0oOLEerocyJapCTBEHHOrO CTaHgapra udgpoBa-
Hud, komnauusi IBM cMmora npeacraBuTh Ha HEro BapHaHT, pa3pabo-
taHHbIit TauMaHoMm u MeitepoM. B pesysibTaTe oH cTan nmobeauresnem,
B 1977 r. 611 yTBEp>XKAEH B Ka4eCTBE rOCyJapCTBEHHOIO CTaHAAPTA
wudposanusa DES (Data Encryption Standard).

[Mosienenue DES - cobbiTie 3HayuTenbHON BaxkHocTH. Kpome To-
ro, YTO 3TO ObUI NMEPBBIl TAKOW CTAHAAPT, [OJYYUBIIHN BCKOPE CaMoe
IIMPOKOE PACIPOCTPAHEHUE B MHUPE, 3TO OblJI MEPBBI IPOAYKT TaKoO-
ro poja, OMHUCaHME KOTOPOro CTAJI0 JOCTYIHO IIMPOKOM ayJUTOPHUH.
Cropse! otHocutensHO DES He yTux/M J0 cux mop, Kak HEeT U [OJIHOM
SICHOCTH B MICTODHH €ro nosiBjienus. Jleyso B ToM, 4To npH pa3paboTke
[IPOEKTA €ro HCIOJIHUTENU obparwiuck B HanuonanbHoe cekpeTHoe

193



aredcTBo (NSA) - opranmsauuio ropa3zo 6oJiee MOIIHYIO, YeM BCEM
u3sectubole [IPY u ®BP Bmecre B3siThle. JJosiroe BpeMsi BILIOTH 0
1990-x rr. oma OTpHIIAJIa CaMO CBOe CyllecTBOBaHUe. JKcrnepThl NSA
BHECJIM PsiJ U3MEHEHUH B IPOEKT, [VIABHOE U3 KOTOPbIX — 3aMeHa, 128-
6uTHOro kJroya Ha 56-6uTHbIN. KpoMe 3Toro, oHu BHECJIH HEKOTODHIE
U3MEHEHHUs] B AP0 AJTOPUTMA — TaK Ha3biBaeMble S-rTabsuipl. Psg
He3aBMCUMbIX Kpunrorpadgos o6BuHsau NSA B TOM, 4TO TaKHUM 0Opa-
30M OHH HAIIIN TAXHYIO BO3MOXHOCTD et posku DES 6e3 snanus
KJo4a. JIo cux mop 3To 06BUHEHHE HE CHATO, HE MOATBEPXKIEHO U He
OINPOBEPTrHYTO.

[Tybnukauus anropurma DES crana becnpeneaeHTHbIM COObITH-
eM B ucTopuHu Kpunrorpacdpuu. Hukoraa paHee npoaykT, 0400peHHbIN
NSA, He nybaukoBasicss B OTKPBITON nedatd. BoaMoxxHO, 4TO 3TO 6bI-
JIO CJIeJCTBMEM HEJONOHMMAaHHUsl cO CTOpOoHbl NSA, cuuTaBuIei, YTO
KaK ¥ paHblile, Bce Oy/IeT PEATM30BAHO «B XKEJIE3e», TO CTh alllapaT-
HOo. B manbHeitmem NSA npusnaso nosisyienne DES, a Tounee Bbixox
U3-110J KOHTPOJIsA, KAK OJHY M3 CaMbIX DOJIBIINX CBOMX OLIHOOK.

Kak 651 To Hu 6b110, DES BbIIeNn B MUD, KaK AKUHH U3 OYThlJI-
KM, U ObICTPO cTas nonyisipHbiM. 3a 30 JieT CBOEro CyuiecTBOBaHHs
IrOPUTM HUYEM cebsi He CKOMIIPOMETHPOBAJI. H6-OMTHBIN K04 ObLI
cnabbim ¢ camoro Havasa. IIpu 3ToM OH OBLT HACHMJIBLHO HaBsI3aH pa3-
paboruynkam. COBpeMeHHbIE MMapalJIeIbHbIe BIYUCAEHHUS HA MOUIHBIX
npoueccopax caenanu DES ys3BuMbIM TosIbKO 1Mo 3Toi npuunne. Ha
[IpaKTHKEe B OCHOBHOM HcnoJib3yercs TpoitHoit DES, peus 0 koTopom
nonger masee.

2. Onucanuue DES

Anropurm mudpoBanus O/J04YHBINA, OH nepepabarbiBaer 64-6uT-
Hble OJIOKH UCXOAHOr0 TeKcTa B 64-6uTHbIE 6J10KK 1M POBAHHOIO TEK-
cra. Oba TekcTa 3amuchiBalOTCs B buHapHoM asndasute. B mporecce
¢ poOBaHUSA UCIOAL3YETCs 334aBa€MbIil ¢ camoro Hauyauta 64-6uTHbBIN
kaou K. Ha camom gene 8 6ur kmouya K He OKa3blBAlOT HHUKAKO-
ro BO3AEACTBHUSI HA Npoluecc MHUGPOBAHUS, OHM CYUTAIOTCS pa3je/iu-
TeJbHBIMU (3TO OUTHI ¢ HOMepamu, KpaTHbimu 8 8, 16, 24, ..., 64).
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[To cywecrBy, ucnosb3dyercss ToJbko 56 6ut kiaoya K. B mpoiecce
mudporanus 3azeficTBoBaHbl: S-Tabnuupl, paciuupenue E, nepecra-
HoBKa P, HadanbHas nepecranoBka IP. U3 kmioya K renepupyercst
16 paynaoBbix Kiouelt K1, Ko, ..., K6, kaxapit o 48 6ut. [Iponecc
mu¢poBaHus BKIO4YaeT 16 payHI0B, HCHOIL3YIOUIUX [T0CIEI0BATE b
HO KJIIOYH Kl, Kz, e ,K16.

3. 'enepauusi payHOOBBIX KJioueik

Buavasne onpeaenum uucaa v; (1 = 1,...,16), nonaras v; = 1 qia
1=1,2,9,16 u v; = 2 B OCTAJILHBIX CJIyYasIX.

Hanee 6epem 64-6uTHbIN ucxonublii Kimod K = kyks ... kgq v npu-
MeHsieM K HeMy nepecTaHoBky PC1:

( 57 49 41 33 25 17 9
1 58 50 42 34 26 18
10 2 59 51 43 35 27
19 11 3 60 52 44 36
63 55 47 39 31 23 15
7T 62 54 46 38 30 22
14 6 61 53 45 37 29

\ 21 13 5 28 20 12 4

Brixogom 6yger 56-6uTHas nOCJIe10BATEIBHOCTD
K' = ksrkag ... koky . .. kaakss||keskss - - - k12ks,

IO BUAY KOTOPOI MOXIIO JOraJaThCsl, KaK AEACTBYET MEPECTAHOBKA
PC1. Ee M0XHO Ha3BaTh «ME€PECTAHOBKA C yObIBAHHEM», MOCKOJIBKY
outnl kg, kig,-..,kes C HOMEPDAMH, KPATHLIMHU 8, UCYE3AIOT, a OCTAJIb-
Hble OUTHI MEHSIIOT MOPSAJOK cyieqoBaHusl. Mcue3HyBIune GUTHI yKe He
MOSIBAATCS, 3HAYUT, OT HUX HUYEr0 HE 3aBUCHT.

Jlnsi npou3BOJIbHOM MOCJEN0BATEIBHOCTH CHMBOJIOB abc...zyz
onpeJesM LHUKJIH4eCKNe CIBUCH:

abc...zyz — 1 =bc...yza,
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abc...zyz «— 2 =c...yzab.

HOna i = 1,2,...,16 seiunucisem payHgoBeie kawouun K; = C;D;,
rae C; — 24-6utHasa neBasi, D; — 24-6uTHas npaBas MOJIOBUHA KJIIO4Ya
K;. lns 3Toro BHavase BHIMUCJIMM 3aroToBku Kiouelrt K! = CiD},
i=0,1,...,16, B koropeix C;, D} Takxe 0603HAYAIOT JIEBYIO ¥ PABYIO
(28-6uTHDBIE) MOJOBUHBI COOTBETCTBEHHO.

Monaraem K} = K' = C{Dg u nanee: C] = C;_; < v;, D} =
= D!_, < v;, u nakonen: K; = C;D; = PC2(C},D}),i = 1,...,16,
rae PC2 - nepecTaHOBKa CO CXKATHEM:

( 14 17 11 24 1 5
3 28 15 6 21 10
23 19 12 4 26 8

30 40 51 45 33 48
4 49 39 56 34 53 J
K 46 42 50 36 29 32

HUrak, mMbl mostyynu 16 paynzmosbix 48-6utHbix Kimova K, Ko, ...
.., Kig-
)

4. Aaroput™m mm@ppoBaHun

Besod: 64-6utHbIll 610K ucxogHoro Tekcra M = my, ..., Me4.

1-% wae. HavaavHas nepecmanosxa ucrodnozo mexcma
IP(ml,...,m64) = L()Ro,
rae Lg = msg...mg, Rg = ms;...m7 — IeBast ¥ npasas MMOJIOBUHbI

NOJIYYMBIIEACA MMOCJIEA0BATEILBHOCTH COOTBETCTBEHHO, I P — HadaJb-
Hasl IePECTAHOBKA.

196



( 58
60
62
64
57
59

&

50
52
54
56
49
51
53
55

42
44
46
48
41
43
45
47

34
36
38
40
33
35
37
39

26
28
30
32
25
27
29
31

18
20
22
24
17
19
21
23

10
12
14
16
9
11
13
15

—

N Ut W - 00O B N

N—

2-1 waz (16 payndos). Ocroenwve npeobpazosanus

Hauunaem ¢ LoRp. JonycTuM, 4TO y»>Ke MOCTPOEHa IOCJIE0Ba-
tenbHOoCTb LoRy, ..., Li—1 R;_1, roe, Kak o6blyHo, L;_ — neBas, a R;_;
- MpaBasi IOJIOBMHbBI 3JIEMEHTA MOCJIEI0BATEbHOCTH.

Janee nosib3yeMcsi CJIEAYOLIUM TIPABHJIOM:

L; =R;_,

R'i = Li-l 85 f(Ri—l)Ki)s

rae @ — onepalus NOGUTHOro CJIOXKeHUst mod2,

f(Ri-1, K;) = P(S(E(R;-1) ® K;))-

Jns Boruucnenns f(R;—;, K;) BHaYase npuMeHsIeTCsl IEPECTAHOB-
Ka ¢ pacumpeHuem E:

(

\

32
4
8
12
16

20

24
28

1
5
9
13
17
21
25
29

2
6
10
14
18
22
26
30

3
7
11
15
19
23
27
31
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13
17
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Ha Brixoge nosiyyaeMm 48-6MTHYIO MOC/IEI0BATENBHOCTE, KOTOPYIO
CKJIaZIbIBAaE€M ornepalueil mobUTHOro CJIOXKEHHUsI @ C payHIOBBIM KJIIO-
yom Kj.

Pesynprar - 48-GurHas mociemoOBATENBHOCTh —pa3buBaeTcs
Ha BoceMb 6-OuTHbIX Os0KOB B1B;...Bg. Ilo kaxmomy 6J0Ky
B; = b1bab3bsbsbg onpenensiem asa yucna: v = 2b; + bg u ¢ = 8bo+
+4b3 + 2bg + bs, nexamue B npegenax: 0 < r < 3, 0 < ¢ < 15. IMona-
raem: 7 — HOMep CTPOKH B Tabsuue S; (cooTBeTcTByMOWel 60Ky B,
i=1,2,...8), c-HoMep croabua B S;. Ha nepeceyenuu aTux CTpoKu u
cronbua crout yucsio 0 < g < 15, KOTOPOE MBI 3ANUCHIBAEM B 2-UYHOMN
cucreMe Kak q = (g4q3q2q1)2 = 8qaq + 493 + 2q2 + q;. [Tonyuaem 6ok
Qi = q49392q1. PesynbraToM S-npeobpa3oBaHus M0C/IeA0BATENLHOCTH
6;10k0B B) B3 ... Bg 6yzer nocneaoBaTelbHOCTh 6710k0B Q1Q2 . .. Qs,
umMmerowas 32 oura.

Tabnuua S uMeer BUA:

Si:

© @ @ @ @ 6 @© (@
4 13 1 2 15 11 8
8) (9) (10) (11) (12) (13) (14) (15)
3 10 6 12 5 9 0 7
0 @) 2 @ @ ©G (© (@
0 15 7 4 14 2 13 1
(8) (9) (10) (11) (12) (13) (14) (15)
10 6 12 11 9 5 3 8
© @ @ @ @ G @’ @O’
4 1 14 8 13 6 2 11
(8) (9) (10) (11) (12) (13) (14) (15)
(2 15 12 9 7 3 10 5 0
© 1) (2 @ @ 6 6 (O
@ 15 12 8 2 4 9 1 7
(8) (9) (10) (11) (12) (13) (14) (15)
@3 5 11 3 14 10 0 6 13
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Sy

S3:

(3)

(11)
3
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(4)

(12)
11



Sy :

Sy :

~~ o~~~
S 00 00 N O
—  ~  ~

14
(8)

(0)

(8)
15
(0)
11

(8)

(3)
3

(11)

(3)
5
(11)
12
(3)
0
(11)
14

(3)

- (11)

9
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(4)
0
(12)
11
(4)
6
(12)
1
(4)
12
(12)
5

(12)
10

(5)
6
(13)
12
(5)
15
(13)
10
(5)
11
(13)

(6)
9
(14)
4
(6)

(14)
14
(6)

(7)
10
(15)
15
(7)



Se :

S7:

(11)
15
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(12)
14

3
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© @© @ G @ 6 © @
© 13 2 8 4 6 15 11 1
(8) (9) (10) (11) (12) (13) (14) (15)
© 10 9 3 14 5 0 12 7
0 (1) (2 3 @4 6 6 (0
1) 1 15 13 8 10 3 7 4
8) (9) (10) (11) (12) (13) (14) (15)
M 12 5 6 1 0 14 9 2
0 (1 2 G @ 6 6 @O
2 7 1 4 1 9 12 14 2
(8) (9) (10) (11) (12) (13) (14) (15)
2) 0 6 10 13 15 3 5 8
© 1 2 @6 @ ©G © (@
@ 2 1 14 7 4 10 8 13
(8) (9 (10) (11) (12) (13) (14) (15)
@3 15 12 9 0 3 5 6 11

Ocraercsi NPUMEHUTH [IEPECTAHOBKY P:

(16 7 20 21\
29 12 28 17
1 15 23 26
5 18 31 10
2 8 24 14
32 27 3 9
19 13 30 6
\22 11 4 25

Urak, nocne cnoxenust L;_; & f(R;—1, K;) Mbl ompeienuM obe
nojoBunbl L; R;.
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3-uti wae. 3amena wacmet

IMonyuennyio Ha 16 payuae nocnenoBarenbHocTh LigRig MeHsieM
Ha R16L16.

4-vti wae. Obpamuas nepecmanosxa

ITonaraem
C = (IP)"}(RisLis),

YTO CCTL N pPOBKa ucxomuoro biaoka M.

4. JemmndpoBaHue

[Ipouecc aemn¢ppoBaHUs MOJHOCTHIO COBIAJAET C MPOLIECCOM
1 POBAHHUSA, TOJBKO [IPH 3TOM PAYHI0BHIE KJYH HMCIOJbL3YIOTCA B
obpatHoM mopsiake: Kig, ..., K1. 3aMeTUM, 4TO 3TO Te caMbleé PayHJI0-
BbIE€ KJIIOYH, KOTOPbI€ IPUMEHSIUCH [pHU IHGPPOBAHUH.

Urak, BHavasie HEOOXOJUMO MPUMEHUTH HAYAJIBLHYIO MOJCTaHOBKY
IP:

IP(C) = IP(IP"(Ri6L16)) = RisLae-

Jlasiee Mbl IEPEBOAMM NpaByIO MoJI0BUHY (B AaHHOM ciaydae Lig) Ha-
neso, nonyuyaa Lijg = Rp5 (kak 6bu10 B npouecce wugpoBaHus).
Jna BbIYMCJAEHHs OPaBOM MOJIOBMHBI Mbl HCHOJb3yeM ¢OpMYJly
R16® f(L16, K16), TO ecTb nobasisiem onepauueil @ K JIEBOH N1070BAHE
Ry 3navenne f(Lig, K16) = P(S(E(L1s) @ Ki6)) = P(S(E(Ri15)®
®Ki6)) = Rie ® L15. [locnensee paBeHCTBO criefyeT U3 paBEHCTBA

Rig = L15 ® P(S(E(R15) ® Ki6))

npocThIM cJiokenueM omnepauueit @ ¢ Lis. Ho Torma npaBast yactb
MOJIy4YEeHHOM MOCJIEA0BATEIbHOCTH OKa3bIBAETCsA PaBHOMN

Ri6 @ (R16 ® L15) = L1s,
a caMa MoCJIeJOBATEIbHOCTL HPHOOPETaeT BUA

Rys5Lys.
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Wrak, Mbl niepernnu 3a oauH payHza ot RigLie k Ri5L15. IIpu sToMm Bug
onepauwuit P, S, E He urpasn Hukakoi posu. [Ipomosnxkas ator npouecc,
Mbl 332 16 payH/I0OB mepeiileM K M0CJIeI0BATEIbHOCTH

R0L07
a 3aTeéM IIPpUMEHHUM 3aMEHY 4yacTen u IIOJIYYHM I10CJIEA0BATE/ILHOCTD
LoRo = IP(M).

IIpuMennB noacranoBky I P!, Mbl noayuuM mcxomuelii Tekct M.
IIpouecc memucgpoBanust 3aKOHYEH.

5. OcHoBHble cBoiicTBa DES u ero kxpunrocroiikocts

CyuiecTByeT MHOTO KEJIATEAbHBIX XapAKTEPHUCTHUK JJIst BJIOYHBIX
mudpos. Kaxapiit 6UT g poBaHHOrO TEKCTa AOJ/DKEH 33aBUCETH OT
Ka)KJ0oro 6UTa MCXOAHOro TeKCTa (pedb, KOHEYHO, HAET He O MOJ-
HBIX TEKCTaX, a O COOTBETCTBYIOIUX APYr Apyry 6siokax). He momx-
HO OBITh CTATUCTUYECKHUX 3aBUCUMOCTENH MEXKJY UCXOJHBIM TEKCTOM U
1 pOBaHHBIM TeKCTOM. VI3MeHeHHe OqHOro 6MTa MCXOJHOrO TEKCTa
UM KJIK0Ya JOJKHO HU3MEHSITh KaXKAbIl OUT C BEPOSITHOCTHIO GJIM3-
Ko# kK 1/2. dmnupuuecku DES yznosiersopsieT BceM nepeyucyIeHHbIM
coiictBaM. [oBopsT, uto DES o6agaer «1aBunHbIM 3¢pdekToM», Tmo-
CKOJIbKY U3MEHEeHHe OJHOro 6UTa B MCXOJHOM TEKCTE WJIM KJIOYe Bbl-
3bIBAET «JIABUHY» MU3MEHEHUIN B IIU(PPOBAHHOM TEKCTE.

Ipu anuse kmoya 56 6ut nmeercs 296 ~ 7,2.1016 pceBoamorkHbIX
Kjtoyeii. [Ipy HbIHEIIHMX BO3MOXKHOCTSIX MCIIOJIb30BAHUS MapaJlieib-
HBIX BBIYHMCJIEHMII Ha MOUIHBIX MPOLIECCOPAaX TaKoil nepebop IOCTH-
XKUM B peasbHoe BpeMsi. Ecsmn npoueccop Bbinosnsier 10° oneparumit
B CEKYHJy M HCHOJIb3YeTCsl ThlYsida TAKUX MPOLECCOPOB (YHIIOB), TO
IJis1 Takoro nepebopa kioueir DES nonagoburcss npumepno 110 cy-
ToK. IlockosnbKy ycmex MoXeT MpUATH re-To B cepeauHe nepebopa,
MOKHO TOBOPHUTH npuMepHo o 50-Tu cytkax. Takum obpasom, DES, no
CYLIECTBY HUCIOJbL3YIOUIHIA K04 B 56 OUT, IDAKTUYECKH CTOUKHM CUH-
TAThCSI HE MOXKET. B 3Toit CBSI3M €CTECTBEHHO PaCCMOTPETH BO3MOX-
HOCTb KPAaTHOTrO NpHUMeHeHus: npeobpa3oBanuit. PaccMoTpuM 3Tot Bo-
npoc 6osiee noapobHoO.
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6. KpatHoe ucnoJss3oBaune DES

[Tycts Ei 0bo3nauaer npousBosbHoe npeobpasosanue DES c kio-
yom K € {0,1}*, koropblif MBI C camMOro Hayasia c4uraem 56-6ut-
ueim: K € {0,1}°6. IIycTe M 0603HaYaeT MHOXECTBO BCEX GHHADHBIX
6s0koB m € {0, 1}64. JIroboe npeobpasoBanue Fx MOXHO CUMTATHL
3JIEMEHTOM TIpYIIbl Sjps BCeX NMOACTAHOBOK MHOXXeCTBa M, mopsiiok
koTopoit paseH |Sys| = 2641. Muoxectso Bcex DES-npeo6pasopanui

D = {Ex|K € {0,1}*°}

COJEPKUT BMECTE C KaxkIbIM 3jieMeHTOM E obpaTHBIl K HeMy, KO-
TOpbIA Mbl 0603HA4YaeM Ep-1.

O603naunm yepe3 G = rp(D) noarpynmy rpymnmst Sy, HOPOX JeH-
Hyio Bcemu DES-npeobpasoBaHusiMu.

B psine pa6oT Gbiiv HailAEHB! HUXKHKME rpaHulbl nopsiaka |G| rpyn-
nb1 G. Buauane JI. Konnepemur (D. Coppersmith) [20] pacecmorpen
npoussenenue Eyg = E) o Ey apyx DES-npeobpa3oBanuii ¢ K/1oyaMu,
COCTOSILIMMHU U3 BCEX EAMHUIL] U BCEX HyJiell C eCTeCTBEHHBbIMH 000-
3HauyeHussMU. OH BBIYUCANI AJs 33 Pa3/UYHbIX BJIOKOB My, ..., M33 €
€ {0,1}% naumenbmme uncna ky, ..., k33 Takue, 4To

Efé(m,) =my, t=1,...,33.

Jlerko BUAETh, YTO 4YMUCIA Kk; JOJIXKHBI OBITH JEJIMTENISIMU MOPSAKA
|E1o| snementa Ejg € Sps u, 3HauuT, no Teopeme Jlarpamxka — Je-
qurensmu nopsigka |G| rpynnst G. OTcioga, B 4aCTHOCTH, CJIEAYET,
uro nopsifiok |G| e menbue, yem HOK(Ky, ..., k33). J. Konmepcmur
TOJIyYMJI TAKMM CIIOCOG0OM HEPABEHCTBO

|G| > 10777,

Orciona BbITEKaeT, YyTo MHOXecTBO D, mopsjok koroporo 2% 3ma-
YyuTenbHO MeHblle, yeM 10277, He 3aMKHYTO OTHOCHTENBHO CYIEpIIO-
sunuu. O6bIYHO roBOPAT, 4TO G HE ABJISETCH IPYINOR. ITO, KOHEY-
HO, TaK, HO Yy»Xe IOTOMY, 4TO B D HET eOuHHLUbI. Y TBEPXKIEHHE O

205



HE3aMKHYTOCTH OTHOCHUTEJILHO CYIEpPHO3UIUH [IEPBOHAYANILHO He ObI-
1o oueBuaHbIM. [losyueHHOe CJIEACTBHE MOXKHO YCHJIMThH, 3aMETHUB,
YTO ec/M IpPHM HEKOTOpoM | BBINOJHsSeTCA HepaBeHcTBo 2°6 < 10277,
TO B NPHUHIMIIE JONYCTHMO HUCHObL30BaTh l-kpaTHbt DES, mockomnb-
Ky oH He cBogutcs K (I — 1)-kparHomy. Hepasencro, nosnyyensoe 1.
KonnepcmuromM, 66110 3Ha4uTENBHO ycusieHo B pabore [19], aBTopsI
KOTOpPO# paccMOTpesH eule 295 JOMOJHUTENLHBIX GJIOKOB M MOJTYYHIH
eme 295 yucen kay, ..., k3og. BeluucauB ux HaumeHblee obliee Kpat-
HOE, OHM BBIBEJIM HEPABEHCTBO

|G| > 1,94 - 10249,

KoneuHo, Ha npakTHKe HET Hy»X bl 6paTh 60bIIyI0 KpaTHOCTL DES.
O6b19HO UCTIONIBL3YIOT TaK Ha3biBaeMblil TpoitHoit DES, mudpysa tekcr
M tpumxapr:

C= EKS(EKZ(EKl (M))).

Bnpouem, uaime Bcero 6epyT OAMHAKOBBIE MEPBBIA U TPETHH KJIIOYH:
K3 = K. Cunraercs, 4To TakuM 0b6pa3om mocruraercs a¢pgekt 128-
OGUTHOrO (MJIM OKOJIO TOr0) KJIFOYA IHGPOBAHUSI.

Ocraercsi, npaBja, €ule OAMH BONPOC: a MOYeMy Obl HE HCIOJIb-
3oBarb aBoiHo DES? ITonpobyem 06bsicHUTH 3TO, HE BAABasiCh B
BBIYUCJIUTEIbHBIE JETAJIH.

IIpu oberyHoM DES nouck katoua K npu M3BECTHBIX HCXOJHOM
M u mupposansom C Tekcrax 3akJioyaerca B nepebope K u mpo-
Bepke papeHcrBa Ex (M) = C. Ilpu aBoiiHOM 3TOT mpouecc CBO-
JuTcs K nepebopy kumoueit Ky, K2 u nposepke paseHcTB Eg, (M) =
= Dk, (C), 4t0 He CTONb CYLIECTBEHHO OTJIMYAETCs OT MpeAbIAyLIe-
ro nepebopa. JIpyroe mesno — nepebop, COOTBETCTBYIOLIHHA PABEHCTBY
Er,(Ex,(M)) = Dg,(C), Bpemenn Ha Hero tpebyercs yxe cyuie-
CTBEHHO bouiblie.

[To-BuguMoMy, ucnosib3oBanue dyersepHoro DES yxe He maer cy-
ILIECTBEHHOTO [IPEUMYLIECTBA 10 CPABHEHHIO C TPOMHBIM.
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7. Eme pa3 o kpunrocroitkoctu DES

Tosopst 06 ananuse DES, Mbl He y4uTbIBaeM 1EJbll psif 00CTOs-
TesnbCTB. EcTh cBeneHus, rosopsimue o ToM, yTo NSA u apyrue nomob-
Hble OPraHU3allMU IIOCTPOUIHU CIIELMATbHbIE KOMIIBIOTEDbI, BBIYUCIISIO-
e kaoun DES Bcero 3a neckosnbko 4acoB. IIpu 3TOM HCMONB3YOTCA
HAKOIUIEHHbIE CTATUCTUYECKHE CBEIeHHsl. BO3MOXHO, YTO CylLIEeCTBY-
eT «TaifHblii BxoA». IIpHHMMAIOTCA BO BHMMaHHE 4aCTO HCIIOJIb3Yye-
Mble METO/bl TeHEpalK KJYell U T. . MOXXHO yTBEPXJaTh, YTO B
peasbHOM mcnoJib3oBanuu DES eme Menee Ge3omaceH, yeM B Teope-
THYECKOM maHe. BnipoyeM, To e caMoe MOXKHO CKa3aTh U O JIIOOOM
apyrom Meroge mudposanus. Ho ayis DES stu ciaboctu B 0cHOBHOM
06bACHAIOTCS MaJIbIM pPa3MEPOM KJIIOYeil.

HecMotpst Ha nmosiBsienue B Hadasie XXI B. HOBoro ctangapra mud-
poBanusa AES (cM. npusioxenne 3), crangapr DES npomoskaer uc-
NOJIb30BAThCS, B YACTHOCTH, KaK COCTABHAsI YACTb PA3JIMYHBIX [IPOTO-
KOJIOB.
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3amaum U ynpa>kHeHus

3apaya I11.1. [Iycte D C S)s — NOAMHO>KECTBO 3JIEMEHTOB I'PyII-
nbl S s BCEX MOACTAHOBOK HEKOTOPOro KOHEeYHOro MHoxectna M. Ins
J1060i nape! 3j1eMeHToB d € D u m € M onpenesuM HauMeHbIee
ancno k = k(d, m), ansa KoToporo dk(m) = m. Jloka3ars, 4TOo k ze-
JIUT TOpSIOK |d| s;emenTa d € Syy.

3anmaua IT11.2. IIpoBepurh Mo oaHON M3 S-TabJULl CleAyIOLIHE
CBOHCTBA:

1) upu dbuUKCHMpPOBaHHBIX KpaiiHuX GuTax 6-GMTOBOrO BXOJA LIEH-
TpaJibHble 4-6uToBbIE BJOKM HAXOAATCS BO B3AaMMHO-OJAHO3HAYHOM CO-
OTBETCTBHUH C 4-OMTOBBIMHU BBIXOJAMH;

2) ecsiu BXObl OTJIMYAIOTCS TOJBKO OJHUM OUTOM, TO BBIXOABI OT-
JINYAKOTCSI HE MEHee YeM ABYMsl OUTaMu.
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IIpunoocenue 2

CraHaapThl 3JIEKTPOHHOM moanucu

1. DSS

B asrycre 1991 r. npousoumsio ucropuueckoe cobweitue: Harmo-
HAIbHBIA MHCTUTYT crangaptoB u texHosoruit (NIST) CLIA npu-
Hsl1 anroput™ 3JsiektponHoii noanucu DSA (Digital Signature Algo-
rithm), 3acdukcuposas ero B kayectse crangapra DSS (Digital Signa-
ture Standard), ussectHoro Takxke kak FIPS 186 (Federal Information
Processing Standard 186). 9To GblI NepBbIi CTAHAAPT 3JEKTPOHHOI
IIOANKCH B MMPOBOIi IIPAKTHUKE.

Anroputm DSA ocHoBanH Ha 0a30BOM IPOTOKOJIE 3JIEKTPOHHOI
noamucu b [amans, paccmorpensHoMm B Jiekiuu 16. Bmecre ¢ tem
OH UMEET Psifl CYyLIECTBEHHbIX 0COOEHHOCTEl, OTIMYAIOLIUX €ro oT ba-
30BOr0 MPOTOKOJIA.

B DSS ucnossayercs xsw-dpynkuuss h = SHA — 1 (Secure Hash
Algorithm - 1), nepeBoasiasi NPOM3BOJILHYIO OMHAPHYIO IOCJIEA0BA-
TEJIbHOCTb B KOJIbLIO BBIYETOB Zg, I ¢ — HEKOTOPLIii MPOCTOl mapa-
MEeTp, y4aCTBYIOIIMI B ycTaHOBKe ayiropuTma. DSS npoussoaut npwu-
JIOXKEHHYIO 3JIEKTPOHHYIO MOJMMCH JIIOOOro JOKYMEHTa M, MpeACTaB-
JIEHHOTO B BHJe OMHAPHOH IHOCJIeI0BATEILHOCTU: T € {0, 1}*.

Yemanoexa

Bribupaercss nmpocToe YKCJIO g:

9189 < g < 2160,

Bribupaercsi 1esioe HEOTPULATENBLHOE YHUCJIO t:
0<t<8,

H IIpOCTOE YHUCJIO D:
2511+64-t <p< 2512+64-t,

npuueMm g et p — 1: glp — 1.
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Bribupaercs mopoxxJarmouiuii 31eMeHT f eJUHCTBEHHON IIMKJIMYe-
ckoit moarpynmsl C' = C, (nopaaka g) rpynnst Zg.

Hast sToro bepercsa ciy4aiHbIM 00pa3oM 3JIEMEHT g € Zj ¥ Bbl-
YUCJISIETC €ro CTeleHb fi = gf_l/ 7 Ecmu fi # 1, To nomaraercs
f = fi. Ecom fi = 1, 1o beperca cnenyromuit caydyaiHblil 3J1EMEHT
g2 € Zy, n npouecc nosropsiercsl. Tak Aenaercst 10 Tex MOp, MOKA Mbl
He MOJIyYUM 3JIEMEHT f, OYEeBHUIHO, UMEIOLIUI MOPSA0K ¢.

Bribupaercst 40JrOCPOYHBIN CEKPETHBIN KJIIOY @ — CIy4YaifHoe Yuc-
JIO, YAOBJIETBOPSIIOLIEE HEPABEHCTBAM:

1<a<qg-1

Brryucnsercs

y = f*(modp).

Bce nepeuncnennoe mo3BossieT copMHpOBaTh HABOp OTKPBITHIX
JnaHHbIX (P, q, f,y) U CEKPETHBIA KIIIOY a.

3ameuanmne 73. [Tycmov ussecmen nopocrcoaowuli SIAEMEHM § YUK-
auseckot epynnv Zy,. Tozda 6 xavecmnee f modHcHO 63AMb aemenm
f = gP~Y4. Hcno, wmo f9 = fP~1 = 1 3nauum, ezo nopadox de-
aum q. Tax xax ¢ — NPocmoe “UCAO0, OHO U ABARAEMCA IMUM NOPAJ-
xom. Imo paccyotcdenue noxasvieaem cyusecmeosarue daemenma f
¢ mpebyemvimu ceoticmeamy. 3HAHUE TOPOHCOAIOULE20 IAEMEHTA §
68 cmandapme He npednoaazaemca, nodmomy nouck f opzanuiosan
ONUCAHHBIM BBLULE CTLOCOBOM.

Bamemum maxorce, wmo ece aaemenmo 000l yursuveckol noo-
epynno. C nopadka g asastomca 6 noae Zy, xopnamu u3 1 cmenenu g.
Ho 6 noae ne moorcem 6omo 6oaee wem q xopred. 3nawum, C' cocmo-
UM 8 MOYHOCTNU U3 6CET KOpHel JanHolu cmeneny, CAedo8ameabHo,
maxas nodzpynna edurHcmeerta.

Aazopumm nodnucu

Bribupaercst ceCCHOHHBI CEKPETHBI KJI0Y k — CJIy4aifHOe YHUCIIO,
YAOBJIETBOPSIIOLIIEE HEPABEHCTBAM:
1<k<g-1
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Beruucnsiercst 1-# 371eMeHT 7 3JIEKTPOHHO# HOAMUCH:

r = (f*(modp))(modg).

Boiuucasiercs | = k~!(modg).

Boiuucnsierca 2-ii 371eMEHT S 3JIEKTPOHHOI MOAMUCH:

s = l(h(m) + ar)(modgq).

Bce nepeuncieHHoe mo3BoJisieT chOpMHPOBATD 3JIEKTPOHHYIO [0/~
nuch (r,8) NoJ JOKYMEHTOM .

3ameuanune 74. Bce 3nauenua nod 3naxamu modp u modgqg ume-
1om cmandapmnvie umena. Bupaoscenue (b(modp))(modq) osnaua-
em, ¥mo enavane bepemca cmandapmuoe uma b, das b( modp), a 3a-
mem cmandapmmnoe uma bp(modg), xomopoe u ecmv (b(modp))(mod

q)-

IIposepra npasuavrocmu nodnucu

Heo6xoauMo 3HaTh OTKpbITHIE AaHHbE (D, q, f,y), dyHKUMIO h 1
JOKYMEHT .

ITpoBepsieTcst BbIMOJIHEHME HEPABEHCTB:

0<r<qul<s<yg;
ecau XoTsi 661 OJHO M3 HUX HE BBHINOJHEHO, TO IHOAIMCh CYMTAETCA
HenpaBusibHON (3HayeHust T = 0 u s = 0 Bo3MOXKHBI;, ecyiu 7 = 0,
CjlelyeT U3MEHUTh CECCHOHHBIA K04 k; ecm s = 0, ciefyer Takxe
M3MEHHUTh k, YTO NPUBEAET K ADYrMM 3HAYEHHUSIM T U §).

Broruucnsiercs

w = s~!(modq) u h(m).

Boiuucasercs

u; = w - h(m)(modq) u up = r - w(modg).

Boiuucisercs

v = (f*1y*?(modp))(modg).
IMoanuce cunTaercsa npaBUJILHON, eC/IH

v=r.

Obsachenue
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Ecau (r, s) - npaBusibHasi MOANUCH N0J JOKYMEHTOM M, TO
h(m) = —ar + ks(modq).
VMHoxas 06e YaCTH NOJTYyYEHHOr0 CPABHEHHUS HA W, UMEEM CDaBHEHHUE
wh(m) + arw = k(modg).
dT0 ecthb u; + auz = k(modq). Bossogum f u y B coorBercTByIOLIME
CTENEeHH:
(f*19* (modp))(modg) = (f*(modp))(modg).
CaepnoBatenso, v = r(modgq), uTo u Tpe6GOBAIOCh YCTAHOBHUTD.

IIpumep 75. /Jas uaarocmpayuu Mot npueodum as20Ppumm npu Ma-
Atz napamempaz p = 31, ¢ = 5, e ydosaemeoOPAIOWUT 02PAHUNEHU-
am cmandapma. To orce camoe xacaemca dynxyuu h, mwu noaazaem
h(m) = 4.

Jezxo nposepums, wmo g = 3 — noposrcdarouuli S4emMenm 2PYNNv
Z3,, nosmomy modcro 63amv f = gP~1e = 36 = 16. Saemenm f
nopooicdaem 6 23, yuxauveckyro nodepynny C = Cs nopadxa 5.

Bosvmem 6 xanecmee doazocpounozo xarwova a = 2,a 6 xavecmee
ceccuonnozo k=3. Tozda y = f* =162 =8(mod31), I = k™! =
=2(mod5), r = (f¥(modp))(modq) = (163(mod31))(mod5) =
= 4(mod31)(mod5),s = [(h(m) + ar) =2 (4 + 2 - 4) = 4(mod5).

ITposedem nposepxy:

w = 4(mod5), h(m) = 4, u; = 1(mod5), up =4 -4 = 1(mod5),
v = (16! - 8!(mod31))(mod5) = (4(mod31))(mod5).

Iodnucy npasuavras, max xax v = r(mod5): 4 = 4(mod5).

Ecsu rosoputs 0 csabbix Mecrax DSS, To, Bo-niepBbIX, MOXKHO MO-
BTOPUTb BCE CKA3aHHOE 110 AHAJIOTMYHOMY IOBOJY KACATEJIbHO 3JIEK-
TpoHHON moxnucu Dub [amans (cM. sekuuio 16). Bo-BTopbix, Ham
OBl XOTEJIOCh OTMETUTh HEKOTOPYIO HEJIOTHYHOCTH B mocTpoeHud DSS,
NPHUBOASAILYIO, KAK HAM NPEJCTABJISETCS, K JOMOJHUTEIbHBIM CJ1abo-
CTSIM QJITOPUTMA.

3ameuanue 76. Ocnosnasn paboma udem 6 yuxauveckol nodzpynne
C epynnw Z;,. Tem ne menee, 8pad au cmoum nazueamo C naamgop-
Moti wugposanui. Bee u3-3a moz2o, 4mo ucnoasb3yemcs 080UHot Mo-
dyav (modp)(modq). ITpu évvucAreHUAT T U V €20 MOKHCHO bvmo Obe
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u3besicamo, 8 PE3YALMAME Ye20 3AKAONUMEADHOE PAGEHCTEO Bb2AA-
deso 6v xax v = r(modp). To, wmo mv. npusodum modq 3nauerus
s,uy,ug, k, 1, a, o6sacrumo, amu napamempo. puzypupyrom 6 noxasa-
meaar cmenenel saemenma f nopadka q. 3amemum, ¥mo caazaemoe
ar 8 6uPaANCcEHUL AR S MOAHCHO OBLA0 OB YCNEWHO 3AMEHUMD CAa2ae-
MM AC, 20€ C — CAYHATIHOE YUCA0, YOOBAECTNEOPAIOULEE HEPABEHCTEAM
1 <c¢<q—1. Taxasa 3amena He NO3BOAAEM BHINUCAUMD 00A20CPOY-
Holi KA10Y @ NO CECCUOHHOMY KAt0NY K.

Hanpuwmep, 68 paccmMompennom 6biuse NPUMEPE Mb NOAYNUM 3HA-
wenua y = 8(mod31), r = 4(mod31), a 3navenus w, h(m),u;,uz, s,
k,l,a ocmanymcsa 6e3 usmenenus. 3axaronumenvroe pagencmaeo by-
dem svizafdemsv Kax

r=v=16'- 8! = 4(mod31),

YMO C8UIEMEALCTNEYEM O NPABUALHOCTIY NOONUCU.

IIpu TakoM BapuaHTe HaM He HY>XHO OblJI0 661 TPeDOOBATH BBHINOJI-
HeHus1 HepaBeHCTBa T 7 0(modg), 0HO ObLIO Gbl BHIOJHEHO aBTOMA-
tudecku. Jlerde 6b110 661 J06UBaTHCS HepaBeHcTBa s = [(h(m)+ac) #
0(modgq), u3Mensisi napaMeTp ¢ U He TPOrasi y>Ke BHIYUCJIEHHOTO 3Jie-
meHTa noanucu 7. Takke MOXKHO 6bUIO 6Bl HE U3MEHATH CECCHOHHBIM
KJIIoY k.

2. TOCT P 34.10-94.

Poccuiickuit craHZapT 3JIEKTPOHHON MOJNHUCH, O KOTOPOM HJAET
pedb, npuHAT B 1994 r. OH TakKe OCHOBaH Ha 6a30BOM aJIrOPUTME
3JIeKTpoHHOM noanucu ub [amans u BHemne moxoxxk Ha DSS. Ilpu
BHMMATEJbHOM PACCMOTPEHUU OOHAPYKMBAETCSI PsiA OCOOEHHOCTEI.

B paccmaTpuBaeMOM CTaHZapTe HCIOJB3Yercs X3-pyHKuus h
u3 cootBercTByromero cranaapra [OCT P 34.11-94, orobpaxaromas
NIPOM3BOJILHYIO GuHApHYIO nocaeaoBarenbHocTs m € {0,1}* B Zg. Hc-
XOJHBIA TEKCT NpPEACTaBUM B BUAE OMHADHOMN MOCJIE OBATEILHOCTH.

Ycmanosxa

Boibupaerca npocToe 4ucio q:
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Bribupaercst nmpocToe YHCJIO p B OJHOM M3 CJeLyIOLIUX JUAIA30-
HOB:

92509 < p < 2512 yyy 21020 £ < 91024
npuyeM g aeaut p — 1: q|p — 1.

Bribupaercs nopoxaaomuit sneMeHT f eIUHCTBEHHOM LIMKJIHYe-
ckoit noarpynmnet C' = Cq nopsiaka q rpynnst Zy,.

Hns sroro Gepercst ciydaitnbiM 00pa3oM 3/eMeHT g1 € Zy ¥ BbI-
YHCJISIETCA ero CTelneHb f) = gf—l/ 9. Ecim f; # 1, To nomaraercs
f = fi. Ecom fi; = 1, To Geperca cneayomuii cay4aiHbIi 3JI€MEHT
92 € Zy, u npouecc nosropsiercst. Tak nesaerca 4o Tex nop, Noka Ml
HE MOJIy4YUM 3JIeMeHT f, OYEeBUIHO, UMEIINUA MOPAAOK g.

Bribupaerca J0/rocpo4Hblil CEKPETHBIN KJTIOY @ — Cy4aifHoe YUC-
JIO, YIOBJIETBOPSIIOLIEe HEPABEHCTBAM:

0<a<g-1

Briuucisiercs

y = (f*(modp))(modg).

Bce nepeunciennoe nospossier chopMUpPOBATL HAOOP OTKPBITHIX
JaHHBIX (p, q, f,y) M CEKpeTHBIA KIIOY a.

Aazopumm nodnucu

Bribupaercst cecCHOHHBIN CeKpeTHBIA K04 Kk, YI0BJIETBOPSIIOLLMIL
HEpaBEeHCTBaM:

0<k<qg-1

Breruucasiercst 1-blit 371eMEHT 7 3JIEKTPOHHOM MOANMHUCH:

r = (f*(modp))(modg).

Brruucisiercst 2-0it 31eMEHT S 3JIEKTPOHHON MOJIUCH:

s = (kh(m) + ar)(modg).

Bee nepeynciienHoe mo3BossieT ¢cpopMUpOBAThH JIEKTPOHHYIO MOA-
nuch (7, s) MoK AOKYMEHTOM .

3ameuanue 77. Bce 3navenus nod 3naxamu modp v modg ume-
10M CMaHIAPMHBE UMEHA, KAK 3MO 00BACHEHO BBULE.
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IIposepxa npasuavrocmu nodnucu

[IpoBepsieTcsi BBINOJHEHHE HEPABEHCTB:

0<r<qul<s<g;
ecau XoTsi 6bl OAHO W3 HUX HE BBINOJIHEHO, TO MOANHMCH CUHTAETCS
HEeNnpaBuJIbHON (3HaueHusi 7 = 0 U s = (0 BO3MOXHBI; €CJIM ITO CIIYYH-
JIOCh, TO BHIOMPAETCS HOBBIA CECCHOHHBIN KJIOY k).

Haxoaurcsa

w = h(m)~!(modg).
9T0 MOXHO caenath, eci Tosnbko h(m) # 0(modg). Ecim Bce-Taku
h(m) = 0(modgq), To h(m) npucBansaercs: 3Hauenue 1.

Brruncisiercs 3HayeHue

v = (f** - (modp))(moda).

[Moxnuch cyuTaeTcst MPaBUIILHOM, €CIIH

v=r.

Ob6sacnenue

Ecnu (7, s) — npaBuibHasi MOANKCH, TO

v = (f**f~*"(modp))(modg) =

— (fw(kh(m)+ar)—awr(modp))(modq) -

= (fF+erv=evr(modp))(modq) =

= f*(modp))(modg) =r.

Yo kacaercs ciaabocTeit NpUBEAEHHOIO aJIfOPUTMA, TO B HEM CJIET-
Ka ycyryousauch cabocTH, OTMEYEHHbIE B Ha30BOM aJICOPUTME 3JIEK-
TpoHHOI moxgnuck Iib amans. HanmomuuM, YTO TaM pedb wLJIa O
KpallHUX 3HAYEHUsX KJo4ei a, k. B maHHoM BapuaHTe BO3MOXKHBI
Ja)ke HyJieBble 3HAYEHHUs, 4TO, KOHEYHO, HEAOMyCTUMO. MOXHO mo-
BTOPUTb TO, YTO FOBOPHJIOCH 00 HCIIOJIL30BAHUM JBOWHBIX MOAYJIEH
(modp) mod ¢ 8 DSS. Ho camoe GoJiblioe HapeKkaHHe BBI3bIBAET pe-
KomeHauust 3amensl h(m) = 0(modgq) Ha h(m) = 1. B stoM cayuae
HapYIIAETCsl OCHOBHOE TpeDOBaHME HA 3JEKTPOHHYIO MOJIMCH — €e 3a-
BHCHMOCTb OT JOKyMeHTa. [Jymaercsi, 4To nogo6HOr0 BapHaHTa MOX-
HO 6bLIO JIerKO U36eXaTh, Yero pa3paboTUUKH MO KAKOH-TO MPUYMUHE
He COeJiay.
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3agaum n ynpa>kHeHus

3anaya I12.1. [Tycts G = C,, — uMKIMYECKasa IPYINa KOHEYHOIO
nopsiaka n, ¢ — aenuresb n. JlokasaTh, uto B rpynne G cyuecTByer
eauHcTBeHHasa noarpynna H = C4 nopsaaka q.

JlaHHOE CBOMCTBO MCIOJIL3YETCA MMPU MOCTPOECHUH MIAT(HOPM ONU-
CAHHBIX BBIIIE CTAHJAPTOB 3JIEKTPOHHON MOAMUCH.

3anaya I12.2. [IpeanosnoxuM, 4To ASHCa UCTIOIL3YET B CHCTEME
DSA oauH ¥ TOT Xe «Cay4aiHbli» CECCUOHHBIN KJIIOY Kk JJIS1 MIOAIKMCH
JIBYX Pa3JIM4YHbIX JOKYMEHTOB m1 u ma. [lycTs 311 moanucu (ry, s1) 1
(r2, $2) coorBeTcTBEHHO. IIpEANONOKMM, YTO NOTEHIMAJIbHBINA B3JIOM-
wuk Ockap 3HAET KaK JOKYMEHTHI T, Mg, TaK U JAaHHbIE MOAMNCH.
IToka3aTb, kak OCKap MOXET BOCCTAHOBUTH CEKPETHBIN KJIIOY Q.

3anaya I12.3. Auna mone3yerca “merckoit” Bepcueit DSS ¢ mpo-
cThIM napaMerpoMm p = 43, nopoxaatouium sjnemeHToM f = 21 mo-
pazaka 7. Cny4aiiHO OHa [MOANKMCHIBAET Cpa3y JBa JOKYMEHTa, UCIIOJIb-
3ysl OOMH U TOT >KE€ CECCHOHHBbINA KJII0Y k. X3IMpOBaHHBbIE 3HAYEHHS
h(my), h(mg) ansa 3THX JOKYMEHTOB pPaBHBI 2 U 3, COOTBETCTBEHHO.
Moanucu (2, 1) u (2,6), coorsercrBenso. OnpeenuTs AOJIrOCPOYHbIH
KJIIOY a.
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IIpunoorcenue 8

Crangapr mmmdposanus AES

1. Konkypc

B 1997 r. HaunoHa/IbHBIA HHCTUTYT CTAHAAPTOB U TEXHOJIOIMH
(NIST) CILIA 06bsiBUJI, HAKOHEL, HOBbI KOHKYDPC Ha CTaHAAPT K-
poBauus. [Ipeqnonaraemsiit HoBblit cranzapt AES (Advanced encryp-
tion standard) gosken 6bi1 3amenuth DES, cymecrsylomuit ¢ 1974
r.

Cuwnraercsi, 4To ocHOBHOM ciaboctrio DES siBnserca manas gym-
Ha KJo4a (56 6UT), MHOrAa Tak»Xe FOBOPAT O Hey06CTBEe pealu3aliu
DES na coBpeMeHHBIX mpoLeccopax, HeIOCTATOYHOM ero 6ricTpojeii-
CTBMM M T. I. B To e Bpems cienyer orMerutb, uTo DES BbIAEp-
»KaJl MHOIOJIETHEE UCIILITAHUE B CAMOM [VIABHOM — KPUIITOCTONKOCTH.
3a 6osiee yeM 30 JIeT MHTEHCHBHOrO KPHIITOAHAJIM3a 3TON CHUCTEMBI
He 6b1710 HailgeHo (BO BCAKOM ciydae He 6blJ10 06HApoJO0BaHO) 3¢h-
¢eKTUBHBIX METOJOB €ro BCKPBITUSI, OTJIMYHBIX OT [OJIHOrO nepebopa
KJIIO4a.

NIST cdopmynupoBan cneaymoue TpebOBaHUS K HOBOMY CTaH-
AapTy wudpoBaHUS:

® OTKDBITOCTH €ro mybsmkaiuu,

® UCHOJIb30BaHHE CHUMMETPHYHOro 6JI04HOro mudgpa, JomycKaro-
uiero pasMepsl kiodeii B 128, 192 unu 256 6wur,

® BO3MOXKHOCTb aIMapaTHON M MPOrPaMMHON pEeaTU3allUH,
® HE3anaTEeHTOBAHHOCTb,

® BO3MOXXHOCTb Ka4eCTBEHHOrO aHaJIM3a CTONKOCTH, CTOMMOCTH,
rubKOCTH, PEaIM3yeMOCTH B CMApT-KapTaX JOCTATOYHO NPOCTO-
ro BHJA.
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B nocnegnem Tpeb6oBaHMM MOJ CTOMKOCTBIO MOHMMAETCs CIIOCOD-
HOCTb KdPa MPOTUBOCTOSATh PA3IMYHBIM METOAAM KPHITOAHAIHU3A,
cTaTUCTHYecKasi 6e30MacHOCTh, CTOMKOCTh K ATAKe METOJ/I0M MOJIHOTO
nepebopa ¢ y4eToM NPOTHO3UPYEMOr0 POCTA BBIYUCJIMTENbHBIX BO3-
MoxHOcTeit. CTOMMOCTb 3aBHCUT OT OBICTPOJEHCTBHUSA, ya0bCcTBA PO-
rPAMMHOM ¥ annapaTHON peaji3allii, JOCTATOYHO HU3KUX TpeboBa-
HHIT K 00beMY AMSATH, & TAKXKE CPABHUTENBHOM MPOCTOTHI AJIrOPUT-
MOB. ITox rubKoCTHIO MOHUMAETCS1 CTIOCOOHOCThL BhIPAOATHIBATL KJAOYH
pa3HoOi AnuHBI, paboTaTh B Pa3HBIX CPEAaX, BO3MOXHOCTh BBINOJIHE-
HUSI JONOJHUTENbHbIX byHKUui (Hanpumep, x3wuposanus). [Ipen-
[0JIArajioch, YTO HOBBIA CTAaHAAPT MOXKeT paboTaTh HA HPOCTEHIINX
cMapT-KapTax ¢ obbemMamu namaTu: 256 6air RAM, 2000 6aiir ROM.

DakTUyecKn TPebOBAIOCH, YTOObLI HOBBINA CTAHAAPT IPEBOCXOAUJI
tpoiiHoit DES no Bcem mapamerpam.

B koHkypce npuHsinu yuactue 15 mpoekToB, pa3paboTaHHBIX
kpunrorpacdamu 12 crpan. B ¢puHanbHOM cTagnn KOHKypca OKa3a-
Jock 5 npoektos: MARS, TWOFISH, RC(6) (CIIA), RIJNDAEL
(Benbrusi), SERPENT (Benuko6puranus, Uspauns, Hopserus).

ITpoekr MARS co3zaan B IBM, oaun u3 ero pazpaboruukos — Kor-
nepcmut (Coppersmith) — 611 B cBOE BpeMsl Yy4aCTHUKOM pa3pabor-
ku DES. Ilpoekt RC(6) mpeacrasnen ¢pupmoit RSA-lab, oguum u3s
ero aBropoB siBiasiercss Pusect (Rivest). IIpoektr SERPENT co3zaan
Anpepconom, Buxamom u Knyacenom (Anderson, Biham, Knudsen).
IMpoekr TWOFISH ocHOBaH Ha CyliecTBOBABIIEM TOTAA U JOBOJIb-
HO u3BecTHOM MeTtoge mwudposanus BLOWFISH, oanum u3 aBTOpOB
3THX CHCTEM fBJIfeTca u3BecTHbI kpuntorpad Iluaiiep (Schneier).

Hakonen, npoekt RIJNDAEL co3gan 6eJbruiicCKUMM KpUIITOI'Da-
damu Jaitmenom u Puemenom (Daemen, Rijmen). On u cran nobe-
JUTEJIEM KOHKYDCa H, CIeJ0BaTesbHO, ctangaproM AES, yreepxaeH-
HeiM B 2000 r.

2. O6buiee onucauue AES

AnropuT™m npezcrasisieT coboit 6;1049HBIN KEP ¢ BAPbUPYEMBIMH
pa3MepaMM KJi04a, 6JI0KOB TEKCTOB M KOJIMYECTBOM payHI0B MHEpPo-
BaHUA.
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OauH 6JI0K MCXOTHOI'O TEKCTa 3alMCLIBAETCA B BUAE TabJIHIIbI Oaii-
TOB C 4HCJIOM CTPOK 4 u yucioMm crosnbuos 4 (N, = 4), 6 (N, = 6)
wia 8 (N, = 8), coorBercTByOWMM jaiauHe Gsoka 128,192 umu 256
6ut. BaiiTel paccMaTpuBaroTca Kak aneMeHTH moJis F' = Fas nopsa-
ka 28 = 256.

ITosie F crpoutcst Kak pakTOp-KOJIBLO KOJbL@A MHOrO4YIeHOB Zsg(z]
OT OJHOUI mepeMeHHON z ¢ Ko3dduuueHTaMu U3 MpOCTOro mnonas Zs
OTHOCHTEJIbHO HEPA3JIOXKMMOTO MHOTOYJIEHA

f@)=2a+xt+23 +z + 1.

Tak kak f(z) HepassoxuM B Zz(r| (Mbl He mpoBepsieM 34€Cb 3TO
CBOMCTBO, OCTaBJIsAsl 9TO B KA4YeCTBE YNPAXKHEHHUsi), BCE MHOrOYJIe-
ubl crenend < 7 mod f(z) obpasytor mose F. [Ipu aTom MHOrousneny
9(z) = go+ 1z + ggx2 +...4+g:z” COOTBETCTBYET OHHApHAs 3aIUCh
6aiita g7, ge, - - - , 92, g1, §o, TO €CTb MOCJIEAOBATENLHOCTb U3 8 6uT. 3a-
METHM, 4TO GaiThl MOXKHO He TOJIbKO (MOOUTHO) CKJIAABIBATH, HO W

YMHOXaTh, & TakK>X€ BbIYHUCJATDH 4JIA HEHYJIEBbIX baitToB O6pa.THble K
HHUM.

IIpumep 78. 1) [as mozo wmobw natimu npoudeedenue 6aimos
(o,1,1,0,1,1,1,0) - (1,0,0,1,1,0,1,1), 3anuwem ux 6 sude mHozo-
YAEHOB U BBNOAHUM BHANAAE YMHONHCEHUE 8 Koavye La[x):

(8425 + 23+ 2% +z) (2" +2t + 23 +z+1) = 28+ 212 4294 284 2.

3amem eurUCAUM OCTIATOK NPU JEAEHUU NOAYUERHO20 MHOZONAE-
na na f(x):

B4+ %9+ 25+ 2= (2B +2t+ 23+ +1) 25+ )+ (2T+
+28 + 25 + 2 + 1),
3navwum, npoussedenuem b6ydem 6atim (1,1,1,1,0,0,1,0).

2) Ymobw natimu obpamnwi x batmy (1,1,0,1,1,0,1,0), sanu-
wem e20 8 8ude muozousena g(z) = ' +x8+z4 + 23+ u npumenunm
0bobwennviti arzopumm Iexauda:

Brritd+r+1=(c"+28+2t+ 23+ z)(z+1) + (25 + 25+
+zt + 2% + 1),

o’ +zb+ i+ 23+ = (28 + 25+ 2 + 22 + 1)z + (25 + 2Y),
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B+ +2t+ 22+ 1= (2% +zY)(z) + (2 + 22 + 1),
Ptrli=@t+ 22+ )(z+1)+ (P +22+z+1),
422 4+1= (23 +22+z+1)(z+1) + (z2),

B 4+zl4+zr+1=(2?)(z+1)+(z+1),

22 = (z +1)(z) + =z,

z+1=(z)(1)+1.

Obpamnwii T00:
l=(z+1)-z=(z+1)— (2? —(x-i—l)x):

(:c+1)(a:+1)—z =(z+1)((e}+2?+z+1)-22(z+1)) 2% =
+1)(z*+ 22+ +1)—2?- 22 =

x+1)(:l: +zl4+z+1)— z2((z +2241)— (23 + 22 +z+1)(z+1)) =

d+ 2+ +1)(z3 + 22 +:c+1) (zf+22+1)-22 =

= (@3 + 22 + 2+ 1)(2% +zt) — (z* + 22 +1)(:1: +.z- +1)=

(z+
@
(a: +22 +x+1)((z +zh)— (2t +z +1)(z+1))—(x4+x2+1)~z2=
= (z°
= (¢*

)
3 + 22 +x+1)(a: +28) — (28 + 25 + 2 + 22 + 1) — (25 + =)
)zt + 22+ 1) =

=(x5+x4)(:c5+x2+1)—(x6+x5+x4+z2+1)(x4+:1:2+1) =
=((z"+28+x' +234+2) - (P + 2B+ 2t + 22+ 1)z) (25 + 22 + 1)

(@ + 2+ + 2+ Dz +22+1) =

=("+28+ 2+ 23 +z) (¥ + 2%+ 1) - (P + 25 + 2t + 22 +1) - (=8+

+rl+ 28+l o+ 1) =

=@ +28+zt 4+ +2) (2P + 22+ 1) - (f(z) — (2" + 28 + 2t + 23+

+z)(z + 1))
(@ +zt+23+ 22+ z41) = (2" + 28+ 2% + 23+ ) (27 + 28 + 22)
—f(z)- (28 + 2 + 23 + 22 + 1),

caedosamenvho,

g(z)™! = (27 + 2° + 2)(mod f(z)),

wmo moorcro 3anucams xax (1,1,0,0,0,1,0,0).
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3. Onucaumne ajgropurma

Urak, pacmaTpuBaercs oauH 670k (Mbl 6epem N = 4) Buzga

app apr @g2 ao3
a)p a;n a2 as
, (3.1)
azp a1 a2 asg
azp a3y a3z2 ass

B KOTOPOM a;j — GaliTel. Yuraerca 670k nmo cronbuam cBepXy BHHUS.
Jlasiee BBHIMOJIHSAIOTCS CJIEAYIOLIME TPe0OPa30BaHUsL.

3amena 6atimos — SubBytes Transformation
-1

i » €CIH Qij #0;u

Kaxapiit 6aiiT a;; 3aMeHsieTcsl BHaYyaJle Ha a
octaercs 6e3 uaMeHenmit, ecm a;; = 0.
IlycTs ai—j1 =ag+ oz + ax? + ...+ aqz’.

Torma aj;' samensiercst va bij = fo + Bz + Boz® + ... + Brz’, e

(5) (o) (1)
ﬂl 1 001111 1 0
ﬂ"’ 11000111 22 0
3 3
= 1 1100011 + 3.2
i SRR I I Bl I R
Bs 00011111 o5 !
Be kas 1
\ 5; / «r) \0)
Ha Brixoge umeem 610k
boo bor bo2 bo3
bio b1 b2 bi3 (3.3)

bao ba1 boy bo3
bso b31 b3z b33
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Huxauuecxuti cdeuz 3-x nocaednuxr cmpox —
Shift Rows Transformation

Tpu cTpoku B 6710ke ¢ HOMepaMu 1, 2, 3 cABUralOTCs LUKJIHYECKH
BJIEBO HA BeJIMYMHBI 1, 2,3, COOTBETCTBEHHO.

B nepBonauyanbHoMm BapuanTe wudpa Rijndael Bennyunb! ciBuron
IpH 4ucje cToabuoB B bioke N = 8 OoTIMYAIUCh OT NPUBEAEHHBIX
Bbllle, HO B craHaapre AES sra pa3uuna ucuesna. Takxke HyxHO
3aMeTHTb, YTO B CTaHAapTe BenuuuHbl N, u N 0003HavalOTCs OH-
HaKoBO — Nj.

IMepemewusanue cmoabyos (omcymemeyem 8 nocaednem
paynde) — MizColumnsTransformation

CronbuaM CTaBATCA B COOTBETCTBME MHOIOYJIEHBI CTerneHd < 3
Hag noseM F' = Fys 1o cneayromeMy npaBuiy:

ag
a
az
as

— a3y® + azy® + a1y + ao. (3.5)

PaccmarpuBaerca ¢puKCHpOBaHHBIT MHOIO4YJIEH

9(y) = 93v° + 929 + g1y + g0, (3.6)

rae go=2,91=1,92=1,9g3=xz+1€F.
Msuorounen Buja (3.5) ymMHOXaeTcs Ha PUKCUPOBAHHBIA MHOrOYJIEH
(3.6) mod(y* + 1). PesynbraT 3anuceiBaeTcs Kak

bo
b3y3 + b2y2 + by + bg — ll:; , (3.7)
b3

NOJIyYeHHbIH cTosibel] 3aMeHsIeT MCXOAHbIH crosbel u3 JieBoil yacTH
(3.5). JlaHHas npoueaypa MpoAeabIBAETCS C KaXKAbIM CTOJIOLOM Mac-
CHBa, TEKCTA.
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Ocraercst TOJIBKO 00bSCHUTD, YTO YKa3aHHOE npeobpa3oBaHue 00-
paTUMO. JTO HEOBXOAMMO ClenaTh, MOCKOJIBKY MHOrouwteH y* 4+ 1 =
= (y+1)* pasnoxum. Eciu 661 MHOrOUEH g(y) MMeN obuIMit MHOXHU-
Tennb ¢ y* 4 1 HeHyneBo#t crenenu, oH obsazan 6u1 KopHem 1. Jlerko
OPOBEPHUTH, YTO ITO HE TAK.

Hanooicenue xarovwa — AddRoundKeyTransformation

Jnuna kova (B 6afitax) JOJKHA COBMAAATL C KOJMYECTBOM baii-
TOB B TeKcTe. BbIYuC/IeHHBIN payHAOBbIA Kii04 k; HAKJIAAbIBAETCS
onepanueit XOR Ha TekcrT.

Ha BbIXOAe Mbl NOJy4YaeM HOBBIA TEKCT, C KOTOPBIM CHOBA MpOJe-
JILIBAEM Te 2Ke OlepaluH, [OoKa He HpoiiJeM Bce payHAbl mwudpoBa-
Hus. Beinmonuserca 10 payuaoB npu Ny = 4, 12 npu Ny = 6 u 14 npu
N, =8.

4. I'eHepanuss payHIOBbBIX KJIIO4eii

Hcxopubiit kimtod K Tak e, KAK M TEKCT, 3aIMCHIBAETCS B BUJE
Tabnuupbl u3 4-x ctpok U 4-x (Ng = 4), 6-tu (Ng = 6) uim 8-mu
(Ng = 8) cTonbuos, B KJeTKax KOTOPO# 3anucaHbl GaiThl. Pazmepsl
BBIOMPAIOTCS HE3ABHUCHMMO OT BbIOOpa pa3MepoB TabJIMI[ TEKCTA.

Wrak, ucxonuslit kmou K cocrout us N 4-6aiTOBBIX CTOJOLOB
(cnos). danee mMbl pacuupsiem K 1o ciefyomum npaBuiiam.

PacupeHHbIit KJII0Y €CTb [10CJIeI0BATENLHOCTh 4-6aliTOBBIX CJIOB
{Wli],i =0,1,2,...}. Ilepsbie Nk CJIOB — 3TO B TOYHOCTH MCXOJHBIN
ko4 K .

Haunee npu Ng < 6 nonaraem:

W[i] = Wi — 1) @ W[i — Nk,

ecin @ > Ng,i#1-Ng (1=1,2,3,...).
Hnsa i, kpatueix Ng (i = INg), nonaraem

W] = F(T(W[i - 1])) ® W[i — Nk] © C(i/Nk),  (4.1)
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rae T — uukauyeckuit caBur 6aiTOBOIM NOC/IEJOBATETLHOCTH HA OJUH
6aiit, F' obo3Hauaer onepalHio 3aMeHbl 6aliToB, Kak B WIH(POBAHUH,
C(t) ectn 4-6aiiTOBBIN BEKTOP

(RC[t],0,0,0),
nepan‘»‘[ baiiT KOTOpPOr'o BbIYHUCJIAETCA II0 3aKOHY

Eciu Ng > 6, To mpaBuja Te K€ CaMble C OJHHM OTJIMYHUEM: €CJIH
t — 4 kpatHO Nk, TO

Wi = F(Wi — 1] ® W[i — Nk]). (4.3)
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3amauy u ynpa>kHeHUus

Bamaua I13.1. Joka3aTh HENPUBOAMMOCTb MHOroudeHa f(z) =
=284+ 43 4+24+1€2, [z], mo koTopomy crpourcst nosie Fos B
cucteme AES.

3agaua I13.2. Iycts g(y) € Z2[y] — MHOrOYIEH, ONpEAETeHHbIH
dbopmysoit (3.6). Ykasate siBHbIN BuI MHOrouwnena g'(y) € Zs[y| ta-
KOro, 4TO

9(y)d'(y) = 1(mod (y* + 1)).
Jlpyrumu cjioBaMu, JAaTh sBHBIA BHa MHorousnena g(y)~! mod (y*+
+1).
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IIpusoorcenue 4

IIpakTu4ecKoe nCnoJib3oBaHue Kpunrorpadpun

1. O6ue cBegeHUs

B nacrosiee BpeMst 061aCThb MCIIONIB30BaHUS KPUNTOrPadUIECKUX
CPEACTB 3aIUThl MHPOPMAIIUH Y2Ke N0CTATOYHO mupoka. OHa BKJIIO-
yaer B ceba VuTepHer, puHAHCOBBIE CHCTEMBI, MOOUIBHYIO Tesedo-
Huo U T. 1. IlorpebHOCTH B COOTBETCTBYIOUMX pa3paboTKax BeJHKA.
B stom Hanpapienun paboraer o4YeHb OOJIBILIOE YHUCIO PA3THYHBIX
oprauuzauumii. [IpousBogumasi *MU nporpaMMHasi ¥ annapaTHasl Mpo-
AYKLIMS B 3HAYUTENLHON CBOER YacTH He BblAepKUBaeT KpuTHKH. Co-
BCEM HeNpocTo ObIBaeT pa3obpaThcsi B TOM, Kakasi IPOAYKIHS MIPEJ0-
CTABJISIET Y IOBJIETBOPUTEIbHYIO HJIH JaXKe XOPOILIYIO 3aLIUTY, a KaKasi
MOXKET IPHBECTH K CEPbE3HBIM HENPUATHOCTSIM.

s sToro ectb HEMaJ1I0 0O'bLEKTUBHBIX [IPUYHH, HEKOTOPbIE U3 KO-
TOPBIX MbI IONBITAEMCSI OCBETUTh B JaHHOM NpuioxeHud. CTouth 3a-
METHTb, YTO Mbl BCEro Jumib 0003HaYaeM BaKHYIO NpoOJeMy Npak-
THYECKOI'0 MCNOJb30BaHUs Kpunrorpaduu. JleTanbHblil aHATN3 JaXe
OCHOBHBIX Np0bJeM 3aHsJ1 Obl CAUIIKOM MHOIO MECTA.

Mb! npuBegeM KpaTkue cBegeHHsi O HauboJiee M3BECTHOM MaKe-
te PGP npuknagueix nporpamMm Kpunrorpaduyeckoi 3aluThl, KO-
TOPBIN, MO-BUAMMOMY, M Ha CEroAHSIIHWI JeHb ocraeTcss Haubosee
UCIIOJIB3YEMBIM MIPOAYKTOM JAHHOIO BHUAA.

Jlasiee MBI BOCTIOJIb3YEMCS PSIIOM 3aMe<aTeIbHbIX BbICKAa3bIBAHUIA
usBecTHoro Kpunrorpadga Bprooca Inaitepa (Bruce Schneier), koro-
prle B adopuctuyHoit ¢popMe KaK Hesb3s JIydyllle IIOMOraloT Pa3rJisi-
JAeThb OTJIMYUTE/NbHBIC IDU3HAKH HeJ0OpOKaYeCTBEHHON NMPOAYKIUU Ha
pbIHKe KpUnTorpaduyecKux CpeACcTB 3alllUThl THHOPMALHUH.

HakoHrel, Mbl npeacTaBuM HECKOJILKO IIPUMEDOB YCIIEIIHOIO B3JIO-
Ma JOCTATOYHO U3BECTHON KpUIITOrpadu<ieKkoil NpoAyKIHH.
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2. [Taker PGP

B nauane 1990-x rr. usBectHblit nporpammuct @un ITummepMan
(Philip Zimmerman) co3zan naker nporpamm AJsi Kpunrorpadgude-
cKoii 3amuThl GaiIoB U CO0bOLIEHUNA OT HECAHKI[HOHUPOBAHHOI'O MPO-
yTeHUs. BrigepxaB HEMPOCTHIE UCIIBITAHUS], B YUCJIE KOTOPBIX 3HAYUT-
cs1l monbiTKa 06BMHEHHsT ero B Hapywenud 3akona CIIIA o 3ammudpo-
BaHHOI KoppecnoHaenuun 1991 r., a UMeHHO: B CBODOJHOM pacrpo-
crpanennu PGP uepes Unrepuer, ®. [luMmMepman ocrosasn B 1996 r.
komnaHuio Pretty Good Privacy, ycnemno paborarouiyio 1 B HACTOS-
iee BpeMsi.

Nmeercs: yxxe mocrarouno muoro Bepcuit PGP. Bce onn ucnoss-
3YIOT U3BECTHBIE AJITOPUTMbI ¥ MPOTOKOJIbI K pOBaHUs, LuGPOBO
NOAMHUCH, ayTeHTU(UKALUHA U T. M.

Ocobo ormeruM, yto PGP cBoGogHO u GecryiaTHO pacripocTpaHs-
ercst yepe3 MurepHer.

3. Adopusmsl Bproca Ilnaiiepa
o kpunrorpadunyeckoil npogykuun

Ocnosnas HEMPUATMHOCMD, C6A3AHHAA C naozol cucmemol 3auju-
mul, cocmoum 6 MmoMm, o OoHa 8Bl2ZAR0UM MONHO MaK ance, Kax u
Tropowas cCucmema 3auUumal.

B. IIInaitep mMeHyeT pekJiaMy ILIOXO# KpunTorpadpuyeckoi 3a-
wuThl «XaHaaHCKUM Oasib3aMoM». Tak B cTapuHy Ha3blBAJIM LIapJia-
TaHCKMe CHaJ00bs, cyisuye n3b6aBiieHNe OT BCEX HEIYTOB.

Cozpmatenu nomobHON NPOAYKUHM B 3HAYUTEILHON CBOEH 4YacTH
IPOCTO HEJOCTATOYHO KOMIIETEHTHBI, OHH JEHCTBUTEJIBHO CHUTAIOT,
YTO UX MPOAYKIHUs Xopowa. [Ipy 3TOM OHHM 4acTO MBITAIOTCST PEAJU30-
BaThb JEHCTBUTEIBLHO XOPOIIKE AJITOPUTMbI, HO JEJIaloT 3TO abCOIOTHO
Heymesio. EcTh, BpoyeM, MHOrO M TaKUX «CIIEIHAJIMCTOB», KOTOPBIE
IPOCTO MBITAIOTCSI, KAK I'OBOPUTLCS, «CPYOUTH ZIEHEr».

IIcesdomamemamunecroe xydarmanve.

MaJlOI‘paMOTHbIe IPOU3BOANUTEJIM YACTO CYUTAIOT, UYTO A3bIK MaTe-
MaTHKH HE HMEET HUKAaKOIrO KOHKPETHOI'o CMBICJIA. HOSTOM)’, HO,LIOﬁHO
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3HaxapsiM-11apJIaTaHaM, OHU COIPOBOXKIAIOT CBOIO peKJiaMy 6eccMblc-
JIeHHbIMM HabopaMu nceBgoMaTeMaTuyeckux TepMuHOB. B. IIInaitep
IPHUBOAMT cilenyiowuii neps: «Encryptor 4.0 ucnonb3yer yHUKaIbHBIM!
QITOPUTM HMHKPEMEHTAIBHOI0 cABHra 6a3pl cobcTBeHHO# pa3pabor-
Ku». Bopoyem, MHOTJa TAKOE «KYAAXTaHbE» HOCUT SIBHO AHTUMATEMa-
THYeCcKHuil xapakTep: «Tak Kak JJIHMHA KJI04a U KJIO4YeBasi CTPYKTypa
U3MEHSIIOTCS M TaK KaK MEXaHWU3M KU POBAHHUS HE UCIOJb3YeT HUKA-
KX MATeMAaTHYEeCKHX AJICOPUTMOB, BOCCTAHOBJIEHHE HMCXOAHBIX JaH-
HBIX HEBO3MOXKHO, M NOAOOD TaK»Ke HEBO3MOXKEH».

Hexomopvie mamemamuxy npu 6e2aom 6324306 HE KPUNMO2ZPA-
duro pewarom, ¥mo ona 0uerd NPocmMa, u Topowul as20pumm wud-
DOBAHUA MOIAHCHO CO30AMb NPAMO U3 MO20, YeEM OHU CEUNAC 3AHUMA-
0MCA.

Sto 3abayxaenue. Kpunrorpadus npeacraBiser coboil CII0X-
HYI0 00J1aCTh AESATEJBHOCTH CO CBOMMH TEPMHHAMH, METOJAMHU, pa3-
paborkamu. IIpoaykuus IONXKHA NMPOM3BOAUTHLCA B KOMILIEKCE, OHA
06s13aHa OBITH JOCTATOYHO NPOCTOi B ynorpebiennu. Ecte eme Hema-
J10 TpebOBaHU, HAPYIIEHHE KOTOPBIX SIBJISIETCS CEPhE3HBIM MHUHYCOM.

Ecau pazpabomuux cxpuiaem ucnoab3yemvie aa20PUMMbl, 3HA-
wum, e20 NPOOYKYUA, CKOpee 6Ce20, HedobpoxawecmaeeHHa.

EcTb HemMao npumepoB B3s0Ma Takoil npoaykuuu. Hanpumep, 3To
IIPOM30LIJIO C LIMPOKO Pa3peKJaMHUpPOBAHHBIM MPOAYKTOM KOMIIAHUU
GenioUSA, To e caMoe CIIyYnJIoCh C OJHON U3 MEePBBIX BEPCHil Mpo-
tokoJ1a tejeporun GSM u . m.

Henomopbte KOMNAHUU 8BICKA3BIBAIOTN G CB0UT 3AABAEHUAT YIHCa-
caroujee HeesexHcecmao.

Hanpumep, komnanus TriStrata yreep»kgajia nmpo cBOi aJirOpUT™M
wndpoBanus: «Tak kak kpunrorpacduueckas cxema TriStrata ouenn
IPOCTa M MMEET OYEHb HU3KYIO BBIYMCIUTENLHYIO CJIOXKHOCTb, KJIH-
€HTCKasl YaCTb MOXET DPa3MeIIAThCS HA CAMBIX Pa3HbIX CHCTEMAX —
oT cepBepa a0 HoyTOyka». Ho neso B ToM, 4TO mpakTH4ecKH BCe XO-
pollIe MPOTOKOJbI U aITOPUTMbI M POBaHus TPEOYIOT OUYEHb MAJIO
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PECYDCOB U MOTYT YMECTHTBHCS Ha HOYTOyKe, OBITH peasiu30BaHbI Ha
CMapT-KapTe U T. I.

Ilpedarazan xaronu Heaenotli OAutbl, KOMNAHUY MAKHCE NDOACAA-
10M C6010 HEKOMNEMEHMHOCTD.

Wiorga 3aBoasAT pedyb O KJKOYaX Jaxke B MUJJIHOH 6uT. Abcypm,
NOJIHBIA epebop 256-6UTOBBIX KJIIOYeit B HAIlle BpEeMsl YKe IMOYTH 3a-
npezsesieH. B acMMMETPHYHBIX CHCTEMAaX KJKOYHM, KOHEYHO, JOJKHbI
ObITh guuMHHEe, HO Oosiee 2048 OUT MCIONBL30BATH TaKXKE HE HUMEET
CMBICJIA.

4. IlpuMepbl NPaKTUYECKOro B3JI0Ma Kpuntorpadgpuye-
CKOM 3a1MThl

B oktsi6pe 1998 r. B OMCKe 3/I0yMBIIIJIEHHUK B3JIOMaJl CHCTEMY
3aLIUThl 3JIEKTPOHHBIX KapT «30JI0Tasi KOpOHa». JTa omnepauus Obl-
Jla mpou3BefeHa ¢ KapraMu Tuna Solaic. Omubka paspaboryuka 3a-
KJIIOYAJIach B TOM, YTO 3AILMIUIAIOMIME KAPTY KJIYH MOIVIM ObITH U3-
BJIeYEeHbl U3 0OlLIEeHUsI KapThl C MJIATEXHbIMU TepMuHanaMu. JIpyroi
cJIaboCThIO 3TUX KapT 6bLI0 ucrmosib3oBaHue 320-6UTOBOro Kiro4a CH-
creMmbl mudpoBanusd RSA, KoTopeiit 13-3a MaJIoit JJIMHBI HE MOT Y2Ke
CYMTATHCSI CTOWKUM. [I/1sl cipaBeJJIMBOCTH OTMETHM, YTO B3JIOM IPO-
U30LIeJ TOTAA, KOrJa cama pupMa y2Ke Nepexoquia K UCIOoJIb30BAHUIO
KapT HOBOI'O THUMA. 9TO CBUAETENLCTBYET O TOM, YTO Pa3pabOTUHKH
npeABugenu nofobHoe cobepitTue. JIpyruMu CloBaMH, CJIyYHJIOCH TO,
YTO JOMKHO OBLIO CJIy4YHUThCS.

Ha mexayHaponnoit kondepenuuu CRYPTO, npoxogusiieit B
2003 r. B Canra-Bap6ape (CIIIA), uspaunsckuii kpunrorpad 3. Bu-
X3M co cBouMH yyeHukaMu . Bapkanom u H. Kensiepom npeacrasuim
JOKJIaJl, B KOTOPOM OITUCHIBAJIACh Cepbe3Hast Opelub B CHCTEME 3allly-
T npotokoJsia GSM, paborarouiero B Tesedonun. OHM IOKa3AJH, YTO
3Ta bpewb MoxeT ObITh 3¢pPEKTUBHO UCIIONB30BAHA AJISI IPOBEAEHHUS
Pa3JIMYHBIX ATAK — OT OIPOCJIYIIHBAHUS PA3roBOPOB A0 moajesaku SMS
HJIM KJIOHUPOBaHHUsI TejiehOHOB.

Heobxogumo 3amMeTuTs, 4TO euie panblue, B 1999 r., aMmepukaHCK it
xakep M. Bpuccen, ussectuniit B cetu Nnrepuer kak Lucky Green,
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[OJIHOCTBIO BOCCTAHOBMJI 3aCEKPEYEHHBbIE AJITOPUTMbl KpUIITOrpadu-
ueckoit 3amurel GSM: A3/A8 (ayrenrudukauus) u A5 (wmdposa-
Hue). Bblio nmokasano, 4ro c;1a6ocTH UMEET HE TOJLKO SKCIOPTHBIN Ba-
puaHT wugpoBanus A5/2, HO U NPEIIOJOKHUTENLHO CUIbHBIA A5 /1.
Oanako, no obuEeMy MHEHHIO, CIeAyeT NMPU3HATH, YTO HOBBIE ATaKH,
npeJIo>KEeHHbIe U3PaIbCKUMU KpunrorpagaMu, oka3aauch Kyna 6o-
Jiee onacHbIMH. BKparie oHn MOryT ObITH OXapaKTEPHU30BaHbI CJIEAY-
omuM obpa3om:

— anroput™ A5/2 JIerKO B3/1aMBIBAETCsl 33 PEAJILHOE BPEMsI HA
OCHOBE OJHOM JIUIIb WH(PPOBKHY;

— bosee cunbHble anroputMsl A5/1 u A5/3 MOXHO BCKPBITH, HC-
[0JIb3ysl AKTUBHYIO ATaKY.

UnrepecHo, yTo BckpbiTHe AS5/2 BO3MOXKHO eule 0 Hadajia pas-
roBOpAa, MOCKOJIbKY CJ1aBOCTh BHOCHT KOJ, UCIIPaBJjIeHUs OIUHOOK, [IpHU-
MEHSIEMBIiI K CUTHAJTY eule 40 3amudpoBaHusi. ITOT KOJ BHOCUT U3-
OBITOYHOCTD, YTO, COOCTBEHHO, U MO3BOJISIET IPOBECTH ATAKY.

HuTtepecHa Tak)ke NpeJJIO’KEHHasi TeXHOJIOrusi ataku Ha AS5/1 u
A5/3, B xoae KOTOpO#l BbIHYXJaeTcsi epexos Ha AS5/2 ¢ TeMu ke ce-
AQHCOBBIMH KJIIOYaMH, YTO MO3BOJIIET X OMNPEJEJIUTH ATAKON MEPBOro
BHJA, & 3aTEM YK€ C UX IIOMOIILI0 IOBEPUIMTH OCTAJILHOE.

OnucaHHble aTaKy CTaJIM BO3MOXKHBIMH K3-33 HAJIMYUsI B pa3pa-
60TKax TEOPETUYECKUX, TEXHOJIOMMYECKMX M OPraHU3ALMOHHBIX OLIH-
6ok. A Beap nporokos GSM B Mupe HCIOJB3YIOT OKOJIO MUJLJIMAPAA
resieponoB. Cama komnanust GSM 6bl1a n1epBoit U3 TEX, KTO CTAJ Ce-
PBE3HO OTHOCHTBCS K CEKPETHOCTH IPUMEHSIEMbIX MPOTOKoJIoB. OHa
’)K€ OJHOW M3 MEPBBIX MPH3HAJIA, YTO 3aCEKPEYUBAHHE AJITOPUTMOB,
JIeXKAIUX B OCHOBE MPOTOKOJIOB, BOBCE HE SIBJISIETCS MaHaleeit oT bes,
cKopee, HA000pOT, IPUBOAUT K JOMOJIHUTENIbHBIM [IPODJIEMAM.
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IIocaecinoBue

O uemM e rosopurt 3ra KHUra? ¢ 3aar0 BONpPOC IpexJe BCero
camoMmy cebe. Ilpun Hanucanuu s1 crapaJica gaTh obliee npeacTaBiIeHHe
0 KpunrorpaduH, CONPOBOXKIasi U3JI0KEHHE OMTUCAHUEM AJITOPUTMOB,
OPOTOKOJIOB, CXeM, MJLTIOCTPUPYs npuMepaMu. Bribupanuch anroput-
MBI, MOJIYYUBLIKE IIHPOKOE PACIPOCTPAHEHHE M IPOBEPEHHbIE MHOTO-
YUCJIEHHBIMH NMPUJIOKEHHUAMH.

B T0 >xe BpeMsi 3T0 Ob1JI0 BCErO JIMLIb BBEJAEHUE B MUD KPUIITOrPa-
¢uu, npuueM BBeJeHHE KpaTKoe. EcTecTBeHHO, YTO MHOroe 0CTajoCh
B cTOpoHE. £l npaKTHYeCKH HE KACAJICsl TEOPUU CJIOXKHOCTH, AAXKe He
yHOOMSIHYJ 0 OyneBbix QYHKUUSAX, obouesncs 6e3 ¢popMaIbHOrO onpe-
JeNIeHUs1 OAHOCTOPOHHEN (hyHKIMHU 1 T. . MHOro ¢akToOB npuBeaeHO
6e3 0Ka3aTeabCTB. ITH KEPTBHI IPUHECEHB! CO3HATENLHO. MHe Xo-
TEJIOCh JAaTh KOMITAKTHOE MpEJCTaBJIeHHe 0 KpunTorpaduu, He 3arpo-
MoXxaasi ero gerajasiMu. OTHOCHTENBHO JOKAa3aTENbCTB PEKOMEHAYIO
kaury I'II. Arubanosa [1]. Ecte u apyras nureparypa — MOHOrpa-
¢uu u cratbu no KpunrorpaduH, B KOTOPOR OTPAKEHbl Pa3JIHYHbIC
ee aCleKTbl, ONUCaHbl MpUIoXKenus (cM., Hanpumep, [4; 6; 10]).

Mory nu s1 cuutath cBOtO Ledb JocTuruytoi? CyauTb, KOHEYHO,
yuTarento. 4 cuuraro, 4To, HECMOTpPSI HA Bce MHOroobpa3ue CpeaCTB
U METOJOB, MPOTOKOJIOB, CXEM M AJICOPUTMOB, COBPEMEHHAsl KPHUIITO-
rpacust ocHoBaHa Ha HebosbmoMm kpyre uzaeir. OHM, KAk MPaBUIIO,
IPOCThI U OCTPOYMHBI. VIM HaxoAuTCs sicHOe MaTeMaTuyeckoe oboc-
HoBaHHe. JIoyKeH Bce-TaKH KOHCTATHPOBATh, YTO TEOPETHYECKH CO-
BPEMEHHasi Kpunrorpacusi mocTpoeHa B OCHOBHOM «Ha mecke». Ec-
JIM KTO-TO CMOXET J0Ka3aTb paBeHCTBO P = NP, 3to Gyger O3Ha-
YaTh OPUHLUIHAILHYIO TEOPETUYECKYIO HEBO3MOXHOCTD [TOCTPOEHHS
HaJexHbIXx mudpos. JeicTBurenbHo, paBeHctBo P = NP Ha A3bl-
Ke KpunrorpadguH 03HAYAeT, YTO MOJHHOMHAJIbHAS PACIIMPPOBKa CO
3HAHMEM CeKpeTa (CEeKPEeTHOro KJIl0Ya) BJIEYET CYIHECTBOBAHHE IIO-
JIMHOMMAJIbHOM pacmu@poBku 6e3 3HAHUS ITOrO cekpera. Bpsia i,
KOHEYHO, TaKOi BO3MOXXHbIf TEOPETHYECKUIl yaap MOKoJebIeT mpak-
THYecKylo kpunrorpaduio. Bear 3HaHue cyliecTBOBaHUS JrOPHTMA
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elle He sIBJISIETCS 3HAHMEM TOro, Kak OH BeIIAguT. Kpome Toro, mo-
JIMHOMBI GBIBAIOT pa3Hble, HHblE BOBCE HE 0DECIEYUBAIOT PEANbHOCTH
Bbhluncienuit. Eciu ke BADYr OoKaXkeTcsl, YTO CHPABEAJUBO OXKHAAE-
Moe HepaBeHCTBO P # N P, kapTuHa OyeT BhIMISAeTh ONTUMUCTHYHO
HE TOJIbKO C IPAKTHYECKON, HO U C TeopeTHdeckoit cTopoHbl. OaHuM
cioBoM, Kpunrtorpadus byaer KUTh euwe gouaro. BeposTHo, 4TO OHA
Oyzer MeHATbCs. BpeMsi mokaxer.

Asmop
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